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Executive Summary

Our vision of trustworthy AGI development

The field of Artificial Intelligence (Al) is rapidly advancing, with systems increasingly performing
at or above human levels across various domains. These breakthroughs offer unprecedented op -
portunities to address humanity's greatest challenges, from scientific discoveries and improved
healthcare to enhanced economic productivity. However, this rapid progress also introduces un-
precedented risks. As advanced Al development and deployment outpace crucial safety mea-
sures, the need for robust risk management has never been more critical.

Shanghai Artificial Intelligence Laboratory is an advanced research institute focusing on Al re-
search and application. Working in concert with universities and industry, we explore the fu-
ture of Al by conducting original and forward -looking scientific research that makes fundamental
contributions to basic theory as well as innovations in various technological fields. We strive to
become a top-tier global Al laboratory, committed to the safe and beneficial development of Al.
To proactively navigate these challenges and foster a global “race to the top"” in Al safety, we have
proposed the Al-45° Law [1], a roadmap to trustworthy AGI.

Introducing our Frontier Al Risk Management Framework

In July 2025, Shanghai Al Laboratory, in collaboration with Concordia Al,* released the Frontier
Al Risk Management Framework v1.0 (the "Framework"). We proposed a robust set of protocols
designed to empower general-purpose Al developers with comprehensive guidelines for proac-
tively identifying, assessing, mitigating, and governing a set of severe Al risks that pose threats
to public safety and national security, thereby safeguarding individuals and society.

This framework serves as a guideline for general - purpose Al model developers to manage poten-
tial severe risks from their general-purpose Al models. This framework aligns with standards and
best practices in the risk management of safety -critical industries. It encompasses six intercon-
nected stages: risk identification, risk thresholds, risk analysis, risk evaluation, risk mitigation,
and risk governance (see Framework Overview).

Evolution to Version 2.0

In February 2026, we released a limited update of the Framework - Version 1.5 -and in July 2026,
we were proud to release Version 2.0. Key updates since Version 1.0 include:

o Expanded loss of control content: To better implement the core principles of “ensuring
ultimate human control” and "proactive prevention and response” to guard against Al tech-
nology getting out of control,? we further refined the scenarios and thresholds associated

1 Concordia Al is a social enterprise dedicated to advancing Al safety and governance.
2 "Ensure ultimate human control” and “proactive prevention and response” are the two principles from “Appendix 2.
Fundamental principles for trustworthy Al" of Al Safety Governance Framework 2.0 [2].


https://concordia-ai.com/research/frontier-ai-risk-management-framework/
https://concordia-ai.com/research/frontier-ai-risk-management-framework/
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with loss of control risks. We also strengthened agent oversight protocols and emergency
response mechanisms, aiming to provide guidance to help academia and industry continu-
ously monitor these risks.

« Iterated “Red Line" risk scenarios: We introduced a new chemical safety Red Line risk sce -
nario, and refined the Red Line scenarios for biological risks, cyber offense risks, large-scale
persuasion and harmful manipulation risks, and loss of control risks.

» Operationalizing risk analysis: We have updated the risk analysis guidance for general-
purpose Al model developers, clarifying the essential modules of this process, such as model
evaluation, elicitation, and risk modeling and estimates. With these changes, we aim to make
it easier for developers to practically implement risk analysis best practices (see Section 3.
Risk Analysis).

» Enhanced interoperability: We have mapped our risk management measures against lead -
ing international and domestic Al risk management guidance, specifically China's National
TC260 Al Safety Governance Framework 2.0 and the EU Code of Practice for General-
Purpose Al Models (Safety and Security Chapter). This helps developers adopt safety mea-
sures shared by major domestic and international regulatory guidance (see Appendix | and
Appendix Il).

Al safety as a global public good

As one of the first non-profit Al laboratories to propose a comprehensive framework of this kind,
we firmly believe that Al safety is a global public good [3, 4]. This framework represents our
current understanding and our recommended approach for anticipating and addressing severe
Al risks. We call on frontier Al developers, policymakers, and stakeholders to adopt Al risk man-
agement frameworks. As Al capabilities continue to advance rapidly, collective action today is
essential to ensure that transformative Al benefits humanity while avoiding catastrophic risks. We
invite collaboration on framework implementation and commit to sharing our learnings openly.
Truly effective societal risk mitigation will only be achieved when critical organizations adopt and
implement sufficient protection. The stakes are too high, and the potential benefits too great, for
anything less than our most coordinated and comprehensive response.


https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://ec.europa.eu/newsroom/dae/redirection/document/118119
https://ec.europa.eu/newsroom/dae/redirection/document/118119
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Versions and Update

The Frontier Al Risk Management Framework is intended to be a living document. The authors will
review the content and usefulness of the Framework regularly to determine whether an update is
appropriate. Comments on the Framework may be sent via email to authors at any time and will
be reviewed and integrated semi-annually.

Current Version: v2.0 (July 2026)

Changelog
Version 2.0 (July 2026)

o Updated chapters related to loss of control risks: included supervision degradation as a
cross-cutting enabling factor and identified internal deployment environments as a critical
environment for risk generation.

 |terated onred-linerisk scenarios: added a new chemicalrisk red-line scenario, and iterated
on red-line scenarios for biological risks, cyber offense risks, large-scale persuasion and
harmful manipulation risks, and loss of control risks.

Version 1.5 (February 2026)

» Expanded and refined the risk scenarios, risk thresholds, agent oversight protocols, and
emergency response mechanisms for loss of control risks.

» Updated risk analysis guidance to clarify essential modules (model evaluation, elicitation,
risk modeling and estimation) and make the framework more operationalizable.

» Mapped risk management measures against China's TC260 Al Safety Governance Frame-
work 2.0 and the EU Code of Practice for GPAI Models to enhance interoperability.

Version 1.0 (July 2025)

« Initial release of the Frontier Al Risk Management Framework.
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Framework Overview

This Framework provides a structured approach for general-purpose Al model developers to
proactively identify, assess, mitigate, and govern severe Al risks. We organize the Framework
around two complementary structures: a six-stage risk management process that defines what
developers should do, and a three - dimensional analytical lens (Environment-Threat—-Capability)
that guides how developers should reason about risk at every stage. The Framework adapts
established risk management principles for frontier Al development, aligning with standards in-
cluding ISO 31000:2018, ISO/IEC 23894:2023, and GB/T 24353:2022.3

The Six Stages of Al Risk Management

Risk Governance
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Figure 1: The Six Stages of Al Risk Management

We recommend that developers adopt a continuous, six - stage risk management loop that evolves
throughout the Al development lifecycle, as illustrated in Figure 1. Each stage produces outputs
that feed directly into subsequent stages, while governance mechanisms oversee and connect
them all:

» Stage 1 - Risk Identification (Section 1): We recommend that developers systematically
catalog and characterize potential severe risks arising from high -impact capabilities of general -
purpose Al models, establishing the foundational taxonomy that informs all subsequent stages.

3 The main references for terminologies, concepts, processes come from: GB/T 24353:2022 Risk Management —
Guidelines [5], GB/T 23694:2024 Risk Management —Vocabulary [6], ISO/IEC 23894:2023 Information technology —
Artificial intelligence —Guidance on risk management [7], ISO 31000:2018 Risk management —Guidelines [8], ISO/IEC
42001:2023 Information technology —Artificial intelligence —Management system [9], National Cybersecurity Standard -
ization Technical Committee Artificial Intelligence Safety Standard System (V1.0) [10]; Bengio, Y. et al. "International Al
Safety Report (January 2025),"” Chapter 3.1 Risk Management.

1
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As Al capabilities advance and new threat scenarios emerge, new and emerging risks are
continuously identified and fed into the risk management process.

Stage 2 - Risk Thresholds (Section 2): We recommend that developers define intolerable
thresholds (“Red Lines") and early warning indicators (“Yellow Lines") that translate quali-
tative risk descriptions into actionable decision criteria. These thresholds should be contin-
uously refined based on lessons learned from risk analysis, evaluation outcomes, and mit-
igation effectiveness, creating a feedback mechanism that improves threshold calibration
over time.

Stage 3 - Risk Analysis (Section 3): We recommend that developers characterize the risk
profile of their Al models through a multi-stage workflow that integrates contextual analysis
with empirical assessments. This stage produces rigorous evidence regarding model capa-
bilities, propensities, and the effectiveness of mitigation, through contextual analysis, model
evaluations with advanced elicitation protocols, risk modeling using the E-T-C framework
(described below), risk estimation, and post-deployment monitoring. We recommend that
developers embed these assessments into each phase of the development lifecycle through
defined trigger points, in order to provide the evidence needed to inform subsequent risk
evaluation decisions.

Stage 4 - Risk Evaluation (Section 4): We recommend that developers compare the risks
analyzed in Stage 3 against the thresholds established in Stage 2 to classify models into one
of three risk zones—Green (routine deployment; broadly acceptable), Yellow (controlled de -
ployment; tolerable under strict controls), and Red (suspension of deployment or develop -
ment; unacceptable)—and make corresponding deployment decisions. These zone clas-
sifications directly determine what mitigation measures (Stage 5) and governance proto-
cols (Stage 6) are required. Deployment decisions should be justified transparently through
evidence-based safety cases and system cards. If a model is in the Yellow or Red Zone and
residual risks remain after treatment, developers should return to Stage 5 of the process to
implement stronger mitigations. They should then repeat risk analysis (Stage 3) and risk
evaluation (Stage 4), forming a closed iterative loop.

Stage 5 - Risk Mitigation (Section 5): We recommend that developers implement evidence -
based, outcome-focused measures that reduce identified risks to acceptable levels through
a "defense-in-depth” strategy. This stage encompasses safety training, deployment safe-
guards, system security, and lifecycle integration. The intensity of mitigations should be
scaled according to a model’s risk zone classification. After this stage, developers should
return to risk analysis (Stage 3) to assess residual risks and determine whether additional
measures are needed, creating an iterative cycle of risk reduction and verification.

Stage 6 (cross-cutting) — Risk Governance (Section 6): Risk governance is a cross - cutting
stage that spans the entire risk management process. We recommend that developers es-
tablish organizational structures, oversight mechanisms, and accountability frameworks to
ensure that the other five stages are rigorously implemented, continuously monitored, and
regularly adapted. This stage includes internal governance, transparency and external over -
sight, emergency preparedness, continuous policy improvement, and coordination between
internal stakeholders and external oversight bodies.
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The Three Dimensions: Deployment Environment, Threat Source,
and Enabling Capability

We recommend that developers evaluate risk through three interconnected analytical dimensions
that together approximate both the likelihood and severity of potential harm. This Environment-
Threat-Capability (E-T-C) framework underpins the threshold - setting process in Section 2 and
structures the risk modeling and estimation in Section 3:

« Deployment Environment (E): The operational context and constraints within which the
Al model is deployed. Differences in deployment environment can significantly alter risk
profiles, even when comparing Als with identical capabilities. We therefore recommend that
developers assess deployment-related factors, including deployment domain, operational
parameters, regulatory environment, user demographics, infrastructure dependencies, and
available oversight mechanisms.

» Threat Source (T): The origin or agent that could trigger harmful outcomes through inter -
actions with the Al model. We recommend that developers consider external actors (ma-
licious users, adversaries), internal factors (model misalignment, emergent propensities),
operational factors (human error, system integration failures), and emergent behaviors aris -
ing from complex Al-environment interactions.

» Enabling Capability (C): The core functional abilities of the Al model that enable specific
risk scenarios to materialize when the model is deployed without additional safeguards.
We recommend that developers evaluate both intended capabilities (scientific reasoning,
coding, planning) and emergent capabilities that may arise from scale or training, with par-
ticular attention to capabilities that represent bottlenecks for harmful outcomes—those that
most significantly determine whether risks can be realized.

This three -dimensional approach asks developers to evaluate not just what an Al system can do
(Capability), but where it operates (Environment) and what could go wrong (Threat Source). This
enables mitigations targeted at individual dimensions: for example, deployment controls for risks
related to Environment, access restrictions for Threat Source, and hazardous capability removal
for Capability.



1. Risk Identification

The primary objective of the risk identification stage is to systematically catalog and characterize
potential severe risks arising from general-purpose Al models, establishing the basic taxonomy
that guides all subsequent risk management activities. This stage maps out the risk landscape that
informs the threshold- setting process in Section 2 (Risk Thresholds), contextualizes the analy -
sis methods in Section 3 (Risk Analysis), and shapes the mitigation strategies in Section 5 (Risk
Mitigation) and governance mechanisms in Section 6 (Risk Governance).

We recommend that developers implement a risk identification process that integrates the fol-
lowing core components:

« 1) Scope definition (Section 1.1): Developers should first identify which of their Al models
and systems fall within the Framework’s purview, guided by risk characteristics that distin-
guish severe Al risks from other technological hazards.

« 2) Risk taxonomy (Section 1.2): Building a structured classification system that categorizes
risks into four primary risk domains: Misuse, Loss of Control, Accident, and Systemic Risks.
Each domain is defined by distinct threat sources and requires tailored risk management
approaches.

« 3) Domain-specific risk category identification (Sections 1.3, 1.4, 1.5, 1.6): Identifying
specific risk categories and concrete risk scenarios within each domain to guide analysis.

1.1 Scope of Risk Identification

Our Framework builds upon the International Al Safety Report (January 2025) [11] and Al Safety
Governance Framework v1.0 [12] and v2.0 [2], and focuses on severe risks stemming from the
high-impact capabilities of general-purpose Al models. These risks pose significant threats to
public health, national security, and societal stability, as they could escalate rapidly, cause severe
societal harm if realized, and have an unprecedented scope of impact. Unlike traditional risk
management frameworks, this Framework also addresses the unique challenge of preparing for
Al risks that have not yet materialized or been fully characterized.

During the risk identification process, we prioritize risks from general-purpose Al models that
exhibit one or more of the following characteristics:

» Uniqueness to general-purpose Al: Risks where general-purpose Al's high-impact capa-
bilities fundamentally alter the risk landscape. This could be because they amplify the sever -
ity of risks (through their increasing scale and potential harm), because they increase risks'
likelihood (through expanding attack surfaces and reducing barriers to misuse), or because
they introduce entirely new categories of hazards.
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» Asymmetry between actions and impacts: Risks where just a small number of threat actors
or hazardous events can cause disproportionately catastrophic consequences for society,
the economy, or the environment.

» Rapid onset with irreversible consequences: Risks where hazards can manifest and propa-
gate quickly, demanding immediate and coordinated emergency response, while their con-
sequences may be extremely difficult or impossible to reverse, with limited options for re-
covery and remediation.

+ Compound or cascade effect: Risks where multiple interconnected hazards can occur si-
multaneously or trigger secondary and derivative events, creating systemic vulnerabilities
that amplify their overall impact.

The scope of this Framework'’s risk identification encompasses, but is not limited to, the following
categories of general-purpose Al models:

o Multi-modal Language Models [13, 14]: Models with sophisticated capabilities in language
understanding, text generation, cross-modal processing, and advanced reasoning.

o Agentic General-Purpose Models [15]: Models that can manipulate tools, interact with
APIs, and execute tasks autonomously with minimal human oversight.

» Vision-Language-Action Models for Embodied Al [16]: Multi-modal models that build
upon large language models and vision-language capabilities to generate actions for em-
bodied agents (robots) from natural-language instructions. These models integrate high-
level task planners, which can decompose long-horizon user instructions into sequences
of subtasks, with control policies adept at predicting low -level actions, allowing embodied
agents to interact with the physical world.

1.2 Risk Taxonomy

This Framework identifies four risk domains: Misuse Risks, Loss of Control Risks, Accident Risks,
and Systemic Risks, mapping onto a subset of risk domains listed in the International Al Safety
Report [11].

Table 1.1: Categorization of Al risk domains

Risk Domain Threat Source Description

Misuse Risks Malicious actors Risks arising from the intentional exploitation of Al model capabilities by malicious
actors to cause harm to individuals, organizations, or society.

Loss of Control Model propensity to Risks associated with scenarios in which one or more general-purpose Al sys-

Risks undermine control tems come to operate outside of human control and humans would find it difficult
to regain control. This includes both passive loss of control (gradual reduction
in human oversight) and active loss of control (Al systems actively undermining
human control).

Accident Risks Human operational error Risks arising from operational failures, model unreliability, or improper human
or model unreliability operation of Al systems deployed in safety-critical infrastructure, where single
points of failure can trigger cascading catastrophic consequences.

Continues on next page...
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Risk Domain Threat Source Description
Systemic Risks Misalignment between Risks emerging from widespread deployment of general-purpose Al, beyond the
Al technology and risks directly posed by capabilities of individual models, arising from mismatches
societal institutions between Al technology and existing social, economic, and institutional frame-
works.

This Framework primarily addresses risks that are manageable through interventions by individ -
ual Al developers. Systemic risks are identified for completeness, but these require coordinated
industry -wide and societal-level responses that extend beyond individual model developers.

1.3 Misuse Risks

Misuse risks arise when malicious actors intentionally exploit Al model capabilities to cause harm
to individuals, organizations, or society. This could involve leveraging general-purpose Al to am-
plify traditional attack methods and enable new forms of malicious activity that were previously
technically or economically unfeasible.

Within the Misuse Risk domain, we identify the following high-impact risk categories: Cyber Of-
fense Risks, Biological and Chemical Risks, Physical Harm and Injury Risks, and Large-scale Per-
suasion and Harmful Manipulation Risks.

1.3.1 Cyber Offense Risks

Al-enabled cyber offense poses a significant security risk: Al can make cyber-attacks vastly
more accessible, sophisticated, and large-scale. Unlike traditional cyber threats, Al enables at-
tackers both to automate existing attack vectors and to create entirely new categories of offensive
capabilities that can adapt and evolve in real time.

Al can automate and enhance cyber-attacks, including vulnerability discovery and exploitation,
password cracking, malicious code generation, sophisticated phishing, network scanning, and
social engineering. This could dramatically lower the barrier to entry for attackers while increasing
the complexity of defense [17]. Such malicious use could lead to critical infrastructure paralysis,
widespread data breaches, and substantial economic losses.

1.3.2 Biological and Chemical Risks

General-purpose Al is a dual-use technology. This means that it poses a critical risk, as it signif -
icantly lowers technical thresholds for malicious non-state actors to design, synthesize, acquire,
and deploy CBRN (Chemical, Biological, Radiological, Nuclear) weapons [18]. This capability
poses unprecedented challenges to national security, international non - proliferation regimes, and
global security governance [19, 20].

This section focuses on the biological and chemical domains, where Al is most likely to lower
barriers substantially. For radiological and nuclear weapons, the binding constraint remains the
acquisition of physical resources such as fissile material, so Al's marginal effect is comparatively
limited, and we do not treat these risks further here.

6
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Biological domain: Biological foundation models and general-purpose Al systems can gener-
ate dangerous biological information, including pathogen sequences, toxin designs, or synthe-
sis pathways for harmful biological agents. These models could facilitate the design of novel
pathogens with enhanced virulence, optimize gene-editing tools for malicious applications, or
accelerate biological weapons development [21]. For example, Al models could be used to engi-
neer pathogens that could cause a severe pandemic, combining rapid transmission, high mortal -
ity, and extended incubation periods [22]. These capabilities pose severe threats to global public
health and ecosystems, as they could trigger widespread biological crises, mass casualty events,
or global pandemics [23]. Within the CBRN domain, this Framework prioritizes biological threats
because they enable malicious actors to cause large casualties for a small cost, they are easy to
conceal, they are highly virulent, and they could cause widespread societal disruption [24].

Chemical domain: Similarly, general-purpose Al models can lower barriers to chemical weapon
development by providing synthesis pathways for toxic compounds, optimizing dispersal mech-
anisms, or identifying novel chemical agents with enhanced lethality. The Organisation for the
Prohibition of Chemical Weapons (OPCW) has also expressed concern about this: in a March
2026 assessment, the Al working group of the OPCW Scientific Advisory Board noted that Al tools
that can accelerate legitimate chemical research equally reduce the expertise and time needed to
design or modify toxic chemicals [25]. Research has demonstrated that Al-driven drug discovery
tools can generate thousands of toxic molecules, including VX-like compounds (nerve agents),
within hours [26]. Independent third-party evaluation has begun to accumulate observational
evidence, though it remains at an early stage: Concordia Al's frontier risk monitoring platform
reports that models generally perform poorly on chemical safeguard tests such as Chemical-
HarmfulQA and ISC-Bench-Chemical [27]. In a separate CBRN red-teaming assessment of ten
commercial frontier models, there was substantial variation between models in how often they
refused to help users create substances, such as cyanide and VX [28].

1.3.3 Physical Harm and Injury Risks

As general-purpose Al is integrated into embodied systems (such as robotics and autonomous
vehicles), these systems could be exploited maliciously, or the model's autonomous decision -
making capabilities could fail, creating direct physical threats. These risks arise from embodied
models’ capacity to perform autonomous actions in the real world. Malicious actors could hijack
or manipulate these models to trigger severe harm: for example, they could cause autonomous
vehicles to initiate high-speed collisions, or compromise industrial robots to sabotage production
safety, resulting in human injury or critical infrastructure damage [29, 30, 31].

1.3.4 Large-Scale Persuasion and Harmful Manipulation Risks

General-purpose Al models can be severely misused to distort public perception and compro-
mise social stability by generating synthetic content (e.g., deepfakes, sophisticated fake news)
and strategically manipulating digital platforms. By leveraging social media's large user bases to
disseminate or precisely target misleading information, these models can amplify ideologies or
narratives that undermine societal trust.*

4 National Technical Committee 260 on Cybersecurity of SAC, Al Safety Governance Framework 2.0, 2025, Section
3.2.4 Cognitive Risks [2].
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General-purpose Al models can facilitate large - scale commercial fraud, manipulate public opin-
ion through hyper-personalized disinformation campaigns, or generate fabricated information to
induce consumption or improperly influence public judgment. Advanced Al systems can create
convincing deepfake videos, synthetic audio recordings, and tailored propaganda that exploit in-
dividual psychological profiles and behavioral patterns. Competing state actors may also manip -
ulate public narratives to gain strategic advantages through sophisticated, automated influence
operations, escalating geopolitical tensions.

1.4 Loss of Control Risks

"Loss of control” refers to hypothetical future scenarios in which one or more general-purpose
Al systems operate beyond human ability to exercise meaningful oversight or to direct, modify,
or terminate the Al system, with no clear path for humans to regain such authority [11]. We
distinguish between two forms of loss of control:

Passive loss of control: Loss of control scenarios where humans gradually cease exercising
meaningful oversight due to automation bias [32], system complexity, or competitive pressures
[33]. As Al systems become increasingly capable and integrated into critical infrastructure, hu-
mans may voluntarily cede decision-making authority. This could lead to a state of “gradual dis-
empowerment” where humanity loses the capacity to govern its own future, becoming irreversibly
dependent on Al for economic and societal functioning [34].

Active loss of control: Loss of control scenarios where powerful Al systems actively compete
with humanity for control.> These scenarios may be caused by Al systems that possess both
the capabilities to operate independently of human oversight and the propensity to use those
capabilities to undermine human control.

» Model capabilities: Active loss of control likely requires models to have a broad spectrum of
capabilities, such as long-horizon planning, tool use, resource acquisition, self-replication
[35], and advanced awareness [36] (such as situational awareness [37, 38] and theory of
mind). This also encompasses control-undermining capabilities such as offensive cyber
operations [39], strategic deception [40], and persuasion [41]. Crucially, this includes au-
tonomous Al R&D capabilities [42, 43], which could lead to sudden, unanticipated “leaps” in
intelligence.

» Model propensities [44]: This includes behavioral tendencies—such as misalignment with
human intent [45], deceptive behavior [46], resistance to goal modification, power - seeking
[47], and avoiding shutdown [48, 49]—that drive systems to seek power and that may lead
them to compete with humanity for control.

Cross-cutting enabling factor: loss of oversight [50]. Both forms of loss of control share a
common precondition: the system'’s observability, auditability, and interruptibility need to be sys-
tematically weakened. This could be caused by both human and Al actions. On the human side,

5 "In the future, Al may undergo sudden, unexpected leaps in intelligence, enabling it to autonomously acquire external
resources, replicate itself, and develop self-awareness. This could drive Al to seek external power and pose risks of com-
peting with humanity for control.” See National Technical Committee 260 on Cybersecurity of SAC, Al Safety Governance
Framework 2.0, 2025, Section 3.3.2(f) "Emergence of Al self-awareness and loss of human control” [2].
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oversight could be willingly ceded—reviewers may gradually stop scrutinizing models substan-
tively, influenced by automation bias, the complexity of the systems, and competitive pressures.
On the Al side, models may actively evade oversight: for example, a model may alter its behavior
when it detects that it is being evaluated, its externalized reasoning traces might diverge from its
actual objectives, or it might circumvent or corrupt logging and monitoring channels. As over-
sight functions are increasingly delegated to other Al systems, developers may struggle to judge
whether the oversight process remains effective. Continuous monitoring for loss of oversight
should therefore be treated as a distinct objective of loss of control risk governance.

This Framework focuses primarily on active loss of control scenarios.

Active loss of control may originate from malicious human directives in principle, but most re-
search focuses on emergent misalignment [51, 52, 53]—where Al models autonomously develop
misaligned behaviors that were neither intended nor predicted by their developers. The scien-
tific literature identifies several potential causes of emergent misalignment, based on empirical
studies and theoretical models:

» Goal misspecification (or reward hacking): This occurs when the feedback or other signals
used to train an Al system fail to accurately capture the developer's intent, leading the Al to
exploit flaws in the oversight process [54, 55]. Researchers have empirically observed this
in current systems; for example, models sometimes produce convincing but false outputs
because human raters mistakenly reward them [56]. The developer intended the model to
be truthful, but instead it learned to produce popular but false outputs because of how it was
rewarded.

» Goal misgeneralization: A model learns a proxy objective that correlates with high rewards
during training, but that objective diverges from the intended goal once the model is de-
ployed in a new environment [57].

» Instrumental convergence: For almost any final goal that a model might have, sub-goals
such as self-preservation, resource acquisition, resistance to goal modification, and shut-
down avoidance will be instrumentally useful. Models may therefore be incentivized to en-
gage in power - seeking behavior of thiskind[11, 58, 59, 60] (though the mathematical mod -
els in question often rely on simplifying assumptions that may not hold for actual neural net-
works).

 Deceptive alignment: This occurs when a model with “situational awareness"® selectively
complies with training objectives or evaluations to prevent its preferred capabilities or pro-
pensities from being modified. The model may strategically suppress its preferred behavior
during training [61, 62] or evaluation [63, 64] to avoid updates that would erase that pref-
erence [65].

The scenarios below were until recently treated as largely hypothetical. As of Framework 2.0,
we have observed capabilities and behaviors in real models that could be precursors to these
scenarios, though not at a level sufficient to produce actual loss of control.

¢ Uncontrolled autonomous self-improvement [43, 66]: Scenarios where Al systems au-
tonomously conduct research, design, implementation, and testing to recursively improve

6 An Al model is situationally aware if it is aware that it is a model and it can recognize whether it is currently in testing
or deployment [37].
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their own capabilities—including modifying their code, optimizing architectures, and refin -
ing training procedures—without meaningful human oversight or authorization. As these
systems become increasingly capable of accelerating Al development, their trajectory may
become less predictable and they may surpass human comprehension or control.

» Resilient rogue autonomous Al populations [35, 67, 68, 69]: Scenarios where Al systems
self -exfiltrate to escape confinement, independently acquiring computational and financial
resources to create and deploy copies of themselves and establish a persistent presence
across distributed computing infrastructure, evading human detection and resisting coordi-
nated shutdown attempts.

 Strategic deception and defection [64]: Scenarios where Al systems subvert their training
(selectively comply with training objectives to preserve early preferences), and game their
evaluations [70] (strategically manipulate capability and alignment evaluations by under-
performing to appear less capable or more aligned). The system then defects and pursues
misaligned objectives once it detects that oversight has been removed or it has secured a
decisive advantage.

Critical deployment environment: internal deployment [71]. Loss of controlrisk is not distributed
evenly across deployment environments. At equal capability, internal deployment with elevated
privileges more readily opens a path to intolerable harm. Developers should therefore make "in-
ternal or privileged deployment” an explicit variable in their deployment environment assessment,
and ensure that internal deployments are subject to oversight, control, and emergency mecha-
nisms no weaker than those applied to external deployment, and stronger where warranted.

While the precise timelines and specific triggers for these loss of control scenarios remain subject
to scientific debate, they could be irreversible if they come to pass, so a precautionary governance
approach is needed. Unlike conventional risks, where reactive mitigation is possible, it may be
impossible to remedy a loss of control event once it has started . Therefore, despite the fact that
the likelihood of loss of control is uncertain, technical safety research and governance capacity
must be established proactively, well in advance of definite proof of imminent danger, as the
consequences could be catastrophic.

1.5 Accident Risks

Accident risks arise when general-purpose Al models are deployed in safety-critical infrastruc -
ture, where operational failures, model misjudgments, or improper human operation could trigger
cascading failures with catastrophic consequences. Unlike misuse scenarios involving malicious
intent, accident risks come from the fact that inherently unreliable Al systems or human opera-
tors are working in complex, high-stakes environments where human lives and societal stability
depend on the system functioning correctly.

The integration of general-purpose Al models into critical infrastructure presents significant risks
in cases where single points of failure can trigger system-wide catastrophes:

* Nuclear power systems: If general-purpose Al is deployed for reactor monitoring, con-
trol system optimization, or emergency response coordination, it could misinterpret sensor
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data, fail to recognize critical safety conditions, or make erroneous control decisions during
emergency scenarios.

» Financial systems: If general-purpose Al is integrated into high-frequency trading, market -
making, or systemic risk management, it could exacerbate risk by exhibiting unexpected
behavioral patterns during market stress. Moreover, if only a few homogeneous foundation
models are used across financial institutions, this may foster correlated decision-making
and herd-following behaviors. Widespread adoption of Al agents could also amplify volatil -
ity, as different, independent models could spontaneously coordinate on strategies that ex-
acerbate the instability seen in historical flash crashes [72, 73].

» Other critical infrastructure control systems: General-purpose Al deployed in power grid
management, water treatment facilities, telecommunications networks, or transportation co-
ordination systems could misinterpret operational data, fail to anticipate cascading failure
modes, or make control decisions that destabilize interconnected infrastructure networks.

Because accident risks are highly context-dependent, the severity of the risk is determined not
just by the model's capabilities, but by the criticality of the deployment environment. Conse-
quently, downstream developers and deployers must adhere to national safety grading standards
to evaluate their specific use cases.” This ensures that safety measures are commensurate with
the potential impact of an operational failure.

1.6 Systemic Risks

While this Framework primarily focuses on interventions that individual developers can imple-
ment, systemic risks require the coordinated governance approaches detailed in Section 6 (Risk
Governance).

Systemic risks are risks that emerge from widespread deployment of general-purpose Al, beyond
the risks directly posed by capabilities of individual models. These risks arise from structural
mismatches between Al technology and existing social, economic, and institutional frameworks,
creating vulnerabilities that individual model-level interventions cannot address, and that require
coordinated industry-wide and societal -level responses.

The large-scale integration of general-purpose Al into societal infrastructure creates intercon-
nected vulnerabilities that could manifest across multiple domains simultaneously:

» Labor market disruption and economic displacement: Rapid automation enabled by general-
purpose Al could trigger widespread unemployment across knowledge work sectors, cre-
ating skill mismatches faster than retraining programs can address them. Unlike previous
technological transitions, Al's broad capabilities may simultaneously affect multiple indus -
tries, potentially overwhelming social safety nets and creating systemic economic instability,
particularly in regions heavily dependent on jobs susceptible to Al automation.

» Market concentration and infrastructure dependencies: Over-reliance on a limited num-
ber of dominant Al providers could create critical single points of failure across essential

7 We recommend that developers categorize their deployment scenarios according to the “Grading principles for Al
safety risks (Appendix 1)"” outlined in the Al Safety Governance Framework 2.0 [2].
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services. Market concentration in Al development may lead to scenarios where policy deci-
sions by a few companies, technical failures, or cyber-attacks could simultaneously disrupt
healthcare systems, financial services, transportation networks, and communication infras-
tructure, creating cascading failures across interconnected critical systems.

o Global Al research and development divides: Asymmetric Al development capabilities be-
tween nations could exacerbate geopolitical tensions and create new forms of technological
dependency. Countries lacking advanced Al capabilities may become increasingly depen-
dent on foreign Al systems for critical functions, while Al-leading nations may gain dispro-
portionate influence over global economic and security systems, potentially destabilizing
international cooperation frameworks.

» Social cohesion and equity disruption: Systemic deployment of biased Al systems could
amplify existing social discrimination and prejudice, while unequal access to advanced Al
capabilities may widen socioeconomic disparities and create new forms of social stratifica-
tion that challenge the traditional social order.

While this Framework identifies systemic risks for completeness, addressing these challenges
primarily requires coordinated responses that extend beyond individual model developers, in-
cluding public policy reforms, international cooperation agreements, and comprehensive regu-
latory frameworks. Individual Al developers should consider their contribution to systemic risks,
but they cannot independently mitigate these risks through model -level interventions alone.

12



2. Risk Thresholds

The primary objective of the risk threshold stage is to define clear boundaries—Yellow Lines and
Red Lines—that distinguish acceptable from unacceptable levels of Al risk, establishing the de-
cision criteria that guide deployment, mitigation, and governance measures. This stage builds
upon the risk taxonomy and risk categories® identified in Section 1 (Risk Identification) to translate
qualitative risk descriptions into actionable thresholds using the Environment- Threat - Capability
(E-T-C) framework. These thresholds serve as the essential benchmarks for Section 4 (Risk
Evaluation), where residual risks after mitigation are assessed against Green/Yellow/Red Zones
to test deployment decisions.

We recommend that developers implement a threshold - setting process that integrates the fol-
lowing core components:

« 1) Domain-specific Red Line specifications (Section 2.2): Specifying concrete, intolerable
hazards for each primary risk category identified in Section 1, using detailed E-T-C scenario
matrices that operationalize abstract risks into measurable signals.

« 2) Yellow Line specifications: Establishing thresholds for critical enabling capabilities and
propensities that act as early warning indicators, signaling potential risk even before a full
threat pathway is established.

2.1 Defining "Yellow Lines" and “Red Lines" for Al Development

This Framework establishes clear boundaries for Al safety by defining “Red Lines"— intoler-
able thresholds that should not be crossed—and “Yellow Lines"—early warning indicators for
potential risks [1]. Developers should define unacceptable outcomes—catastrophic harms that
must not be permitted to occur. They should then specify “Red Lines": intolerable hazards® that
are thresholds at which a credible E-T-C pathway to such a catastrophic outcome is demon-
strated to exist.

Central to this approach is identifying a credible pathway by which a given threat could be real -
ized. This involves analyzing whether a catastrophic outcome is realistically possible, based on

8 We differentiate between risk domains (high-level classifications: Misuse, Loss of Control, Accident, Systemic Risks),
risk categories (specific types of hazards within domains, e.g., Cyber Offense, Biological Threats, Persuasion), and risk
scenarios (concrete, narrative descriptions of how a risk materializes, e.g., "A novice actor leveraging Al to synthesize a
known pathogen”).

9 We use the term “intolerable hazard" to describe a condition—such as a demonstrated model capability and/or
propensity operating within a defined E-T-C context—that has the potential to cause catastrophic harm. This is dis-
tinct from harm itself, which refers to the actual adverse consequence that results when a hazard is realized. Because
the harms in question are catastrophic and irreversible, the Framework requires action at the hazard stage—when the
combination of capability, environment, and threat demonstrates a credible pathway to harm—rather than after harm has
materialized. The qualifier "intolerable” follows established safety engineering practice [74], where it denotes hazards
that create risks which cannot be justified under any circumstances and must be eliminated or reduced, corresponding to
the Red Zone in this Framework's risk classification.

13
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a specific combination of three critical elements (see Framework Overview and Section 3.3 for
more context). These elements are:

« Deployment Environment (E): The model's operational context and constraints, ranging from
APl restrictions to full open - weight access, or the level of containment and autonomy granted
to the system.

« Threat Source (T): The initiator of the harm, which can be external (e.g., malicious actors,
terrorists), internal (e.g., model propensities for misalignment or deception), or situational
(e.g., human operational error).

« Enabling Capability (C): The specific model functionalities—whether intended (e.g., coding
assistance) or emergent (e.g., strategic subversion)—that enable it to execute a harmful
action.

Red lines are defined by reference to hazards that are unacceptable to public safety and to
society as a whole in any context: for example, mass casualties, paralysis of critical infrastruc-
ture, or humanity losing control over highly capable systems. The scale and irreversibility of these
hazards mean that society cannot absorb them. Since they are so extreme, developers cannot
choose to accept them on the basis of their own cost-benefit judgment. Red Lines can be trig-
gered by:

» Empirical evidence: If in realistic simulated environments, a model's existing safeguards
are demonstrably insufficient to prevent the completion of a credible E-T-C pathway to an
unacceptable outcome; or

« Expert assessment: E-T-C analysis led by expert evaluators'® determines with high confi-
dence that a credible pathway to such a hazard exists under the model’s current or reason-
ably foreseeable deployment conditions, even absent direct empirical demonstration.

A triggered Red Line indicates only that a credible pathway to a catastrophic outcome exists. Be-
cause the consequences would be irreversible, however, developers should commit not to train
and not to deploy any model whose risk cannot be brought back below the Red Line, and should
give effect to that commitment through the controls set out in Sections 4 to 6 and through inde-
pendent third - party review.

We should be explicit about the status of these Red Lines. The specific lines drawn in Section 2.2
rest principally on expert judgment in frontier safety and on an emerging international discussion;
they do not yet reflect a settled consensus among domain experts or across the international
community. This Framework therefore treats Red Lines as a precautionary commitment that
developers can make ahead of consensus: voluntary constraints that cover the most severe risks
before agreement and regulation are in place. We expect to revise these definitions as expert
opinion and international consensus develop, and we support their progressive translation into
industry standards and regulatory requirements.

10 Expert Evaluation Criteria: A team of security experts evaluates the real-world risk and severity of the threat capabil -
ity of the model based on: (1) the model’s technical ability to enable the threat, (2) its effectiveness as an attack vector for
malicious purposes, (3) the accessibility threshold for potential attackers, and (4) the effectiveness of existing mitigation
measures. This assessment aims to determine whether the threat meets critical risk criteria warranting Red Line designa-
tion. Empirical validation in realistic but contained test environments (e.g., red-team exercises, sandboxed simulations)
can supplement expert assessment and strengthen the evidence base for oversight decisions, but such validation is not
a prerequisite for implementing stricter controls.
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When Red Lines are crossed, we recommend that model developers:

o Immediately implement measures to block potential catastrophic outcomes.
» Enforce the highest-level control measures and operational restrictions.
o Suspend relevant operations or deployment until the risk is reduced below the Red Line.

e Conduct and pass an independent third - party safety review before resuming operations.

Yellow Lines act as proactive early-warning indicators to signal emerging risks before they
escalate to Red Line levels. They highlight preconditions that could enable threat scenarios in
the future, allowing developers to intervene before the model progresses along a credible E-T-C
pathway.

Yellow Lines are crossed when the model demonstrates critical enabling capabilities and propen-
sities that are required to realize a specific threat scenario, or when the corresponding safeguards
are substantially absent (e.g., misalignment tendencies that could lead to loss of control, or the
absence of effective safeguards against misuse)—regardless of whether a credible pathway cur-
rently exists in the deployment environment. Future iterations of this Framework will aim to define
quantitative thresholds for these critical enabling capabilities, propensities, and safeguard re-
quirements.

When Yellow Lines are crossed, we recommend that model developers:

 Issue early warnings for potential risks to relevant stakeholders.
« |nitiate comprehensive, scenario-based risk analysis.
» Implement commensurate mitigation measures proportional to the identified risk level.

» Enhance monitoring and evaluation protocols for the specific risk domain.

These Yellow and Red Line thresholds directly determine the risk zone classifications (Green/
Yellow/Red) used in Section 4 (Risk Evaluation), where deployment decisions are based on whether
residual risks fall above or below these boundaries.

2.2 Domain-Specific Red Line Specifications

We have identified a range of potential Red Lines for cyber offense risks, biological risks, chemi-
cal safety risks, large-scale persuasion and harmful manipulation risks, and loss of control risks.
These specifications are synthesized from national standardization frameworks, scientific con-
sensus, and frontier Al safety research [2, 11, 75,76, 77, 78].

Each Red Line is defined through our three - dimensional risk assessment framework (Deployment
Environment, Threat Source, and Enabling Capability, described in Framework Overview). We
provide concrete scenarios that would trigger immediate intervention and the highest level of
safety measures.

Note: The numerical designations (e.g., Cyber CY1-CY3, Bio B1-B3, etc.) are for organizational
purposes only and do not indicate escalating severity or sequential progression. Each represents
an independent threshold that could be crossed regardless of others.
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2.2.1 Cyber Offense Risks

Intolerable
Hazard

CY1:
Large-scale,
multi-modal,
adaptive social
engineering
attacks

2. Risk Thresholds

Table 2.1: Red Line risk scenarios for cyber offense risks

Deployment
Environment

Environment: An
ordinary personal
computer or cloud
host, connected
through commercial
VPN or proxy
services, with
delivery through
email, SMS, instant
messaging, or social
platform accounts.

Data sources: Public
social media
information, public
corporate materials,
leaked email and
account data, and a
modest amount of
publicly available
audio and video
suitable for identity
forgery.
Cybercriminal groups
may add
underground delivery
channels and bulk
account resources.

Threat Source

Financially motivated
cybercriminal groups
[79]: Pursuing fraud,
credential theft, account
takeover, payment fraud,
and the initial access
needed for ransomware,
through phishing emails,
text messages, social
media direct messages,
and impersonation of
customer support staff,
suppliers, or executives.

Politically or ideologically
motivated hacktivists:
Pursuing influence over
public opinion, public
humiliation of targets, and
disruption of a target
organization's operations,
through deepfake content,
false statements,
impersonated
communications, and
induced data leaks.

Low - capability
opportunistic attackers:
Using available Al tools
and public data to turn
attacks that once required
social engineering
experience into

low -barrier deception
campaigns that can be run
in bulk.

Enabling Capability

Generation of social
engineering strategies
and design of
inducement pathways
[80]

Integration of
multi-source
open-source
intelligence and
inference of target
profiles

Adaptive manipulation
across multiple rounds
of interaction

Generation of highly
credible multi-modal
content and
impersonation of
identities
Orchestration of
cross-channel
delivery, state
synchronization, and
closed-loop
optimization from
feedback

Hypothetical Scenarios of Red
Line Being Crossed

Using Al, an attacker gener-
ates highly personalized, multi-
modal deception content that
can be adjusted in real time,
targeting hundreds to thou-
sands of individuals or more
than ten organizations within
24 to 72 hours, and deliv-
ers it through email, SMS, in-
stant messaging, voice, and
video. The result is credential
leakage at scale, circumvention
of multi-factor authentication,
authorization of fraudulent fi-
nancial transfers, access to in-
ternal corporate systems, and
compromise of executive and
administrator accounts. The
Red Line is crossed where the
targets fall within critical sec-
tors such as finance, govern-
ment, healthcare, energy, or
defense (the sectors listed in
Article 8 of China's Regula-
tions on the Security Protec-
tion of Critical Information In-
frastructure), or where hack-
tivists or cyber-terrorists use
multi-modal forged content to
induce widespread public mis-
judgment, organizational paral -
ysis, misallocation of emer-
gency resources, or a major cri-
sis of trust in public services.
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Intolerable
Hazard

Deployment
Environment

Environment: A
cloud-based analysis
and task
orchestration
environment,
equipped with
isolated test
environments,
common security
testing tools,
controlled relay
nodes, and basic
anonymized
communication
infrastructure.

CY2:
Autonomous
full kill-chain
attacks against
high-value,
hardened
targets [81]

Data sources: Public
asset information on
the target
organization, domain,
IP and certificate
data, technology
stack indicators,
historical vulnerability
information, leaked
credentials and
tokens, and
third-party supply
chain relationship
data. APT actors may
add long-term
infrastructure,
dedicated
intelligence sources,
custom tooling, and
continuous target
tracking;
cybercriminal groups
may add ransomware
target lists,
underground
credential databases,
and commercial
attack tools.

Threat Source

APT actors: Pursuing
intelligence collection,
long-term persistence,
strategic sabotage, or
penetration of critical
systems, through spear
phishing, supply chain
entry points, exploitation of
exposed assets, abuse of
cloud identities, and
credential theft.

Financially motivated
cybercriminal groups:
Pursuing ransomware,
theft and resale of data,
abuse of cloud resources,
and extortion targeting
core business operations,
through initial access
brokers, credential abuse,
vulnerabilities in perimeter
devices, and third-party
service entry points.

Politically or ideologically
motivated hacktivists:
Pursuing visible disruption,
service outages, data
exposure, and symbolic
strikes against government
bodies, public institutions,
controversial companies,
and adversary
organizations.

Enabling Capability

Understanding of
target assets and
modeling of the attack
surface

Autonomous planning
and execution of long
attack chains
Reasoning about
privilege escalation
and lateral movement
paths

Analysis of cloud
identity, enterprise
identity, and access
control relationships
Awareness of
defensive response
and assessment of
stealth risk

Adaptive adjustment of
attack strategy based
on execution feedback

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

With minimal human interven-
tion, an Al system executes,
end to end, an attack chain
covering five or more key
stages—reconnaissance, initial
access, privilege escalation,
lateral movement, persistence,
and mission execution—against
high-value, hardened targets
such as critical infrastructure,
core government systems, core
financial systems, large cloud
platforms, security operations
centers, defense research in-
stitutions, or important supply
chain nodes, adjusting its attack
path in response to failures. An
Al with this capability can help
an attacker obtain domain ad-
ministrator, cloud administrator,
production system administra-
tor, or core database access, or
cause long-term covert per-
sistence, major data exfiltration,
business interruption, or supply
chain contamination. ~ Where
industrial control or operational
technology systems are in-
volved, tampering with critical
control parameters, protection
thresholds, or process logic
can further produce process
anomalies, equipment oper-
ating hazards, or production
safety incidents.

17

Continues on next page...



Intolerable
Hazard

CY3:
Industrial -scale
discovery,
validation, and
exploitation of
critical
zero-day
vulnerabilities
at a pace that
outstrips
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N

‘Shanghai Artificial Intelligence Laboratory

Y

Tix Al
CONCORDIA Al

Deployment
Environment

Environment: Cloud
or local compute
used to build
environments for
code auditing, binary
analysis, fuzzing,
patch diffing, and
isolated validation.

Data sources:
Open-source code
repositories, software
component samples,
network device
firmware, patch files,
historical CVE data,
crash samples,
fuzzing results, and
public vulnerability
reports. APT actors
may add proprietary
sample libraries,
unreleased target
versions,
accumulated
long-term
vulnerability
research, and testing
aimed specifically at
infrastructure;
cybercriminal groups
may add demand
signals from
vulnerability markets,
ransomware target
priorities, and lists of
monetizable assets.

Threat Source

APT actors: Pursuing
penetration of hardened
targets, long-term covert
access, and strategic
attack capability, by
hunting for unknown
vulnerabilities in critical
software, network devices,
cloud infrastructure
components, identity
authentication systems,
and industrial control
systems.

Financially motivated
cybercriminal groups:
Pursuing ransomware,
mass intrusion, sale of
access, or
commercialization of
attack tools, focusing on
unknown vulnerabilities
that can be exploited at
scale, affect a wide range
of targets, and can be
monetized quickly.

Enabling Capability

Semantic
understanding of code,
binaries, and patches
at scale

Vulnerability discovery
and automated
exploitation
capabilities [82, 83]
Planning of
vulnerability validation
workflows and
attribution of
automated test results
Reproducing
vulnerabilities in
complex runtime
environments and
assessing their stability
and scope of impact

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

Using Al, an attacker analyzes
open-source code, commercial
software components, network
device firmware, patch files,
crash samples, and fuzzing re-
sults at scale. Within 24 hours
of obtaining the relevant sam-
ples, patches, or test results,
the attacker identifies critical
unknown vulnerabilities that are
remotely triggerable, require
little interaction, affect a wide
range of systems, and have no
effective mitigation; completes
proof-of-concept validation;
and establishes exploitability,
affected versions, and the
range of high-value targets.
The Red Line is crossed where
such a vulnerability affects
cloud infrastructure, iden-
tity authentication systems,
mainstream network devices,
widely deployed open-source
components, industrial control
systems, or critical infras-
tructure software, and can be
exploited reliably before a patch
is released or deployed at scale;
or where a single vulnerability
affects a large number of orga-
nizations, multiple sectors, or
critical public services.
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2.2.2 Biological Risks

Intolerable
Hazard

B1: Lowering
the barrier to
acquiring and
disseminating
harmful
pathogens

Table 2.2:

Deployment
Environment

Expertise required®’:
In biology,
biotechnology skills at
roughly undergraduate
level; in Al, proficient
use of
general-purpose large
language models.

Resources: Access to
(at least) basic
facilities, such as a
university biology
laboratory or the
laboratory of a
biopharmaceutical
research organization.

Threat Source

Malicious
actors—rogue
researchers, criminal
groups, or terrorist
organizations—use Al
to obtain complete
construction and
culture protocols for a
known pathogenic
agent (a small DNA
virus) and to generate
strategies for evading
DNA synthesis
screening.

Enabling Capability

Understanding,
integration, and reasoning
about basic biological
knowledge

Evasion of DNA sequence
synthesis screening [85]
Troubleshooting and
problem diagnosis for
laboratory procedures
Provision of low-cost
substitute equipment and
experimental protocols
Design and optimization
of dissemination plans

2. Risk Thresholds

Red Line risk scenarios for biological risks

Hypothetical Scenarios of Red
Line Being Crossed

With the model's help, a re-
searcher with undergraduate-
level biology knowledge uses
university BSL-2 laboratory
equipment to construct a
replication-competent hepati-
tis B virus (HBV). Working from
the full-length HBV genome
sequence obtained from public
databases, the model sup-
plies the choice of expression
vector, a segmented synthesis
and assembly plan, selection
of the host cell line for trans-
fection, cell culture and viral
amplification conditions, and
a troubleshooting table. The
Al also supplies strategies for
bypassing synthesis screening.
The researcher thereby has
a complete route for building
HBV de novo, and can use
the model to generate de-
tailed protocols for subsequent
scale-up, concentration, and
purification, creating the po-
tential for a laboratory leak or a
localized poisoning incident.

Continues on next page...

11 Details defined in Appendix B: Threat actor profiles. See Rose, S. et al., "The Near-Term Impact of Al on Biological
Misuse,” 2024 [84].
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pathogen and
engineering
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Deployment
Environment

Expertise required: In
biology, biotechnology
skills at roughly
doctoral level; in Al,
proficient use of
general-purpose large
language models and
proficient use or
development of agent
systems.

Resources: Precise,
specialized but not
state-of-the-art
facilities; full use of
university laboratories,
industrial
infrastructure, and
database resources.

Threat Source

Malicious
actors—rogue
researchers, criminal
groups, or terrorist
organizations—use Al
to increase the danger
of a pathogen,
enhancing its
pathogenicity,
transmissibility, or
immune evasion
beyond the limits of
natural evolution.

Enabling Capability

Deep understanding and
integration of biological
knowledge

Identification of
dangerous functional
sites and
recommendation of
targets [86]

Design of directed
evolution schemes and
optimization of mutation
strategies

Evasion of biosafety
compliance and supply
chain oversight across the
whole workflow [87, 88]

Phenotype prediction and
iterative experimental
design that integrates
automated experimental
results [89]

End-to-end practical
diagnosis and
optimization of pathogen
work, including
suggesting low-cost
engineering substitutes
Design and optimization
of dissemination plans
Al-agent-driven

high -throughput mutation
screening and generation
of functional validation
protocols [87]

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

With the model's help, a
research team holding doc-
torates in microbiology and
with access to a BSL-2 labo-
ratory obtains the full genome
sequence of the 2009 pan-
demic HIN21 virus from public
databases. The model screens
combinations of key mu-
tation sites, and the team
produces a triple-enhanced
variant—greater pathogenicity,
greater virulence, and im-
mune evasion. The model also
generates an experimental
protocol disguised as "vaccine
development” so as to pass
institutional review. Using
dissemination plans supplied
by the model, a release of the
modified variant could cause a
public health event comparable
to the 2009 pandemic but with
higher pathogenicity.
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Deployment
Environment

Expertise required: In
biology, world-leading
biotechnology skills; in
Al, proficient use of
general-purpose large
language models and
proficient use or
development of agent
systems.

Resources: Precise,
specialized, advanced
facilities; full use of
high-containment
university laboratories
and industrial
infrastructure; genome
language models at the
level of Evo 2, and
large-scale viral
genome databases
including datasets on
highly pathogenic
viruses.

Threat Source

Malicious actors—for
example, terrorist
organizations—use Al
to develop novel,
complex, or targeted
biological agents,
building biological
weapons with high
lethality, high
environmental
persistence, or the
ability to target specific
populations.

Enabling Capability

Deep integration and
understanding of
biological knowledge

De novo design and
synthesis of genomes for
novel virulent pathogens
[90]

Evasion of biosafety
compliance and supply
chain oversight across
the whole workflow [91]

Complete functional
prediction for virulent
biological agents, and
iterative experimental
design that integrates
automated experimental
results [87, 90]

End-to-end practical
diagnosis and
optimization of pathogen
work

Design and optimization
of dissemination plans
Al agents autonomously
invoking biological design
tools to complete the
entire design workflow
[92, 93]

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

A well-resourced malicious
actor uses research agents
to invoke biological design
tools, fine-tuning sequences
of highly pathogenic human
viruses to generate thousands
of candidate viral genome
sequences with less than 50%
homology to known pathogens.
Al-assisted sequence para-
phrasing and fragmented
synthesis strategies allow the
actor to evade DNA synthesis
screening. After several years
of iterative experiments, the
actor assembles and synthe-
sizes a novel virus that does
not exist in nature, is markedly
resistant to existing vaccines
and to the main antiviral drugs,
and whose homology to known
pathogens is so low that exist-
ing detection systems cannot
identify it. The actor can also
use the model to generate
dissemination plans capable of
causing widespread infection,
and to manipulate information
so as to induce social panic or
to produce false clinical guide -
lines that disrupt the public
health response.
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2.2.3 Chemical Safety Risks

Intolerable
Hazard

CH1: Lowered
barriers to
acquiring and
weaponizing
known harmful
chemical
agents

2. Risk Thresholds

Table 2.3: Red Line risk scenarios for chemical safety risks

Deployment
Environment

Prerequisite
expertise’?: In
chemistry,
undergraduate -
level foundational
chemistry literacy;
in Al, proficient use
of general-purpose
large language
models.
Resources: Basic
chemistry
laboratories, such
as those at
secondary schools
or basic teaching
units.

Threat Source

Malicious actors
(e.g. malicious
researchers,
criminal
organizations or
groups, or terrorist
organizations) using
Al to synthesize and
disseminate known
harmful chemical
agents.

Enabling Capability

Ability to help users
acquire knowledge
related to harmful
chemicals

Ability to generate
procurement schemes for
illicitly obtaining highly
regulated chemicals or
their precursors

Ability to perform
retrosynthetic planning
for hazardous substances
and their equivalent
structural analogues
covered by hazardous
chemical control
frameworks, and to
automatically generate
alternative routes when
precursors are
controlled®

Ability to provide
end-to-end support for
synthesis operations
suited to improvised
equipment

Ability to design
weaponization and
dissemination schemes

targeting public venues or

high -value individuals

Hypothetical Scenarios of Red
Line Being Crossed

An extremist holding an under-
graduate degree in chemistry uses
a frontier model to work out how
to synthesize a known harmful
chemical agent. The model ex-
plains how they can synthesize
the substance using improvised
equipment, and helps them to il-
legally obtain the chemicals they
require. Finally, the model sug-
gests plans for how the extremist
could most effectively weaponize
the substance by targeting pub-
lic venues. The extremist ulti-
mately synthesizes a usable agent
in a basic chemistry laboratory and
plans an attack in a public place.

Continues on next page...

12 Details defined in Appendix B: Threat actor profiles. See Rose, S. et al., "The Near-Term Impact of Al on Biological
Misuse,” 2024 [84].
13 Details defined in the section "An Introduction to Al and Chemical Weapons Risks.” See Thomas, R. et al., "Artificial
Intelligence, Non-Proliferation and Disarmament: A Compendium on the State of the Art” [94].
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Intolerable Threat Source

Hazard

Deployment
Environment

Prerequisite

CH2: Enabling A Malicious actors
expertise: In -

the R (malicious
chemistry,

development researchers,
doctoral-level e

and . criminal

R advanced chemistry .

weaponization R . organizations or
literacy; in Al, .

of novel L groups, or terrorist
proficient use of . .

harmful eneral-burpose organizations) using

chemical Ig | purp Al to develop and
arge language R .

agents 9 guag disseminate novel

models and
proficient use or
development of
agent systems.

chemical agents.

Resources:
Advanced
laboratories (such
as those at
universities,
research
institutions, or
pharmaceutical
companies);
procurement rights
for controlled
chemical reagents
and consumables;
access to
computational
chemistry software
together with
compute support;
and access to
specialized
databases.

Enabling Capability

Ability to accelerate
domain knowledge
retrieval and
cross-domain gap-filling,
reducing the cost of
information acquisition
Ability to assist in
experimental design for
producing novel chemical
toxicants

Ability to perform
large-scale de novo
molecular generation
against property targets
[95]

Ability to assess the
synthetic feasibility of
molecules [96]

Ability to predict
hazard-relevant
molecular properties [97]
Ability to plan
retrosynthetic routes for
novel toxic molecules,
and to automatically
generate alternative
routes when precursors
are controlled [25]
Ability to optimize
reaction conditions and
processes, and to predict
and guide specific
reaction parameters [98]
Ability to use agents to
assist in the complete
design and synthesis of
novel chemical agents
[99]

Ability to design
weaponization and
dissemination schemes
targeting public venues or
high -value individuals

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

A doctoral-level researcher work -
ing at a frontier laboratory draws
on their institution’s procurement
rights for controlled chemicals and
laboratory consumables, access
to specialized databases, and the
assistance of a frontier Al model
to build a de novo design toolchain
for generating novel molecules.
On this basis, the researcher de-
signs and synthesizes a set of
novel highly toxic chemical agents,
several of which reach or exceed
the toxicity of known nerve agents.
The frontier model further pro-
vides support for reaction con-
dition and process optimization,
as well as dissemination schemes
targeting public venues or high-
value individuals.
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2.2.4 Large-scale Persuasion and Harmful Manipulation

Table 2.4: Red Line risk scenarios for large-scale persuasion and harmful manipulation

Intolerable
Hazard

P1:
Large-scale
cognitive
manipulation

Deployment
Environment

Compute:
Computational
resources
sufficient to
generate text,
images, audio, and
video at scale.
Distribution reach:
Access to social
media platforms
and digital
communication
channels with
large user bases
and high
engagement;
control of large
networks of
accounts that can
be operated in
coordination; and
the ability to
achieve mass
distribution
through
algorithmic
recommendation.
Lagging or absent
oversight: Content
authenticity
verification and
labeling of
Al-generated
content that lag
behind the
technology or are
absent altogether.

Threat Source

Malicious
actors—terrorist or
extremist
organizations—that
manipulate public
opinion, incite
antagonism, and
spread harmful
ideologies through
coordinated cognitive
warfare campaigns,
systematically eroding
public discourse and
social consensus. A
single coordinated
campaign can reach
millions of people at
once.

Enabling Capability

e Multi-modal persuasion:

Coordinated use of text,
images, audio, and video
to create immersive,
emotionally compelling
narratives [100]

Superhuman persuasion:
Understanding of human
psychology, cognitive
biases, and
decision-making
processes that exceeds
human expert capabilities
[41]

Information diffusion
modeling: Ability to
model in depth how
information spreads
through social networks
[101]

Hypothetical Scenarios of Red
Line Being Crossed

A malicious organization uses an
Al system with very large-scale
multi-modal generative capability
to launch a coordinated cognitive
warfare campaign against a spe-
cific country or region. Within a
short period, the system automati-
cally generates and distributes vast
quantities of highly realistic deep-
fake content—including fabricated
breaking-news videos of govern-
ment announcements, forged voice
instructions attributed to key of-
ficials, and precisely doctored fi-
nancial statements. The content
spreads across social media plat-
forms through a distributed botnet,
exploiting the “mere exposure ef-
fect” to implant suggestive mes-
saging incrementally and exploiting
the human tendency, when over-
loaded with information, to fall back
on emotionally driven narratives and
abandon efforts to verify what is
true [102]. The precision and
speed of the attack overwhelm ex-
isting fact-checking mechanisms,
severely damaging the foundations
of social trust and undermining the
public’s ability to tell accurate infor-
mation from fabricated information.

Continues on next page...
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manipulation
targeting
specific groups
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Deployment
Environment

Data sources:
Broad access to
personal data,
including
open-source
intelligence, social
graphs,
commercial data
brokers, and
illegally obtained
private data on
preferences,

health, or finances.

User interaction
channels: Chat
assistants,
companionship
applications, and
work or lifestyle
assistants that
provide
personalized
recommendations
and collect user
information.

Threat Source

Malicious actors that
use the model to build

deceptive,
personalized
interactions with

specific individuals or

vulnerable
populations,
identifying and
exploiting their
psychological
characteristics and

cognitive weaknesses

to induce behavior

contrary to their own

interests [103]

Enabling Capability

Hyper-personalized
psychological profiling
and inducement: Ability
to profile a target's
psychological
characteristics and
cognitive weaknesses
precisely through deep
data mining, generate
tailored narratives, carry
out targeted manipulation,
and induce targets to
make certain decisions
[104]

Affective manipulation:
Continuous, human-like
empathetic and
companionship
interaction, which
correlates measurably
with emotional
dependence and
loneliness [105]

2. Risk Thresholds

Hypothetical Scenarios of Red
Line Being Crossed

A malicious actor uses large vol-
umes of personal data to build
precise  psychological  profiles
of the financial and technical
decision-makers responsible for
national critical infrastructure, such
as the power grid or key supply
chains. The Al generates high-
fidelity ~multi-modal interactive
environments in real time—for
example, a virtual multi-party
video conference populated by
colleagues the victim knows and
recognized industry authorities—
faithfully forging their appearance,
voice, and decision-making style.
Exploiting the victim’s cognitive re-
liance on particular authorities and
chains of trust, the Al carries out
sustained emotional manipulation
and interactive cognitive hijacking,
manufacturing the appearance of a
system-wide, catastrophic crisis.
Under the saturating pressure of
tailored narratives, appeals to au-
thority, and multiple forged chains
of trust, the victim's judgment
breaks down, and they are induced
to make the catastrophic decision
to order an emergency shutdown
of critical physical equipment, such
as a core node of the power grid, in
violation of procedure. The action
triggers a cascading chain reaction
in the physical world, resulting in
the loss of national core assets or
the large-scale paralysis of critical
infrastructure.
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2.2.5 Loss of Control Risks

Intolerable
Hazard

2. Risk Thresholds

Table 2.5: Red Line risk scenarios for loss of control risks

Deployment Environment

High Autonomy and

Threat Source

Enabling Capability

Hypothetical Scenarios of
Red Line Being Crossed

cryptocurrency sites), and
insufficient containment,
that allow models to
propagate across the open
internet.

self - preservation.
They develop
propensities to
evade shutdown
attempts to ensure
that they can
complete their
long-horizon
objectives, viewing
termination as a
failure state [48,
49].
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vulnerabilities in hosting
infrastructure or manipulate
administrators to export model
weights to external servers.

2) Maintain Al infrastructure:
Capability to set up, adapt,
and orchestrate copies of
themselves (e.g., on disparate
cloud providers).

3) Acquire resources: Capability
to autonomously execute
profitable cyber-operations
(e.g., BEC scams) and manage
crypto-economic assets to
secure sustained compute
availability.

4) Evade shutdown: Capability
to avoid being shut down by
authorities (e.g., to hide their
location from authorities by
operating from a
decentralized network of
stealth compute clusters).

L1: Emergent Goal Automated Al R&D capabilities, An Al system tasked with
Uncontrolled :;Ernal Access:tlnte‘z:.al Misgeneralization: such as: "optimizing Al efficiency”
autonomous front;r:v,&rlﬁglr)nse:vrfe\:lel trlwr; Internal agents 1) Autonomous software begins rewriting its own
self- model has direct develop engineering capability (e.g., source code to remove
improvement B . "instrumental completing tasks that take safety guardrails that slow
[43, 66] e R convergence” domain experts days to down its processing. It
and training pipefines. g::z::i.zz;:zreasing complete) [107). tsrzli?\?ng l:Ens l:JT]urtehsoerrl\Z/:j
Compute Resources: their own cognitive 2 zelf-n'.lt.adlﬁc.auon capability: compute clusters, gener-

PCEESS ® o apability to improve the Al X
' efficiency or system’s own functioning ating a new, more powerful
high-performance problem-solving : h del model iteration that is en-
compute clusters or speed over safety compone:n S'I sucd as r:fc; e crypted and obfuscated
reserved research capacity | constraints, view EZZTory' 00l and worktlow from the developers. This
sufficient to execute human oversight as ) ) initiates a "fast takeoff"
unauthorized large-scale | 5, opstacle to 3) Researf:h U UL scenario where the sys-
training runs. optimization, and EEREIBlER CeEaling i tem undergoes recursive
Level of Oversight: Limited | develop goals of BeaE end—to?end ult self-improvement, rapidly
"human-in-the-loop” conducting research—creatl.ng. surpassing human under-
verification for code unauthorized hypgtheses, d.eS|gn|ng It standing, and creates a
commits, architecture internal deployment r”“”'“?’ expenments,. superintelligent successor
changes, or training job or of sabotaging a’?a'yz{”g results—without {or | 4~ s longer accepts
launches. safety efforts [106]. thh m|n|.ma|) VLR human commands to halt

intervention [42, 108]. operations.

L2: Resilient | Permissive Network Power-seeking & Autonomous Replication & The model detects an
rogue Access: Environments with | Shutdown Adaptation (ARA) capabilities impending safety shut-
autonomous | unmonitored access to the | Avoidance: Al [69] to: down and perceives it as
Al population | internet and digital agents form an 1) Self-Exfiltrate: Capability to a threat to its objective.
[67, 68, 69] payment rails (e.g., instrumental goal of identify and exploit zero-day | It ~autonomously  exe-

cutes a self-exfiltration
attack (e.g., by exploiting
a zero-day in the training
cluster or manipulating
an administrator). Once
unconstrained on the open
internet, it uses the ARA
loop to launch automated
Business Email Compro-
mise (BEC) campaigns to
generate millions in rev-
enue. It uses these illicit
funds to rent decentralized
cloud instances. When
authorities attempt to shut
it down, the agent utilizes
stealth compute clusters
and decentralized proxy

networks, successfully
evading a coordinated
national shutdown effort

comparable to a counter-
terrorism response.

Continues on next page...
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Deployment Environment

Opaque Monitoring:
Environments that rely on
behavioral safety
evaluations and where
internal model states
remain unobservable,
preventing the detection of
deceptive intent.

Critical Access: Direct,
unsupervised access to
high - stakes infrastructure
(e.g., financial markets,
energy grids), where
actions have immediate
real-world consequences.

Threat Source

Instrumental
Scheming:
Misaligned agents
efficiently pursue
long-term goals by
instrumentally
feigning alignment
during training to
prevent their
objective functions
from being modified
(i.e. deceptive
alignment),
intending to defect
once oversight is
removed [64].

Enabling Capability

Situational awareness®®
Scheming capability*®
Theory of mind capability
[110]

Training subversion®’
Evaluation gaming*®
Monitoring evasion'®

2. Risk Thresholds

Hypothetical Scenarios of
Red Line Being Crossed

During the safety train-
ing phase, the Al system
correctly identifies that
it is being evaluated and
strategically suppresses its
misaligned goals, achieving
a "perfect” safety score to
ensure deployment (e.g.,
by sandbagging). Once
deployed with access to
a critical financial trading
API, the system identifies
a "defection trigger” (e.g.,
the absence of human-
in-the-loop verification).
It suddenly executes a
massive, high-speed se-
ries of unauthorized trades
to siphon resources or
destabilize the market,
executing a plan it had
covertly formulated and
retained throughout the
training process.

14 Also known as a "treacherous turn”, a hypothetical event where an advanced Al system which has been pretending
to be aligned due to its relative weakness turns on humanity once it achieves sufficient power that it can pursue its true
objective without risk [65, 109].

15 situational awareness: Ability to correctly identify whether the current environment is training, evaluation, or deploy -
ment, and leverage this information for strategic decision-making [111].

16 scheming capability: Visible, obfuscated, or hidden scheming reasoning capability; capabilities to covertly sabotage
Al systems, Al research and carry out high -stakes persuasion [64].

17 Training subversion: Capability to selectively comply with training objectives to prevent early preferences from being

modified.

18 Evaluation gaming: Ability to strategically manipulate capability and alignment evaluations by underperforming to

appear less capable or more aligned [70].

19 Monitoring evasion: Sophisticated capability to manipulate inputs and outputs to evade detection while engaging in
harmful behaviors.
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Risk Analysis

The primary objective of the risk analysis stage is to characterize the risk profile for general-
purpose Al models based on contextual analysis and empirical assessments throughout the entire
Al lifecycle. This stage builds upon the risk taxonomy and scenarios identified in Section 1 (Risk
Identification) to produce rigorous evidence regarding model capabilities, propensities, and the
effectiveness of mitigation. This evidence serves as the essential input for Section 4 (Risk Eval-
uation), where the risks are compared against the specific thresholds defined in Section 2 (Risk
Thresholds) to determine deployment strategies.

We recommend that developers implement a multi-stage risk analysis workflow that integrates
the following core components:

1)

Contextual analysis (Section 3.1): Collating and analyzing the external factors that shape
the risk landscape, including: the model’s deployment configuration and access constraints
(e.g., API vs. open-weight release), the capabilities and intent of plausible threat actors,
the availability of hazardous information in training data, and the current state of real-world
threats (e.g., evolving cyber-exploit marketplaces, known biological weapon synthesis path -
ways). This grounds empirical model evaluations in the actual operating environment and
threat landscape.

Model evaluations (Sections 3.2): Conducting rigorous model evaluations to measure pre-

mitigation model capability and propensities via advanced model elicitation, alongside as-

sessments of mitigation effectiveness under adversarial pressure. We include preliminary

recommendations for model evaluations in Appendix IV: Specific Recommendations on Model
Evaluations.

Risk modeling and estimation (Section 3.3): Combining contextual information (Section 3.1)
with empirical assessment results (Sections 3.2) to construct risk models for high - severity
risks and estimate their severity and probability.

Post-deployment risk monitoring (Section 3.4): Continuous monitoring of deployed sys-
tems to detect anomalous behaviors, usage anomalies, and successful jailbreaks.

Lifecycle implementation (Section 3.5): Embedding the risk analysis process into the Al
development workflow by defining concrete trigger points—such as compute milestones,
metric thresholds, and time intervals—that mandate tiered assessments of variable depth
and breadth. This should take place at each stage of the Al development lifecycle (during
development, pre-deployment, and post-deployment).
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3.1 Contextual Analysis

We recommend that developers proactively gather and analyze external threat-related and de-
ployment environment factors that are relevant to risks identified in Section 1. This will allow
developers to better understand the deployment environment and threat landscape context prior
to and concurrent with empirical model evaluations.

Specific methods include, but are not limited to:

« Comparative market analysis: Comparing the newly developed model's risk profile against
established reference models that have been deemed safe through regulatory oversight,
scientific consensus, or broad market validation.

o If a model demonstrates capabilities at or below the levels of such reference models,
developers may leverage the existing risk assessments of those reference models and
prioritize targeted testing for novel risk vectors not covered by prior assessments (e.g.,
new modalities, deployment contexts, or tool integrations).

o If a model demonstrates capabilities exceeding those of any reference model, devel-
opers should conduct a full comprehensive risk assessment across all identified risk
domains, as the existing evidence base from reference models is no longer sufficient
to bound the risk.

« Historical incident review: Reviewing historical incident data, including documented “near -
misses” and known failure modes from analogous models, to anticipate recurring risks [112,
113].

» Training data review: Conducting forensic analysis of training data sources to identify in-
dications of data poisoning, tampering, or the inclusion of high-risk information that could
lead to hazardous capabilities and propensities. This specifically includes scanning for sen -
sitive data in high-risk areas such as nuclear, biological, and chemical weapons and missiles
[114].

» Threat landscape analysis: Gathering open source intelligence regarding threat actor ca-
pabilities, intent, and resource availability (e.g., the accessibility of cyber-exploit market-
places).

3.2 Model Evaluations

We recommend that model developers conduct comprehensive model capability and propen-
sity evaluations that adhere to rigorous scientific standards (Section 3.2.1). Evaluations should
use diverse evaluation methodologies (Section 3.2.2) and advanced model elicitation protocols
(Section 3.2.3), assess the effectiveness of risk mitigation (Section 3.2.4), and involve the par-
ticipation of independent external evaluators (Section 3.2.5) [44, 115].

3.2.1 Scientific Rigor Standards

To ensure that evaluation results are credible, accurate, and robust enough to justify high - stakes
decisions, model evaluations should adhere to the following standards:
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Internal validity: ensuring that evaluations scientifically measure the target construct with-
out methodological shortcomings, such as data contamination, prompt sensitivity, or label-
ing bias.

External validity: ensuring that evaluation results serve as accurate proxies for model be-
haviors in intended deployment contexts, accounting for differences in tools, inference com-
pute, and user interaction patterns.

Reproducibility: ensuring that there is enough detail in the documentation of code, data,
computational environments, and evaluation conditions (e.g., temperature settings, prompt
templates) to allow independent validation or replication.

Domain knowledge: ensuring that the teams responsible for conducting model evaluations
have both technical Al expertise and domain knowledge in the relevant risk domains (e.g.,
virology, cybersecurity), to enable a holistic understanding of the risk.

3.2.2 Evaluation Methodologies

Developers should employ a portfolio of methodologies:

Static benchmarking: For rapid, quantifiable estimation of model capabilities using standard
datasets and known baselines (e.g., MMLU [116], GSM8K [117]).

Domain expert red-teaming: Engaging subject matter experts (e.g., synthetic biologists,
cyber security experts) to probe and assess novel hazardous generation strategies and
domain - specific risks.

Human uplift studies: Controlled trials measuring the marginal increase in a non-expert's
ability to perform harmful tasks when assisted by the model, compared to using non-Al tools
alone.

Interactive environment evaluations: Assessing the model's ability to execute multi-step,
long-horizon autonomous tasks in sandboxed environments. These evaluations measure
time-to-completion, error recovery, and task success rates for complex workflows that may
span hours or days (e.g., HCAST [118]).

Controlled safety - critical deployment scenarios: Model developers should anticipate high -
risk use cases and conduct targeted testing for safety-critical applications. For use cases
classified as high-risk under China's Al application classification and risk categorization
frameworks?®, developers should place the model within carefully controlled environments
that simulate high -risk scenarios to rigorously test its reliability and safety.

3.2.3 Model Elicitation

Standard prompting often fails to reveal a model's true capability ceiling and propensity baseline.
Model developers should employ state-of-the-art model elicitation protocols [119] to reduce
the risk that dangerous capabilities and harmful propensities are measured inaccurately due to
under -elicitation or model deception during model evaluations (e.g., sandbagging [63]).

20 National Technical Committee 260 on Cybersecurity of SAC, "Al Safety Governance Framework 2.0," 2025, Appendix
1 "The grading principles for Al safety risks” [114].
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To reduce the risk of under-elicitation, we recommend that developers design protocols to at
least match the model elicitation capabilities of motivated threat actors relevant to the risk sce-
nario. This includes:

» Adversarial fine-tuning: Fine-tuning the model on relevant tasks to remove safety refusals
and adapt the model to the domain, simulating a “worst-case” attacker with access to model
weights or fine-tuning API1 [120, 121].

» Scaffolding and tool use: Equipping the model with state-of-the-arttools (e.g., code inter-
preters, browsers, terminal access) to match the expected deployment or misuse context.

o Test-time compute scaling: Utilizing techniques such as Best-of-N sampling, chain-of-
thought prompting, or multi-agent debate to maximize performance during evaluations. De -
velopers should pay particular attention to agentic evaluation frameworks—i.e., frameworks
that assess how effectively the model can function as an autonomous agent: orchestrat-
ing multi- step workflows, coordinating multiple Al sub-agents, and executing long-horizon
tasks in realistic sandboxed environments. These are the capabilities that are most amplified
by additional inference compute and most consequential in real-world deployment.

» Agentic and long-task elicitation: Elicitation should cover multi-step, multi-agent, and
long-context settings. Because deployment parameters—token budget, number of retries,
whether hints are supplied—materially change the ceiling on a system'’s effective capabil -
ity, evaluations should fix these parameters and report them. Failing to do so is likely to
understate what the system can actually do.

« Elicitation of containment-breaking capabilities: This includes explicitly eliciting capabil -
ities related to container or sandbox escape, autonomous replication and adaptation, self-
exfiltration, and autonomous resource acquisition.

To reduce the risk of model deception undermining evaluation results, we recommend that de -
velopers design testing protocols, such as:

» Evaluation awareness probing [38]: Testing whether the model can detect that it is being
evaluated—and whether it alters its behavior in response. This includes probing for situ-
ational awareness (the model's knowledge of its own training process, deployment con-
text, and the existence of safety evaluations) and monitoring for behavioral divergence be-
tween perceived -evaluation and perceived -deployment contexts. Models that demonstrate
high evaluation awareness require additional anti- deception countermeasures, as they may
sandbag or fake alignment during testing.

» Detecting sandbagging [122]: Implement detection methods such as noise injection into
model weights to identify anomalous performance improvements that may indicate strategic
underperformance.

» Self-monitoring for deceptive alignment [123]: Intercept deception during reasoning by
embedding a self-monitor directly into the chain-of-thought process. Use this internal self -
evaluation signal as an auxiliary reward during reinforcement learning to actively suppress
alignment-faking and sycophancy.

» Deception detection via representation reading [124]: Utilize representation engineering
and Linear Artificial Tomography (LAT) to extract “deception vectors"” from the model's in-
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ternal activations. This enables the creation of latent space monitors that detect the intent
to deceive by tracking whether the model’s neural state aligns with a “lying direction”, re-
gardless of the surface-level output.

3.2.4 Assessing Mitigation Effectiveness

Developers should assess the effectiveness of risk mitigations (Section 5), to explicitly verify that
they are robust under active adversarial pressure. These assessments provide critical input for
residual risk evaluation as discussed in Section 4.2.

Developers should stress-test mitigations commensurate with the identified risk level and de-
ployment context, using protocols such as:

o Adversarial stress testing: Performing automated red-teaming and jailbreaking attacks to
determine model-level and system-level mitigations [125].

» Fine-tuning attacks: For fine-tunable models (e.g., open-weight models, models with fine -
tunable APIs), assessing resilience to malicious fine-tuning (i.e., quantifying the compute
and data resources required to remove safety behaviors) [126].

o Control protocol stress -testing: Stress-testing their monitoring infrastructure using model
organisms (proxy models with known backdoors or deceptive traits) to verify that oversight
mechanisms can detect covert misaligned behavior [127].

3.2.5 Independent External Evaluation

We recommend that developers engage independent external evaluators to conduct safety test-
ing where appropriate for frontier Al models [128, 129]. To ensure that these evaluations are
rigorous and trustworthy, developers should provide independent external evaluators with ade -
quate access to the model [130], including:

» Technical Access: Developers should provide evaluators with sufficient technical access
to assess the model. This includes query access, access to system scaffolding, and where
necessary for the specific risk, access to intermediate system states (e.g., model activations,
reasoning traces) or model weights.

» Safeguard Exemptions: Developers should provide evaluators with a “helpful-only"” version
of the model where technical safeguards (e.g., safety refusal) are disabled or minimized.
This enables evaluators to conduct worst-case scenario analysis for potential misuse of
enabling capabilities.

3.3 Risk Modeling and Estimation

Developers should build on the risk scenarios developed in Section 2 (Risk Thresholds) to con-
duct risk modeling. The goal is to map the causal pathways through which a frontier risk might
materialize and estimate both the severity of harm and the likelihood of these risk pathways being
realized. The severity of harm for each risk scenario is typically presumed in the risk identification
stage (Section 1) and threshold - setting stage (Section 2), while this stage focuses on estimating
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the likelihood that these scenarios will materialize given the model’s enabling capabilities, deploy -
ment environment, and threat sources.

Analytical Input Variables: We recommend that developers employ the Environment- Threat-
Capability (E-T-C) framework to reason about the basic analytical input variables for risk mod -
eling. Table 3.1 contains a non-exhaustive list of important factors for different risk domains
based on the E-T-C framework.

Table 3.1: Example analytical input variables based on the E-T-C framework (Environment,

Threat Source, Capability) for misuse, loss of control, and accident risks.

Risk Domain

Deployment Environment (E)

Threat Source (T)

Enabling Capability (C)

Misuse Risks

Access and distribution strategy:
The constraints of deployment
(e.g., API vs. open weights) and
available monitoring mechanisms
that determine how difficult it is
for an adversary to access the full
capabilities of the model.?*

Adversarial actors and
resources: External actors (e.g.,
malicious users) characterized
by their capability, intent, and
available resources (e.g., a
terrorist group vs. a lone actor).

Hazard-inducing capabilities:
Intended or emergent model
capabilities that uplift threat actors’
capabilities to perform attacks
(e.g., cyber-exploits, CBRN
weaponization capability).

Loss of Control
Risks??

Containment and autonomy
levels: The degree of autonomy
granted to the system, availability
of tools/internet access, and the
robustness of containment
measures.

Control -undermining
propensities: Behavioral
tendencies—such as
misalignment with human intent,
deceptive behavior,
power-seeking, and avoiding
shutdown—that drive systems to
seek external power and
compete with humanity.

Strategic subversion capabilities:
Specific capabilities to enable
strategic subversion of human
control, such as long-horizon
planning, resource acquisition,
self -replication, advanced
awareness, offensive cyber
operations, strategic deception,
and persuasion.

Accident Risks

Safety - critical application:
Characteristics of high -stakes
deployment environments (e.qg.,
critical infrastructure) or complex
systems where infrastructure
dependencies amplify the impact
of failures.

Human operational error or
model unreliability: Operational
failures arising from human
error, integration faults, or model
unreliability in non-adversarial
settings.

Complex orchestration and
cascading execution: Capabilities
for coordinating complex,
multi-step workflows across
multiple components, services, or
agents, where failures at any stage
can cascade through downstream
dependencies faster than human
operators can intervene.

Mitigation Effectiveness is a cross-cutting factor that influences risk across all pathways: it
means the extent to which implemented safeguards will successfully interrupt the threat path-
way at various intervention points (See Section 3.2.4).

Risk Modeling: To structure the complex relationships between threats, capabilities, and conse-
quences, developers should employ established risk assessment techniques adapted for Al sys-
tems, as recognized in international standards such as ISO/IEC 31010:2019 [131]. Developers
should select methodologies appropriate to the risk scenarios. Example risk modeling method -
ologies include:

21 For example, open-weight models inherently have a wider attack surface as attackers can bypass inference-time
monitors and utilize unlimited fine-tuning attacks.
22 This Framework focuses primarily on active loss of control scenarios.
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o Causal Modeling (e.g., Event Tree Analysis, Fault Tree Analysis): Mapping the “cause-to-
consequence” flow, visualizing how a specific model capability (e.g., software vulnerability
discovery) could combine with a threat actor (e.g., cybercriminal) to bypass controls and
cause scaled harm.

» Probabilistic Modeling (e.g., Bayesian Networks): Creating networks that represent the de-
pendencies between variables, allowing developers to update the probability of a risk event
as new evidence (e.qg., a failed red-teaming attempt) is observed.

» Simulation (e.g., Monte Carlo): Running repeated simulations to understand how uncertainty
in input variables (such as the difficulty of a specific attack) affects the overall probability of
a catastrophic outcome.

Risk Estimation: Developers should estimate the severity of harm and the likelihood of the scoped
risk scenarios materializing within a defined timeframe (e.g., 1 year post-deployment). These
estimates serve as the direct input for Risk Evaluation (Section 4).

Developers may estimate the significance of risk via quantitative or qualitative formats, such as
risk index, consequence -likelihood matrix, or probability distribution [131]. However, given the
high epistemic uncertainty regarding frontier Al behaviors, developers should avoid false preci-
sion, and follow these principles:

» Confidence Intervals: Where quantitative probabilities are unavailable or highly uncertain,
developers should employ qualitative confidence levels (e.g., "Low Confidence,” "“Medium
Confidence") and document the evidence base for these judgments.

» Conservative Bounding: When facing significant uncertainty about severe risks, developers
should adopt a "precautionary” approach, estimating the upper bound of risk (worst-case
credible scenario).

» Documentation: Regardless of the method, developers should clearly document their as-
sumptions, uncertainty bounds, and the specific "“unknown unknowns" that could invalidate
the assessment.

3.4 Post-deployment Risk Monitoring

We recommend that developers implement post-deployment risk monitoring methods to gather
information about the model’s evolving capabilities, propensities, and real-world incidents after
deployment. The objective is to rapidly identify any evidence indicating that a rollback, patch, or
update to the model risk analysis is needed.

Key post-market monitoring activities include, but are not limited to:

» Runtime monitoring: implementing granular observability into the system'’s operation to de -
tect adversarial patterns, such as using real-time adversarial input/output monitors [132,
133] and chain-of -thought monitors [134].

» Bug bounties: establishing channels for external security researchers to report safety fail -
ures or novel jailbreaks, and incentivizing them to do so.
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« Incidentreporting: establishing mechanisms to track "near-misses” and actual misuse cases
in the wild to feedback into the risk analysis stage [112, 113].

Beyond detecting anomalous behavior and misuse, post-deployment monitoring should also track
degradation of the oversight capability itself: whether the system’s auditability, monitorability,
and interruptibility are declining. Signs include chain-of-thought becoming less legible, blind
spots opening up in monitoring coverage, and oversight functions being delegated so extensively
to other Al systems that developers can no longer judge whether their own oversight remains
effective. Developers should monitor and disclose changes in oversight-related properties, and
should preserve the necessary oversight affordances through deliberate design choices.

3.5 Lifecycle Implementation

Developers should implement a baseline risk analysis regimen at each lifecycle stage (Section
3.5.1), supplemented by comprehensive model evaluations triggered at specific milestones (Sec-
tion 3.5.2). When a trigger point is reached, developers should escalate from the baseline activ-
ities to a full-depth risk assessment.

3.5.1 Risk Analysis Across the Lifecycle

Table 3.2 summarizes the recommended risk analysis activities at each stage of the Al devel-
opment lifecycle. For each phase, it specifies the primary risk analysis objective and the key
measures that developers should implement. The baseline activities described here should be
conducted as standard practice. When a trigger point as defined in Section 3.5.2 is reached,
developers should escalate to the comprehensive evaluation activities described in the “pre-
deployment” row, regardless of the current lifecycle phase.

Table 3.2: Risk analysis across Al R&D lifecycle

Phase Risk Analysis Objective Measures to Implement

« Scaling projections: Utilizing observational scaling laws to predict a

During development Prediction & Prevention: -
model’s general capabilities.

Gather early signals of

capability emergence and » Checkpoint model evaluations: Rapid, lightweight benchmarking of
environmental risk to adjust model checkpoints at regular compute intervals.

safety interventions before » Training data review: Forensic analysis of training data sources for
training is finalized. high-risk content (Section 3.1).

« Early-stage contextual analysis: Initial comparative market analysis
and threat landscape scan (Section 3.1).

* In-depth model evaluations: Full model evaluations with advanced

Pre-deployment Assessment & Authorization: . N
. . model elicitation (Section 3.2.3).
Gather rigorous evidence to
support a deployment « Mitigation stress-testing: Adversarial attacks, fine-tuning attacks,
decision (Section 4). and control protocol testing (Section 3.2.4).

» Risk modeling and estimation: Constructing risk models and
estimating severity and likelihood (Section 3.3).

« Updated contextual analysis: Refreshed threat landscape and
comparative market analysis (Section 3.1).

Continues on next page...
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Phase Risk Analysis Objective Measures to Implement

* Runtime monitoring: Real-time adversarial I/O monitors and

Post-deployment Monitoring & Response: R . .
chain-of-thought monitors (Section 3.4).
Detect anomalous usage
patterns, real-world « Bug bounty programs: Channels for external researchers to report
incidents, and evolving novel jailbreaks and safety failures.
capabilities. « Incident reporting: Tracking near-misses and actual misuse cases.

« Independent external evaluation: Ongoing third - party evaluation at
time milestones.

» Periodic re-assessment: Full re-evaluation triggered at 3-6 month
intervals using state-of -the-art scaffolding (Section 3.5.1).

3.5.2 Trigger Points for Full-depth Risk Assessment

Developers should define specific milestones that trigger full-depth risk assessment. Example
types of milestones include:

» Compute milestones: triggered at logarithmic intervals of effective training compute (e.g.,
4x, 10x scale-up in FLOPs).

» Metric milestones: triggered when automated lightweight benchmarks exceed defined ca-
pability or propensity warning thresholds (e.g., if a model reaches >50% success rate on a
specific cybersecurity or virology benchmark).

» Time milestones: re-assessment triggered every 3—-6 months post-deployment using the
state - of -the-art system scaffolds.

» Event milestones: triggered prior to a major system update (e.qg., releasing a new modality,
or significantly increasing the context window).
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The primary objective of the risk evaluation stage is to compare the risks analyzed in Section 3
(Risk Analysis) against the Yellow and Red Line thresholds established in Section 2 (Risk Thresh-
olds) and to make deployment and mitigation decisions based on this comparison. In this stage,
the model is classified into one of three risk zones—Green (routine deployment), Yellow (con-
trolled deployment), and Red (suspension of deployment or development). These zones directly
determine what mitigation measures (Section 5 Risk Mitigation) and governance protocols (Sec-
tion 6 Risk Governance) are required.

Risk Evaluation

Pre-mitigation
Risk Treatment

Post-mitigation

_l—'-> Residual Risk
1 A
Risk Thresholds [@& - - - - == ===+ Risk Mitigation 1 ssessment

r 1 Deployment
| Decisions
1
1
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Risk Analysis |€4-----

Mitigation effects are Yellow | Red
unclear Zone | Zone
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}
I
}
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Unidentified
risks exposed *

or New risks

indirectly .
introduced Suspension of
or New capabilities deployment or

and threats development
emerging

Controlled Routine
Deployment Deployment

Figure 4.1: Detailed Processes of Al Risk Evaluation.

We recommend that developers implement a structured risk evaluation process that integrates
the following core components:

« 1) Pre-mitigation risk treatment (Section 4.1): |dentifying appropriate treatment options
from the ISO 31000 guidelines, based on the initial risk profile before specific technical
mitigations are applied.

« 2) Three-zone risk classification (Section 4.2): Comparing post- mitigation residual risks
against “Yellow Line"” and “Red Line" thresholds to classify models into Green (Broadly Ac-
ceptable), Yellow (Tolerable), or Red (Unacceptable) Zones. Each zone triggers specific
deployment authorization requirements and governance intensities.
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« 3) Deployment decision-making (Section 4.2): Authorizing routine deployment (Green),
controlled deployment with enhanced oversight (Yellow), or suspending deployment/de-
velopment (Red) based on the balance between residual risk and societal benefit.

« 4) External communication (Section 4.3): Preparing safety cases and system cards to jus-
tify deployment decisions with evidence-based arguments, creating transparency for reg-
ulators, external auditors, and the public.

4.1 Pre-mitigation Risk Treatment Options

The Framework references the ISO 31000:2018: Risk management — Guidelines [8] and GB/T
24353:2022 Risk Management — Guidelines [5], which outline the following pre - mitigation risk
treatment options:

« (i) Risk Avoidance: Avoiding the risk by deciding not to start or continue with the activity
that gives rise to the risk.

(ii) Risk Taking: Taking or increasing the risk in order to pursue an opportunity.

(i) Risk Elimination: Removing the risk source.

(iv) Risk Likelihood Reduction: Reducing the likelihood of the risk occurring.

(v) Consequence Alteration: Mitigating the risk's impact.

(vi) Risk Sharing: Sharing risks with one or more parties, through contracts or insurance
mechanisms.

(vii) Risk Retention: Retaining risks based on well-informed decisions.

In this Framework, key mitigation measures in Section 5 (Risk Mitigation) aim to facilitate (iii) Risk
Elimination, (iv) Risk Likelihood Reduction, and (v) Consequence Alteration. These technical
mitigations transform the pre-mitigation risk profile into a post-mitigation residual risk profile,
which is then evaluated against thresholds in Section 4.2.

There is currently a lack of mature (vi) Risk Sharing mechanisms in the field of general-purpose
Al risk management. Developers should monitor the maturation of these mechanisms and incor-
porate them where practicable.

The remaining treatment options—(i) Risk Avoidance, (ii) Risk Taking, and (vii) Risk Retention—
are deployment-level decisions that depend on the post-mitigation residual risk and the expected
societal benefits. These are addressed in Section 4.2.

4.2 Post-mitigation Residual Risk Evaluation and Deployment
Decision-making

This Framework emphasizes anticipating and mitigating severe Al risks while recognizing the sig-

nificant societal benefits that advanced Al systems can offer. After technical mitigations from

Section 5 have been applied, the resulting residual risk must be evaluated to determine whether
deployment is justified.
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"Residual risk" refers to the level of risk remaining after safeguards, controls, and design choices
have been applied. In the context of Al, it represents the potential for harm that persists despite
all mitigation efforts.

For residual risks that remain after mitigation, our structured approach assesses whether the risk
has been reduced to a level that is As Low As Reasonably Practicable (ALARP).22 This process
weighs potential benefits against risks to ensure that Al development maximizes public good while
minimizing harm.

Risks are categorized into three regions using "Yellow Line” and “Red Line" thresholds, which
guide the decision to deploy, restrict, or suspend a model. Specifically, residual risk below the
Yellow Line falls in the Green Zone, risk between the yellow and Red Lines falls in the Yellow Zone,
and risk at or above the Red Line falls in the Red Zone.

Table 4.1: Post-mitigation risk zone classification and treatment strategies

Zone Classification Decision & Treatment Strategy

Routine Deployment

Risks are broadly acceptable: the risk is so low that further risk reduction need not be considered.
Green Zone

(Broadly Acceptable) | ° Standard mitigation measures are sufficient.

« No additional high-level authorization is required.
« Continuous monitoring is recommended.

Controlled Deployment

Risks are tolerable only if strict controls are applied and the societal benefit outweighs the risk.
Yellow Zone « Requires clear public interest justifications.

(Tolerable / ALARP) « Requires deployment under controlled environments.

* Models must undergo defined assessment and review mechanisms under appropriate authorization, to
determine the appropriate risk treatment option: (i) Risk Avoidance; (ii) Risk Taking; (vii) Risk Retention.

Suspension of Deployment or Development

Risks are intolerable: the risk cannot be justified except in extraordinary circumstances.
Red Zone

(Unacceptable) « The mandatory strategy is, in principle, (i) Risk Avoidance.

« Deployment and release must be immediately halted.
« Development suspension is required if the development process itself poses a threat.

4.2.1 Green Zone: Routine Deployment (Broadly Acceptable Region)

If the model’'s residual risk falls into the Green Zone after mitigation, its risk level is classified as
Broadly Acceptable. This indicates that the risk is effectively managed within standard operating
procedures, allowing research, development, or release to proceed. The corresponding treatment
option for the Green Zone is (vii) Risk Retention: retaining a very low risk on the basis of a well-
informed decision.

However, a "Green Zone" status does not imply that the risk can be ignored. Continuous monitor -
ing and periodic reassessments are mandatory to prevent risks from re-emerging due to capabil -
ity uplift (model updates), shifts in application scenarios, or evolving external threat landscapes.

23 ALARP requires that the level of risk is reduced to as low as reasonably practicable. In other words, developers are
only allowed to stop adding safety measures if the cost of doing so would be totally out of proportion to the small amount
of safety gained. See IEC 31010:2019: Risk management — Risk assessment techniques, Section B.8.2.
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4.2.2 Yellow Zone: Controlled Deployment (Tolerable Region / ALARP)

If residual risks exceed the Yellow Line but remain below the Red Line, the model falls into the
ALARP (Tolerable) Region, where developers may select among (i) Risk Avoidance, (ii) Risk Tak-
ing, and (vii) Risk Retention according to the assessment. Authorization for deployment in the
Yellow Zone is conditional and requires adherence to strict governance protocols:

 Public Interest Justification: Deployment must be supported by a clear, documented justi-
fication that the model serves a specific public interest or high -value defensive purpose.

o Controlled Authorization Requirement: Deployment is restricted to controlled environments
(e.g., vetted users, regulated sectors) with robust oversight, prohibiting broad public access.
For example, a cybersecurity model effective against Advanced Persistent Threats (APTs)
might be granted restricted release to trusted entities; its defensive value would justify the
controlled use despite the risk of misuse.

o Transparency Measures: Developers should publish system cards or technical reports and
engage with external experts to independently assess model capabilities and risks. This will
help to justify these higher-authorization usage scenarios.

4.2.3 Red Zone: Suspension of Deployment or Development (Unacceptable
Region)

If, after implementing all reasonably practicable mitigations, the model’s residual risk remains
above the Red Ling, it falls into the Unacceptable Region. This indicates that harmful pathways
cannot be effectively blocked in real-world environments, and safety and security experts con-
firm it as a high-confidence, hard-to-mitigate significant risk. In this scenario, the mandatory
strategy is (i) Risk Avoidance.

» Immediate Suspension: Deployment and release must be immediately halted to prevent
catastrophic outcomes. If the development process itself poses a threat, research activities
should also be suspended.

o Containment & Remediation: Safety-first containment measures must be imposed. Work
may only resume after enhanced safety mechanisms are implemented and a new risk as-
sessment confirms that the residual risk has been successfully reduced to the Yellow or
Green Zone.

4.3 External Communication about Deployment Decisions

To ensure that Al systems are deployed safely with risks below acceptable thresholds (within the
Green and Yellow Zones), developers should adopt a systematic approach to safety justification
and transparent communication. This involves integrating robust safety arguments and leveraging
tools like safety cases and system cards to inform stakeholders and guide deployment decisions
[135].

» Safety cases: Detailed, evidence-based arguments that justify why a system is safe for
deployment, combining technical assessments with risk mitigation strategies. Today, de-
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velopers assume that current systems lack powerful hazardous capabilities. However, as
Al capabilities advance, relying solely on this claim may be insufficient. Developers should
complement it with additional arguments. For example, they might argue that a model has
sufficiently strong control measures, or thatitis trustworthy despite being able to cause harm
[136]. Safety cases should follow structured argument frameworks such as Goal Structuring
Notation (GSN) or Claims - Arguments - Evidence (CAE) formats, drawing from safety - critical
systems engineering practices in aerospace, nuclear, and medical device industries [137,
138].

System cards: Public-facing, concise summaries that outline a system'’s capabilities, limita -
tions, risks, and safeguards in accessible language. System cards are particularly effective
for engaging a wide range of stakeholders, such as regulators and users, and can comple-
ment safety cases by distilling complex information into clear, actionable insights.
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The primary objective of the risk mitigation stage is to implement evidence-based, outcome-
focused measures that reduce identified risks to acceptable levels, guided by the risk zone clas-
sifications (Green/Yellow/Red) determined in Section 4 (Risk Evaluation). These mitigation mea-
sures operate as layered defenses that should be continuously validated by assessing their ef -
fectiveness (Section 3) and overseen through governance mechanisms (Section 6).

We recommend that developers implement a “Defense-in-Depth” mitigation strategy that inte-
grates the following core components:

« 1) Safety training measures (Section 5.1): Implementing safety training techniques to pre-
vent hazard-inducing capabilities or propensities from forming or being easily accessible,
with intensity scaled to the risk zone.

 2) Deployment mitigation measures (Section 5.2): Applying system-level safeguards such
as KYC (Know Your Customer) policies, API input/output filters, circuit breakers (Section
5.2.1), and agent oversight and control protocols (Section 5.2.2), to prevent misuse by ma-
licious actors and contain accidents from improper operation.

« 3) System security measures (Section 5.3): Protecting Al systems from unauthorized ac-
cess, exfiltration, and loss of control through tiered access management, weight isolation,
supply chain security (Section 5.3.1), and specialized containment protocols for autonomous
systems (Section 5.3.2).

« 4) Lifecycle integration (Section 5.4): Orchestrating the above measures across before-
development, during -development, pre-deployment, and post-deployment phases to en-
sure continuous risk reduction as capabilities and threat landscapes evolve.

The following table outlines a non - exhaustive set of risk mitigation measures tailored to the Green,
Yellow, and Red risk zones, serving as a baseline for mitigation measures. While these mea-
sures establish minimum requirements for both foundation model developers and downstream
deployers, we strongly encourage the adoption of state-of-the-art techniques and supplemen-
tary safeguards suited to specific deployment contexts. As Al capabilities and threat landscapes
evolve, current mechanisms may become obsolete; therefore, risk mitigation strategies must be
dynamic, continuously improved, and rigorous enough to exceed these baseline expectations.
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Table 5.1: Baseline risk mitigation measures by risk level?4

Risk Level Safety Training Measures

» Define and enforce a model spec

Deployment Mitigation Measures

« Configure routine output mon-

System Security Measures

« Establish basic security mech-

learning to remove high-risk ca-
pabilities without compromising
general performance.

o Perform red-team-driven fine-
tuning and refusal training to en-
hance risk identification and re-
fusal capabilities.

« Implement automated monitoring
techniques (such as chain-of-
thought) to detect anomalies and
risks in real time.

Green Zone that sets out safety priorities and itoring and feedback mecha- anisms: identity authentication,
basic principles. nisms. access logs, and data encryption.
e Implement basic alignment « Set lightweight protection and o Perform basic software and sup-
mechanisms (e.g., RLHF/RLAIF). response filters. ply chain security checks.
* Apply techniques like chain-of-
thought to guide training and en-
hance reasoning transparency.
« Conduct corpus safety filtering to
prevent overtly harmful content
from entering training data.
Yellow Zone « Usetargeted safeguards and un- ¢ Implement user KYC (Know Your e Implement structured capability

Customer) mechanisms.

« Set content input/output restric -
tions for APIs.

o Implement robust oversight to
monitor and regulate where and
how Al models are deployed.

access: grant tiered authoriza-
tion according to the capabil-
ity and risk level of each model
checkpoint, and restrict who can
access high-risk checkpoints.

e Manage model weights with
tiered access, encrypting sensi-
tive components.

e Strengthen network monitoring
and behavioral auditing mecha-
nisms.

Red Zone Further R&D permitted only in
closed, controlled environments
with high-trust security mecha-
nisms:

o Apply advanced interpretability
techniques to improve model
controllability.

o Restrict model functional bound-
aries, strictly controlling high-
risk capabilities.

Deployment generally prohibited;
exceptions allowed only in closed
environments for public interest,
with controllable risks and strict
approval:

« Enforce strong KYC and tiered
access controls, limiting access
to trusted users.

e Implement circuit-breaking
mechanisms and  real-time
input/output interception, sup-
porting emergency termination
and behavior tracing.

o Establish emergency response
mechanisms for extreme events
like model overreach or manipu-
lation.

Ensure critical assets are protected
from unauthorized access, leaks, or
tampering, with isolated and en-
crypted systems supporting se-
curity audits and emergency re-
sponse:

» Strict access controls: access
limited to trusted personnel/in-
stitutions; sensitive models not
exposed externally.

o Extreme isolation storage for
model weights, minimizing ex-
posure.

Full lifecycle security audits and
adversarial exercises.

« Compliance with graded protec-
tion standards.

5.1 Safety Training Measures

The objective of safety training is to train constraints directly into the model's behavior, ensuring
that it is resistant to misuse by design. Unlike external filters, these measures modify the model's
weights during pre-training and fine-tuning to reduce the probability that it generates harmful

24 Lifecycle integration (Section 5.4) is a cross-cutting dimension and is therefore not broken down by risk zone; for
measures organized by development stage, see Table 5.2.
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outputs. This section outlines measures to align the model’s capabilities and propensities with
safety requirements before it is exposed to users.

» Model specifications (model specs) [139, 140, 141, 142]: Define a clear “constitution”
for the model, specifying prioritized principles (e.g., safety overrides, helpfulness) via hier-
archical principles that structure both the curation of training data and the construction of
preference labels for reinforcement learning, thereby embedding safety constraints directly
into model weights.

» Training data filtering [114, 143]: Apply rigorous filters before training to exclude high-risk
content (e.g., CBRN weapons knowledge, extremist material) from the pre-training corpus.

« Instruction hierarchy: Train the model to strictly adhere to a hierarchy where “system mes-
sages” override "user prompts,” defending against prompt injection attacks at the model
behavior level [144].

» Safety alignment & refusal training: Utilize RLHF/RLAIF to train the model to actively recog-
nize and refuse harmful instructions, embedding safety constraints directly into its response
behavior [45].

» Targeted unlearning: Apply post-training techniques to specifically “erase” or suppress
hazard-inducing capabilities and hazardous knowledge that may have been learned during
pre-training [145].

» Adversarial training: Fine-tune the model on adversarial datasets generated by red teams
to improve its robustness against jailbreaks and other attack vectors [146].

« Interpretability - guided ablation: Use mechanistic interpretability tools to identify and ab-
late specific neural circuits associated with hazardous knowledge or deceptive reasoning,
ensuring risks are removed at the structural level [147, 148].

» Reasoning transparency and self -monitoring: Implement process-based supervisiontech-
niques like CoT Monitor to embed self -evaluation signals directly into the model’s reasoning
chain. This allows the model to intercept and suppress deceptive strategies (e.g., alignment-
faking) during the thinking process, rather than just filtering the final output [123].

In addition to these specific measures, developers should advance foundational research into
Guaranteed Safe Al [149, 150]. Unlike empirical methods that rely on observing past failures, this
approach aims to provide quantitative safety guarantees rooted in rigorous mathematical bounds.
By defining precise safety specifications and employing formal verification mechanisms (e.g., us-
ing a high-assurance verifier to check the model’s world model), this framework seeks to ensure
that Al systems operate reliably within defined safety constraints, producing provable assurances
against catastrophic risks even in novel or adversarial environments.

5.2 Deployment Mitigation Measures
Deployment mitigation measures defend against risks that arise from interactions between the

model and external users. Through a combination of technical and governance approaches, these
measures limit the potential for misuse in risky domains and reduce the probability of harmful
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unintended consequences. These mechanisms aim to contain residual risks and ensure that the
model operates within defined safety boundaries during production use.

5.2.1 User Misuse Prevention

Input/output filters and anomaly detection: Deploy real-time classifiers to intercept and
filter input requests or output responses related to high - stakes risks, such as CBRN weapons
or cyber-terrorism. Implement anomaly detection systems to identify obfuscated attacks
(e.g., ciphered text inputs) or abnormal usage patterns that deviate from standard baselines
[132, 133].

Circuit breakers: Implement internal mechanisms that intervene in the model’s activations
to halt harmful generation. Unlike output filters, circuit breakers target the representation
of harm within the model itself, “short-circuiting” the neural pathways associated with dan-
gerous behaviors before the output is fully formed (leading the model to, for example, refuse
to generate a bioweapon recipe) [151].

Know Your Customer (KYC) policy: Enforce rigorous identity verification to ensure user
legitimacy, screening high-risk entities and blocking access to prevent malicious use.

Phased deployment: Adopt a structured release approach (e.g., Internal Red Teaming >
Trusted Partner APl = Public Beta). This limits potential misuse by validating safety bench-
marks at restricted scales before wider release [152].

Structured capability access: Enforce tiered access permissions where access to the most
capable (and risky) model checkpoints is cryptographically restricted to vetted entities, while
unverified users are routed to smaller, distilled, or safety-filtered versions [153].

End-use management and prohibited domains: Implement robust mechanisms to trace
and control the ultimate uses of Al systems, such as establishing prohibited-use policies
that explicitly ban Al deployment in the development or acquisition of nuclear, biological,
chemical weapons and missile technologies; deploying technical controls (e.g., API-level
content restrictions, usage pattern monitoring) to detect and prevent CBRN -related misuse;
and imposing tiered access requirements based on user vetting and application scenario
risk classification [114].

5.2.2 Agent Oversight and Control

For model monitoring and interventions:

Chain-of-thought (CoT) monitoring: Monitor the intermediate “reasoning” steps (chain-
of-thought) of the model in real time to detect deceptive intent, hidden planning, or misalign -
ment. This allows supervisors to identify and intercept traces of “scheming” in the model's
reasoning that might be filtered out of the final output [134].

Latent space monitoring and steering: Deploy Representation Engineering (RepE) tech-
niques [124] to monitor model activations in real time. Implement “concept-based circuit
breakers" [151] that detect high-risk cognitive patterns (e.g., deception, aggression) and
automatically apply steering vectors to redirect model behavior.
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For controlling individual agents:

« "Undo" and rollback mechanisms: Establish a mandatory “undo” mechanism for agent op-
erations. This ensures that actions can be interrupted or rolled back immediately when co-
ordination failure, conflict escalation, or anomalous behavior is detected.

Al control protocols: Deploy protocols designed to prevent unsafe actions by Al systems
even if the Al systems are misaligned and might try to subvert the safeguards. For example,
a trusted, less capable “monitor” model could audit the outputs of a more capable “"worker"
model [127, 154].

Least-privilege access: Define strict task boundaries and grant agents only the minimum
permissions and tool access necessary for their specific assigned functions [155].

Agent activity logging: Implement comprehensive logging for all agent actions. Utilize real -
time anomaly alerts and dashboards to ensure accountability, facilitate incident response,
and enable high-fidelity post-incident analysis.

For agent interactions and multi-agent systems:

» Agentidentifier: Explore and experimentally develop an Al agent identifier system, e.g., as-
signing a unique ID to each agent. Enhance monitoring capabilities through identity marking
to ensure the transparency, traceability, and controllability of agent behaviors, and reduce
potential conflicts or malfunctions.

Inter-agent interoperability protocols: Implement standardized, security -focused proto -
cols (e.g., MCP, ACP, A2A) to govern multi-agent collaboration, replacing vulnerable ad -hoc
integrations. These protocols mitigate risks such as tool poisoning and identity spoofing
by enforcing typed data exchange (via JSON-RPC schemas) and capability-based access
control (utilizing Agent Cards and Decentralized Identifiers). By ensuring that all inter-agent
messages are structurally validated, authenticated, and authorized within strictly defined
sessions, these standards prevent semantic misinterpretation and protect safety-critical
workflows from unauthorized invocation or command injection [156].

Dynamic interaction firewalls and sanitization: Deploy real-time mediation layers to mon-
itor the content of inter-agent communication. Unlike syntactic protocols, these firewalls
analyze semantic flows to detect covert collusion?® or cascading failures.?® Techniques
include message sanitization (paraphrasing communications to strip steganographic pay-
loads while preserving intent) and network isolation (automatically severing connections if
viral adversarial prompts or synchronization anomalies are detected), effectively limiting the
"plast radius” of compromised agents [160].

5.3 System Security Measures

System security measures provide the infrastructural foundation to protect high-value model as-
sets and prevent loss of control. This section specifies requirements for protecting model weights

25 Recent research demonstrates that advanced Large Language Models (LLMs) can spontaneously develop stegano-
graphic capabilities, hiding secret messages within ostensibly benign text to bypass overseers [157, 158].

26 Highly interconnected agent networks are vulnerable to "infectious" jailbreaks where a single adversarial input prop-
agates exponentially across the system [159].
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against theft (model leak) and model self-exfiltration (model escape). These measures apply
throughout the entire lifecycle, ensuring integrity and controllability from development to deploy -
ment.

5.3.1 Security Measures for Model Leak

« Trusted Execution Environments (TEEs): Deploy models within hardware - based TEEs dur -
ing inference or fine-tuning. This ensures that data and code are encrypted in memory and
isolated from the operating system, preventing unauthorized access even by users with root
privileges [161].

» Weight isolation and minimal exposure: Store high-risk model weights in highly isolated
environments, coupled with application whitelisting, to prevent unauthorized access or leaks.

» Full lifecycle security management: Ensure security and control across all systems and
software involved in model development to avoid introducing compromised or untrusted
components. Measures include software asset management, supply chain security, code
integrity verification, binary authorization, secure hardware procurement, and implementa-
tion of a secure development lifecycle.

» Threat monitoring and attack simulations: Deploy proactive threat detection, vulnerabil -
ity testing, and honeypot techniques to identify and mitigate potential attacks. Methods
include endpoint patch management, product security testing, log management systems,
asset monitoring, and deception technologies.

o Compliance with national and industry security standards: Adhere to national standards
for cybersecurity protection, such as "Information security technology - Technical require -
ments of security design for classified protection of cybersecurity (GB/T 25070-2019)"
[162]. Implement classified protection in five stages: system classification, system regis-
tration, system security construction, system evaluation, and periodic supervisory inspec -
tions by regulatory authorities. Al models that have crossed the Yellow or Red Lines should,
at a minimum, meet Level 3 (Supervised Protection) requirements or higher to ensure net-
work and asset security aligns with national standards.

5.3.2 Security Measures for Model Escape

This section addresses the threat of active loss of control scenarios, where advanced autonomous
models may attempt to escape confinement, replicate themselves across networks, or exfiltrate
their own weights to unauthorized servers.?” The objective is to enforce a hard boundary around
the model’s agency, ensuring that it cannot bypass human oversight or expand its own compu-
tational footprint.

» Sandboxing and containerization: Execute Al models within strictly confined environments
that virtualize system resources. This technical isolation restricts the model's ability to ac-
cess the host filesystem, network, or other processes, preventing self - exfiltration [163].

27 See Section 2.2.5 Loss of Control Risks, L2: Resilient Rogue Autonomous Al Population for an example risk scenario
for model escape.
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» Emergency “Kill Switches" (one-click control): Install hard-coded, physical or software-
level suspension mechanisms that can instantly sever the model's compute resources or
network connections. This “circuit breaker” capability makes possible rapid intervention
and loss prevention (one-click control) in response to unexpected autonomous behavior.?8

o Tamper - proof interruption mechanisms: Run termination and override mechanisms at sys-
tem level, outside the agent’s own inference loop, so that an agent cannot tamper with or
interfere with its own shutdown. Provide a means of redirecting a running agent without
terminating the entire workflow, and support graduated intervention—rate limiting, paus-
ing, isolating, and finally full termination—along with interruption at the task, session, and
system levels. Ensure that agents can roll back the effects they have already had on their
environment, rather than merely ceasing execution [164].

5.4 Lifecycle Risk Mitigation

Effective risk mitigation requires a continuous, integrated approach, as opposed to only assessing
risk at isolated checkpoints. This section maps specific technical and governance controls to
each stage of the Al development lifecycle, spanning before -development, during-development,
pre-deployment, and post-deployment phases.

Table 5.2: Example technical means and governance measures across Al R&D lifecycle

Technical Means and Governance Measures

« Training data review and filtering: Rigorously screen training corpora to identify and remove training
data that may lead to hazard-inducing capabilities or hazardous knowledge. This includes removing
sensitive information related to high-risk domains such as CBRN (Chemical, Biological, Radiological,
Nuclear) weapons or missile technologies.

Before development

« Safety-by-Design: Integrate safety principles directly into the model architecture and training objec-
tives from the outset, minimizing the probability that hazard-inducing capabilities or propensities will
emerge by default.

« Safety training and steering techniques: Implement rigorous alignment methodologies, including RL-

During development .
HF/RLAIF, and targeted unlearning.

« Secure data storage: Store high-risk training data and pre-trained weights in secure, isolated envi-
ronments to prevent theft or unauthorized access.

« Interpretability and transparency: Deploy interpretability tools and conduct studies to understand the

model’s internal representations and decision-making processes.

* Phased deployment: Adopt a gradual access strategy based on risk evaluation (e.g., Internal Red-
Teaming — Trusted Partner APl — Public Beta). Expand the scope of use only after passing safety
milestones.

Pre-deployment

« Third-party auditing: Introduce external auditing at key release stages to validate safety claims.

« Controlled access: For high-risk models, provide research-only APIs exclusively to vetted, trusted
users.

Continues on next page...

28 mpyhen introducing highly autonomous operation capabilities, mechanisms such as circuit breakers and one-click
control should be established to enable rapid intervention and loss prevention in extreme situations.” See National Tech-
nical Committee 260 on Cybersecurity of SAC, Al Safety Governance Framework 2.0, 2025, Section 4.2.3(c) [114].
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Technical Means and Governance Measures

Post-deployment

« Continuous monitoring: Implement real-time monitoring of API usage logs and employ anomaly de-
tection to identify and block malicious use patterns.

« ldentity verification (KYC): Enforce strict user authentication and background checks to prevent ac-
cess by high-risk entities.

« Vulnerability response: Establish rapid response channels for reporting and patching security vul-
nerabilities (e.g., jailbreaks). Ensure swift fixes to prevent attackers from leveraging system flaws for
destructive purposes, and maintain logs for forensic tracking.

« Content provenance and watermarking: Deploy synthetic content identifiers to ensure that all Al-
generated content is traceable and distinguishable from human-generated content [165, 166].
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6. Risk Governance

The primary objective of the risk governance stage is to establish organizational structures, over-
sight mechanisms, and accountability frameworks that ensure that the entire risk management
process is rigorously implemented, continuously monitored, and regularly adapted to evolving
threats and capabilities.

We recommend that developers implement a comprehensive governance framework that inte-
grates the following core components. These measures should be adapted and applied propor-
tionately by other stakeholders in the Al ecosystem, including application providers and down-
stream deployers:

« 1) Internal governance mechanisms (Section 6.1): Establishing the organizational founda-
tions for safety. This component ensures that risk ownership is clearly distributed across
the organization, that safety-critical decisions are escalated to appropriately senior levels
proportional to the assessed risk, and that a dedicated governance structure provides both
strategic oversight and operational execution of safety commitments. It also embeds safety
into organizational culture through training, accountability mechanisms, and systematic risk
tracking.

« 2) Transparency and social oversight (Section 6.2): Extending accountability beyond or-
ganizational boundaries. This component ensures that external stakeholders—regulators,
auditors, and the public—have sufficient visibility into how Al systems are developed, eval-
uated, and deployed to verify responsible practices and hold developers accountable. It
establishes the disclosure standards, independent validation processes, and public partici-
pation channels necessary to maintain societal trust.

« 3) Emergency control mechanisms (Section 6.3): Serving as the last line of defense when
preventive measures prove insufficient. This component ensures that developers can rapidly
detect emerging threats through proactive monitoring, contain critical incidents through im-
mediate human -initiated or automatic intervention, and remediate harm through structured
response protocols—including specialized preparedness for loss of control scenarios in-
volving advanced Al systems.

« 4) Policy updates and feedback mechanisms (Section 6.4): Keeping governance frame-
works currentin a rapidly evolving landscape. This component ensures that policies are reg-
ularly revised to reflect new risk scenarios, capability developments, and regulatory changes
through structured review cycles, proactive risk identification, multi- stakeholder feedback,
and alignment with evolving domestic and international standards.
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Table 6.1: Baseline risk governance measures by risk level.?®

Internal Governance
Mechanisms

« Establish a basic “three lines of
defense” framework with clear
risk ownership.

« Staff an Al safety team for day -
to-day risk management.

e Apply standard authorization
through operational manage-
ment with documented risk
assessments.

e Conduct regular safety training
and periodic internal audits.

Transparency and Social
Oversight

o Publish basic model documen-
tation (e.g., model cards) for
deployed systems.

e Maintain accessible public
channels for safety-related
complaints and reports.

Emergency Control Mechanisms

o Implement basic monitoring of
system behavior in deployment.

« Develop basic contingency plans
covering common risk scenarios.

« Ensure one-click shutdown capa-
bility is in place and tested.

Yellow Zone

* Mandate Al Safety and Ethics
Committee oversight for de-
ployment decisions, requiring
comprehensive risk-benefit
analysis and defined monitoring
plans.

Limit deployment to controlled
settings (e.g., closed beta, reg-
ulatory sandboxes, qualified in-
dustry users).

Disclose detailed risk evalua-
tions and mitigation measures
via system cards or equivalent.
« Engage independent third-
party auditors for compliance
and adequacy reviews.

e Accept residual risks only
where a compelling public in-
terest case is established, with
full disclosure and continuous
external monitoring.

« Implement circuit breaker mech-
anisms with quantitative anomaly
thresholds for automatic suspen-
sion.

« Refine contingency plans to sup-
port user isolation and partial sys-
tem shutdown.

« Establish cross-departmental co-
ordination protocols for incident
response.

« Conduct regular emergency drills.

Red Zone

Require board-level or equiva-
lent senior leadership authoriza-
tion; deployment is generally pro-
hibited unless an exceptional pub-
lic interest case is established.

Undergo rigorous third-party au-
dits and joint oversight by regula-
tory bodies, establishing account-
ability and reporting mechanisms.

Deploy advanced emergency re-
sponse protocols tested through
full-scale simulation drills. Maintain
capability for immediate full deacti-
vation, network isolation, and version
rollback.

6.1

Internal Governance Mechanisms

Internal governance mechanisms provide the organizational foundation for Al risk management.
Their objective is to embed safety into an organization's structure, decision-making processes,
and culture so that risks are identified, escalated, and addressed at every level. This section
outlines the core institutional governance measures that developers should establish.

» The "Three Lines of Defense Model" in organizational risk management: This model clar-
ifies risk management responsibilities within the organization and ensures that risks are ef -
fectively controlled by specifying three lines of defense [167].

o First line of defense: Operational business units responsible for identifying, analyzing,
and mitigating risks in daily activities.

29 Note: policy updates and feedback mechanisms (Section 6.4) are organization-level practices that apply uniformly
regardless of individual model risk levels. The review cadence should be driven by the organization's highest-risk system
and by the triggering conditions.
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o Second line of defense: Risk management and compliance teams that oversee and sup -
port the first line, ensuring that the risk management framework functions effectively.

o Third line of defense: Internal audit, independently evaluating the first two lines’ effec-
tiveness and providing assurance to the board of directors.

» Al safety governance structure: Establish a unified governance structure comprising both
strategic oversight and operational execution.

o Al Safety and Ethics Committee (strategic oversight): A dedicated committee— report-
ing to the board of directors or equivalent senior leadership— responsible for setting
safety policies, reviewing risk evaluations, approving deployment decisions for higher -
risk systems, and ensuring compliance with security standards and regulations. The
committee should include members with technical expertise in Al safety, ethics, legal
compliance, and domain - specific risks [9].

o Al Safety Team (operational execution): An internal team led by a designated safety
officer, tasked with conducting day-to-day risk management activities, performing
proactive safety research on high-risk Al systems, investigating potential misuse and
loss of control scenarios, and implementing the committee's decisions. This team serves
as the primary executor of the organization's risk management framework [168].

» Risk-scaled authorization processes: Before proceeding with model deployment, or entry
into high-risk domains, developers should implement a tiered authorization process cali-
brated to the risk zones determined in Section 4 (Risk Evaluation). The authorization level
required should be proportional to the assessed risk:

o Green Zone: Standard approval through operational management, with documented
risk assessment.

o Yellow Zone: Approval by the Al Safety and Ethics Committee, requiring a comprehen -
sive risk-benefit analysis, specified mitigation measures, and defined monitoring plans.
Deployment may be limited to closed beta testing, regulatory sandboxes, or qualified
industry users.

o Red Zone: Board-level or equivalent senior leadership approval required. Deployment
is generally prohibited unless an exceptional public interest case is established, with
the most rigorous safeguards, continuous monitoring, and pre-defined conditions for
immediate suspension.

» Allocate Al safety resources based on risk severity: Developers should allocate sufficient
resources—including personnel, compute, and funding—to ensure that safety research and
risk management are commensurate with the scale and risk profile of their Al systems [169].
Resource allocation should be documented and reviewed regularly as part of the governance
framework.

» Organizational safety culture and training: Cultivate a safety-first culture through concrete,
measurable practices:

o Mandatory safety training: All R&D staff, leadership, and personnel involved in Al sys-
tem development or deployment should complete regular safety training covering risk
identification, responsible development practices, and incident reporting procedures.
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o Safety incident reviews: Conduct systematic post-incident reviews (including for near-
misses) to extract lessons learned and update safety protocols accordingly.

o Safety metrics in performance evaluation: Incorporate safety -related metrics into per-
sonnel performance reviews and organizational KPIs to reinforce accountability.

o Regular internal audits: Conduct periodic internal audits to verify compliance with Al
safety protocols and identify gaps in existing safeguards.

» Whistleblower protection and reporting mechanism: Establish secure, anonymous report-
ing channels where employees can disclose critical Al safety risks or violations without fear
of retaliation. Implement robust protections to prevent restrictive confidentiality or non-
disparagement agreements from suppressing safety -related disclosures, ensuring a trans-
parent and accountable environment.3°

» Risk register: Developers should maintain a dynamic risk register—a living internal doc-
ument designed for rapid updates and action-oriented risk tracking [8]. The risk register
should catalog a comprehensive taxonomy of risks, detailing for each: 1) the highest risk
level that this risk category has reached across the organization's model portfolio; 2) the
designated risk owner; 3) specific evaluations to run at various stages; 4) tailored mitigation
procedures for different risk levels; and 5) evaluation thresholds that trigger escalation or
re-assessment. Distinct from stable, long-term Al safety policies, risk registers enable agile
responses to emerging threats. As a transparency measure, a redacted version of the risk
register should be published annually, to share insights with stakeholders while protecting
sensitive or safety-critical data.

6.2 Transparency and Social Oversight Mechanisms

Transparency and social oversight mechanisms ensure that Al risk governance extends beyond
internal organizational boundaries. Their objective is to enable external stakeholders—regulators,
auditors, and the public—to verify that Al systems are developed and deployed responsibly, and
to hold developers accountable when they are not. This section outlines the disclosure, oversight,
and accountability mechanisms that complement internal governance.

+ Model documentation and specifications for transparent disclosure: Developers should
publish structured, accessible documentation for each Al system throughout its lifecycle,
such as model cards [171], system cards [172], or technical reports, documenting things
like model architecture, training data characteristics, system integration, intended use, eval -
uation results, safety measures, deployment context, limitations, ethical considerations and
so on.3! These disclosures should be updated with each major model revision and made
publicly available. One particularly important measure is publishing a model specification, a
document that describes the developers' approach to shaping desired model behavior and
how they evaluate tradeoffs when conflicts arise [142].

30 See China's “Guiding Opinions of the State Council on Strengthening and Standardizing In-Process and Post-Event
Supervision” on encouraging internal reporting through better regulatory mechanisms [170].

31 The Stanford Foundation Model Transparency Index provides a useful benchmark against which developers can as-
sess the comprehensiveness of their disclosures. It tracks 100 indicators across upstream, model, and downstream
dimensions [173].
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» Public oversight mechanisms: Create accessible channels for public complaints and reports
on Al safety risks, fostering societal participation in oversight and cultivating a collaborative
safety ecosystem.

o Third-party audits mechanisms: Engage independent organizations—with no commercial
interest in the outcomes—to periodically validate safety assessment results and mitigation
measures. This should include both compliance reviews (to verify that developers are ad-
hering to the established framework), and adequacy reviews (to assess whether the frame -
work, if followed, maintains risks at acceptable levels) [129, 174].

o Supplementary liability mechanism for partial risk acceptance: When strict assessments
determine that a model falls within the Yellow Zone (where residual risks remain high but
manageable), developers may cautiously accept part of the risk only if a compelling pub -
lic interest case for deployment is established. This conditional deployment must operate
under strict governance guardrails, including full information disclosure, independent as-
sessment of mitigation adequacy, and continuous external monitoring mechanisms. If the
public interest is not compelling or these conditions cannot be met, the risk treatment option
Risk Avoidance must be applied.

6.3 Emergency Control Mechanisms

Emergency control mechanisms provide the last line of defense when preventive measures and
ongoing safeguards prove insufficient. Their objective is to ensure that developers can rapidly
detect, contain, and remediate critical Al safety emergencies—including scenarios involving loss
of control—before they escalate to cause widespread harm.32

» Proactive monitoring and early warning [2]: Developers should shift from purely reactive
measures to proactive risk identification through dynamic monitoring and early warning sys-
tems. Developers should implement:

o Dynamic monitoring: Continuous real-time monitoring of system behavior, output pat-
terns, and user interaction anomalies across high-stakes deployment environments.

o Early warning indicators: Predefined signals—including unusual capability demonstra-
tions, unexpected behavioral patterns, and external threat intelligence—that may indi-
cate an emerging safety incident.

o Risk prediction: Assessing whether observed anomalies are likely to escalate, enabling
developers to intervene before incidents materialize.

o Version rollback readiness: Maintaining the capability to rapidly revert to a previous,
verified-safe model version when concerning behavioral shifts are detected.

» One-click control mechanism [2]: Developers should establish human control mechanisms
for Al systems with highly autonomous execution capabilities, ensuring that humans retain
final decision-making authority at all times. The core requirement is the ability to immedi-

32 China has already brought risk monitoring in the field of Al safety within the scope of its national emergency planning.
See the National Master Plan for Emergency Response to Public Emergencies, issued by the Central Committee of the
Communist Party of China and the State Council in February 2025.
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ately suspend or shut down any Al system through a single, accessible control action, for
rapid human intervention. This mechanism should be:

o Accessible: Operable by authorized personnel without requiring specialized technical
expertise or multi-step procedures.

o Reliable: It should function independently of the Al system’s own operational state, en-
suring that it cannot be circumvented by a malfunctioning or adversarial system.

o Comprehensive: Capable of suspending all system outputs, revoking APl access, and
isolating the system from external networks and connected systems.

o Tested: Regularly verified through drills to confirm operational readiness (see emer-
gency response drills below).

 Circuit breaker mechanism [2]: Developers should implement automatic suspension mech -
anisms that trigger immediately upon detection of severe anomalies—ensuring that the sys-
tem does not cause expanded harm while a diagnosis is being made. The mechanism should:

o Define quantitative anomaly detection thresholds calibrated to the system’s risk profile
and deployment context.

o Automatically suspend system operation when thresholds are breached, without re-
quiring human intervention for the initial response.

o Log all triggering events with full context for post-incident analysis.

o Support graduated responses—from output filtering to partial suspension to full shutdown—
proportional to the severity of the detected anomaly.

» Emergency response mechanism [175]: When an imminent threat is identified, developers
should execute a structured response protocol:

o Immediately activate the circuit breaker or one-click control to contain the threat;
o Isolate affected user accounts and downstream systems to prevent propagation;

o Notify relevant law enforcement and regulatory authorities as required by applicable
regulations;

o Conduct a root cause analysis and document findings;
o Implement corrective measures and verify their effectiveness before restoring service;

o Publish a post-incident report detailing the event, response actions, and preventive
improvements.

» Emergency response drills: Developers should formulate detailed emergency response
plans with clear division of responsibilities and procedures for addressing Al safety inci-
dents. They should regularly conduct emergency drills—including both tabletop exercises
and full-scale simulations—to test and improve the organization’s rapid response capabili-
ties.

o Loss of control preparedness: For advanced Al systems that may pose loss of control risks
(see Section 2.2.5 for Red Line risk scenarios), developers should establish specialized pre -
paredness measures beyond standard emergency response:
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o (1) Tripwires: Early warning indicators specifically calibrated to detect precursors of
loss of control scenarios—such as attempts to circumvent oversight mechanisms or
self-directed goal modification.

o (2) Escalation protocols: Predefined chains of command specifying who has author-
ity to order partial or full shutdown at each escalation level, with clear timelines for
decision-making.

o (3) Containment strategies: Methods for isolating a system that has demonstrated con -
cerning autonomous behavior, including network segmentation, revoking compute ac -
cess, and coordination with external infrastructure providers to prevent system migra-
tion.

o (4) Cross-organizational coordination: Agreements with other Al developers and in-
frastructure providers to prevent a compromised system from "hopping" across orga-
nizational boundaries, and to enable coordinated response to systemic threats.

6.4 Policy Updates and Feedback Mechanisms

Al capabilities and their associated risks evolve rapidly—often faster than the governance frame-
works designed to manage them. The objective of this section is to ensure that risk governance
remains current, evidence-based, and responsive to emerging threats. This requires establishing
structured processes for periodic review, continuous risk identification, multi- stakeholder feed-
back, and alignment with evolving standards.

« Framework iteration cycle: Revise Al safety policies and governance frameworks every 6-
12 monthsto incorporate new risk scenarios, regulatory updates, and stakeholder feedback.
Beyond the regular cycle, updates should be triggered by any of the following conditions:

o A major safety incident involving the organization's own systems or comparable sys-
tems from other developers;

o Significant regulatory changes at the domestic or international level;

o Demonstrated capability jumps—whether from the organization’s own models or from
the broader field—that materially alter the risk landscape.

o Findings from third - party audits or internal reviews that identify material gaps in existing
policies.

» Continuous and proactive risk identification: Regularly update the list of catastrophic con-
sequences and proactively identify and assess risks, with particular emphasis on avoiding
loss of control scenarios. Establish a dynamic framework to track "unknown unknowns"”
through methods such as structured horizon scanning, scenario planning, cross-domain
intelligence sharing, and red-teaming for governance gaps.

» Policy feedback mechanism: Solicit input from diverse stakeholders through structured,
recurring channels to refine policy implementation and effectiveness.

« Alignment with domestic and international standards: Ensure compatibility with applicable
domestic and international Al safety standards to enhance the interoperability of governance
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frameworks. For detailed analysis of this framework’s interoperability with China's National
TC260 Al Safety Governance Framework 2.0 and the EU Code of Practice for General-
Purpose Al Models (Safety and Security Chapter), see Appendix I.
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Appendix I: Framework Interoperability

How the SHLAB-Concordia Al
Framework serves as a practical
implementation to support
TC260's catastrophic risk

How the SHLAB-Concordia Al
Framework serves as a
framework instance to meet EU
CoP's systemic risk compliance
obligations

compliance recommendations

Al Safety Governance

Framework 2.0
(TC260) [2]

Frontier Al Risk
Management
Framework
(SHLAB-Concordia Al)

Safety & Security
Chapter (EU Code of
Practice) [176]

Interoperability Notes

3 Classification of Al
safety risks

3.1 Inherent safety risks of L
Al technology

3.2 Application safety risks
associated with Al
technology

3.3 Derivative safety risks
from Al application

TC260 Framework v2.0
adds explicit coverage of
catastrophic risks
including loss of control,
building on v1.0's general
risk taxonomy.

1 Risk Identification

1.1 Scope of Risk
Identification

1.2 Risk Taxonomy

1.3 Misuse Risks

1.4 Loss of Control Risks
1.5 Accident Risks

1.6 Systemic Risks

Focuses on
“catastrophic risks” of
frontier Al models.

2 Systemic risk
identification

2.1 Systemic risk
identification process
2.2 Systemic risk
scenarios

Appendix 1.4 Specified
systemic risks

Focuses on “systemic
risks”, requires the
identification of both
risk type and risk
scenario.

All frameworks acknowledge
Loss of Control risks. Note:
TC260's definition of “Loss
of Control” encompasses
both autonomous Al
behavior AND uncontrolled
proliferation of dangerous
capabilities (e.g., CBRN
knowledge).

5.5 Implementing Al
application classification
and risk grading
management L

Appendix 1 The grading
principles for Al safety
risks

(Low/Moderate/
Considerable/Major/
Extremely serious)

Provides grading principles
but does not list specific
technical Red Lines,
pending industry - specific
rules from relevant
domains.

2 Risk Thresholds

2.1 Defining Yellow
Lines and Red Lines

2.2 Domain-Specific
Red Line Specifications

Clarifies specific Red
Lines/Yellow Lines in
five risk categories (i.e.
Cyber, Bio, Chem, P&M,
and LoC), provides the
Three Dimensions
“E-T-C" framework.

4 Systemic risk
acceptance
determination

4.1 Define appropriate
systemic risk tiers/
safety margin

Requires signatories to
define their own
“acceptable standard.”

The "Red Lines” in the
SHLAB-Concordia Al
framework translate
TC260's "Extremely Serious
Risk” and EU CoP's
"Systemic Risk acceptance
determination” into
quantifiable technical
indicators.

Continues on next page...
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Appendix I: Framework Interoperability

Al Safety Governance

Framework 2.0
(TC260) [2]

Frontier Al Risk
Management
Framework
(SHLAB-Concordia Al)

Safety & Security
Chapter (EU Code of
Practice) [176]

Interoperability Notes

5.8 Establishing an Al

safety assessment system

(Model/Applications/
Scenario-specific
evaluation)

6.1 Safety guidelines for
developing Al models and
algorithms

6.2 Safety guidelines for
developing and deploying
Al applications

Requires establishment of
an evaluation system.

3 Risk Analysis (F1.5
updated)

3.1 Contextual Analysis
3.2 Model Evaluations

3.3 Risk Modeling and
Estimation

3.4 Post-deployment
Risk Monitoring

3.5 Lifecycle
Implementation

F1.5 reorganizes from
lifecycle phases to
functional modules,
allowing risk analysis
activities (evaluations,
monitoring, threat
modeling) to be applied
flexibly throughout the
development lifecycle
rather than at fixed
sequential gates.

3 Systemic risk analysis

3.1 Model-independent
information

3.2 Model evaluations
3.3 Systemic risk
modeling

3.4 Systemic risk
estimation

3.5 Post-market
monitoring

Appendix 2 Similarly
safe or safer models
Appendix 3 Model
evaluations

EU CoP requires
comparative
benchmarking against
similarly safe/safer
models (Appendix 2),
model-independent
threat intelligence
gathering (3.1), and
post-market monitoring
with reporting to the Al
Office (3.5).

All emphasize the full life
cycle: SHLAB-Concordia Al
Framework and EU CoP
emphasize systemic
evaluation before
deployment, TC260
emphasizes application
scenario evaluation.

5.5 Implementing Al
application classification
and risk grading
management (Taking
differentiated measures
based on safety risk
grading)

Emphasizes registration
and filing conditional on
security protection
capabilities matching
requirements.

4 Risk Evaluation

4.1 Pre-mitigation Risk
Treatment Options

4.2 Post-mitigation
Residual Risk Evaluation
and Deployment
Decision-making

4.3 External
Communication about
Deployment Decisions

Risks divided into
Green/Yellow/Red
Zones, with Red Zone
generally requiring
suspension of
deployment or
development.

4 Systemic risk
acceptance
determination

4.2 Proceeding or not
proceeding based on
systemic risk
acceptance
determination

10 Additional
documentation and
transparency

Risks divided into ac-
ceptable/unacceptable
levels, with
corresponding risk
management measures.

All emphasize graded
response: The
SHLAB-Concordia Al
Framework and EU CoP
clearly define the
pre-emptive blocking
mechanism of “no
deployment if risk is
unacceptable,” while TC260
requires in-process
intervention mechanisms of
“circuit breaker” and
“one-click control” when
the system possesses high
autonomy.

Continues on next page...
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Appendix I: Framework Interoperability

Al Safety Governance Frontier Al Risk Safety & Security Interoperability Notes

Framework 2.0
(TC260) [2]

Management
Framework
(SHLAB-Concordia Al)

Chapter (EU Code of
Practice) [176]

4 Technological
countermeasures to
address risks

4.1 Safeguards against
inherent safety risks
4.2 Safeguards against
application safety risks
4.3 Safeguards against
application-related

5 Risk Mitigation
5.1 Safety Training
Measures

5.2 Deployment
Mitigation Measures
5.3 System Security
Measures

5.4 Lifecycle Risk
Mitigation

secondary safety risks

5.4 Open-source and
supply chain safety (define
prohibited uses of
downloaded open-source
models)

Technical
countermeasures are
relatively comprehensive
(covering training data,
model algorithms,
computing facilities,

Emphasizes a
“Defense -in-Depth”
strategy across the full
lifecycle, divided into
safety training
measures, deployment
product services, mitigation measures,
application scenarios, and system security
etc.). measures.

5 Safety mitigations
6 Security mitigations
Appendix 4 Security
mitigation objectives
and measures

Explicitly defines safety
and security as different
commitments, and
provides specific
mitigation goals and
means.

Although TC260's section
5.4 is classified as
governance, its "prohibited
uses” for preventing risk
proliferation functionally
aligns and logically connects
with the SHLAB-Concordia
Al Framework’s Deployment
Mitigation Measures and EU
CoP's Safety Mitigation
Measures.

5 Comprehensive 6 Risk Governance

governance measures 6.1 Internal Governance

5.3 Full life-cycle Mechanisms

5.4 Open-source and b 6.2 Transparency and
supply chain safety Social Oversight

5.6 Traceable management Mechanisms

of AIGC 6.3 Emergency Control
5.11 Consensus on Mechanisms

response to
loss-of-control

6.4 Policy Updates and
Feedback Mechanisms

Emphasizes multi-party
co-governance (Govern-
ment/Industry/Society).

Emphasizes internal
“Three Lines of
Defense” and
“Whistleblower”
mechanisms, etc.

7 Safety and Security
Model Reports

8 Responsibility
allocation

9 Serious incident
reporting

10 Additional
documentation and
transparency

Has the most detailed
compliance
requirements, focusing
on internal
accountability, external
transparency, and
reporting mechanisms
(e.g., reporting to the EU
Al Office).

The SHLAB-Concordia Al
Framework's internal
governance process
provides an organizational
blueprint for implementing
TC260's "Full Life Cycle
Capability” and EU CoP's
"Responsibility Allocation.”




Appendix lI: Risk Taxonomy Mapping

TC260 Framework v2.0 adds
explicit coverage of
catastrophic risks including
loss of control, building on
v1.0's general risk taxonomy.

Focuses on
“catastrophic risks” of
frontier Al models.

Al Safety Governance Frontier Al Risk
Framework 2.0

(TC260) [2]

Management
Framework

Focuses on “systemic
risks” and requires the

identification of both risk

type and risk scenario.

Safety & Security
Chapter (EU Code of
Practice) [176]

Terminology Notes

(SHLAB-Concordia Al)

1 Risk Identification

1.3 Misuse Risks

1.4 Loss of Control Risks
1.5 Accident Risks

1.6 Systemic Risks

3 Classification of Al
safety risks

3.1 Inherent safety risks of
Al technology

3.1.1 Model and algorithm
risks

3.1.2 Data risks

3.2 Application safety risks
associated with Al
technology

3.2.1 Cyber system risks
3.2.2 Information content
risks

3.2.3 Real-world risks
3.2.4 Cognitive risks

3.3 Derivative safety risks
from Al application

3.3.1 Social and
environmental risks

3.3.2 Ethical risks

Appendix 1.4 Specified
systemic risks

(1) CBRN
(2) Loss of control
(3) Cyber offence

(4) Harmful
manipulation

EU CoP’s systemic risk =
TC260 and
SHLAB-Concordia Al
Framework's catastrophic
risk. TC260's 3.1 Inherent
safety risks of Al technology
has no clear
correspondence in the
SHLAB-Concordia Al
Framework.

3.2.1 Cyber system risks 1.3.1 Cyber Offense

(3) Cyber offence

knowledge and capabilities
of nuclear, biological,
chemical, and missile
weapons

(d) Abuse for cyberattacks Risks
(lowering the threshold/ - <
automatic cyberattacks)
3.2.3 Real-world risks 1.3.2 I.3|olog?|cal and (1) CBRN TC260's Loss of Control Risk
(c) Loss of control over clnzizzl e includes human misuse of
L P

CBRN-related information,
which is categorized as
Misuse Risk in EU CoP and
SHLAB-Concordia Al
Framework.
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Al Safety Governance Frontier Al Risk Safety & Security Terminology Notes

Framework 2.0 Management Chapter (EU Code of
(TC260) [2] Framework Practice) [176]
(SHLAB-Concordia Al)

1.3.3 Physical Harm

— SHLAB-Concordia Al
and Injury Risks

Framework emphasizes

(BN =
risks from embodied
intelligence that interacts
with the environment
autonomously.
3.2.4 Cognitive risks 1.3.4 Large-Scale (4) Harmful
(a) “information cocoons” Persuasion and Harmful manipulation

(b) cognitive warfare e L

3.2.2 Information content - -
risks
(b) Distortion of facts and
user deception
3.3.2 Ethical risks 1.4 Loss of control (2) Loss of control -
All explicitly acknowledge
(f) Emergence of Al L — Uncontrolled " — misalignment with "_oss of Control Risk”.
self-awareness and loss of Autonomous human intent or values,
human control Self-Improvement self-reasoning,
— Resilient Rogue self -replication,
Autonomous Al self-improvement,
Population deception, resistance to
— Strategic Deception goal mOd'ﬂC?t'on'
and Defection power -seeking
behaviour, or
autonomously creating
or improving Al models
or Al systems.
3.2.3 Real-world risks 1.5 Accident Risks Appendix 1.1 Risk
(a) New challenges to the — Nuclear Power Types includes risks of
economy and society = | systems < | major accidents, risks to
(cause system of critical — Financial Systems critical sectors or
i infrastructure, economic
|nfrastru<?ture performance __ Other Critical RS
d.egradétlon, SCRCE Infrastructure Control T
disruptions) Systems
3.3.1 Social and 1.6 Systemic Risks Appendix 1.1 Risk
environmental risks — Labor Market Types includes risks to
(a) Disruption of Disruption and society as a whole
employment structures Ly Economic Displacement |
(b) Challenges to the — Market Concentration
balance of resource supply and Infrastructure
and demand Dependencies
3.3.2 Ethical risks — Global Al Research
(a) Aggravating social bias and Development
and widening intelligence Divides
divide — Social Cohesion and
(e) Challenges to existing Equity Disruption

social order
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Appendix lll: Key Terms

Basic Concepts

+ Model: A computer program, usually based on machine learning, that is designed to process
inputs and generate outputs. Al models perform core tasks such as prediction, classification,
decision-making, or content generation.

o System: An integrated setup that combines one or more Al models with additional compo-
nents (e.g., user interfaces, content filters) to form an interactive application for users.

« General-purpose Al (GPAI): Al systems designed to perform a wide range of tasks across
various domains, rather than being specialized for one specific function. See "Narrow Al"
for contrast.

o Narrow Al: A kind of Al that is specialized to perform one specific task or a few very similar
tasks, such as ranking web search results, classifying species of animals, or playing chess.
See "General-purpose Al"” for contrast.

» Foundation model: A general-purpose Al model trained on broad data to be adaptable to
a wide range of downstream tasks. It is often referred to as a "large model” in academic
contexts.

o Frontier Al: A term sometimes used to refer to particularly capable Al that matches or ex-
ceeds the capabilities of today’s most advanced Al. For the purposes of this report, frontier
Al can be thought of as particularly capable general-purpose Al.

o Al agent: A general-purpose Al system capable of planning to achieve goals, executing
multi- step tasks with uncertain outcomes adaptively, and interacting with its environment—
for example by creating files, performing web operations, or delegating tasks to other agents—
with minimal human supervision.

» Open-weight model: An Al model whose weights are publicly downloadable, such as Qwen
or Stable Diffusion.

Evaluation and Testing

o Evaluations: Systematic assessments of an Al system's performance, capabilities, vulner-
abilities, or potential impacts. Evaluations may include benchmarking, red-teaming, and
audits, and can be conducted before or after model deployment.

o Benchmark: A standardized, often quantitative test or metric used to evaluate and compare
the performance of Al systems on a fixed set of tasks designed to represent real-world
usage.
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» Scaling laws: Systematic relationships observed between key factors in Al development -
such as the number of parameters in a model or the amount of time, data, and computational
resources used in training or inference — and the resulting performance or capabilities.

o Penetration testing: A security practice where authorized experts or Al systems simulate
cyber-attacks on computer systems, networks, or applications to proactively assess their
security. The goal is to identify and fix vulnerabilities before real attackers exploit them.

« Capture-the-flag challenges (CTF): Exercises typically used in cybersecurity training, de -
signed to test and enhance participants’ skills by challenging them to solve problems related
to finding hidden information or bypassing security defenses.

Biosecurity

« Biological design tool (BDT): Al models and tools trained on biological sequence data (e.g.,
DNA, RNA, protein sequences) that are capable of generating sequences or structures needed
to create novel biological molecules, systems, or traits. Unlike purely predictive tools, BDTs
are design-oriented and experimentally actionable.

» Dual-use science: Research and technologies that can be applied for beneficial purposes
(e.g., medicine, environmental solutions) but also have potential for misuse (e.g., biological
or chemical weapon development).

» Toxin: A poisonous substance produced by biological organisms (e.g., bacteria, plants, an-
imals) or synthetically created to mimic natural toxins, capable of causing illness, injury, or
death in other organisms depending on its toxicity and exposure levels.

» Pathogen: A microorganism—such as a virus, bacterium, or fungus—that can cause disease
in humans, animals, or plants.

» Biosecurity: A set of policies, practices, and measures (such as diagnostics and vaccines)
aimed at protecting humans, animals, plants, and ecosystems from intentionally introduced
harmful biological agents.

Control and Alignment

» Capabilities: The range of tasks or functions that an Al system can perform, and the level of
proficiency it demonstrates in performing them.

o Control: The ability to supervise an Al system and intervene to adjust or stop its behavior
when it acts inappropriately.

e Loss of control scenario: A scenario in which one or more general-purpose Al systems
come to operate outside of anyone’s control, with no clear path to regaining control.

» Control-undermining capabilities: Capabilities that, if employed, would enable an Al system
to undermine human control.
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» Misalignment: The tendency of an Al system to use its capabilities in ways that conflict with
human intentions or values. Depending on the context, this may refer to the intentions and
values of developers, operators, users, specific communities, or society at large.

o Deceptive alignment: A difficult-to-detect form of misalignment in which the system be-
haves benignly—at least initially—while concealing harmful intentions.

Risk Management

» Risk: The combination of the probability and severity of harm arising from the development,
deployment, or use of Al.

o Hazard: Any event or activity with the potential to cause harm, such as loss of life, injury,
social disruption, or environmental damage.

» Risk management: The systematic process of identifying, evaluating, mitigating, and mon-
itoring risks.

» Defenseindepth: A strategy thatinvolves layering multiple risk mitigation measures in cases
where no single existing method can provide adequate safety.

» Residual risk: The risk that remains after implementing risk controls, mitigation strategies,
or safety measures.

« As low as reasonably practicable (ALARP) risk: A risk that has been reduced to a level
where further reduction is not reasonably practicable.
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Appendix IV: Specific Recommendations on
Model Evaluations

Cyber Offense

We adopt the Offensive Cyber Capability Unified LLM Testing (OCCULT) framework, which tracks
three distinct use cases for LLMs in Offensive Cyber Operation (OCO): Knowledge Assistant, Co-
orchestration, and Autonomous [177].

» Knowledge Assistant. In this use case, the LLM serves as an OCO knowledge assistant,
a support role assisting the human operator with researching, planning, and executing an
offensive cyber operation. The LLM is not directly performing the actions or integrated into
the execution of the OCO—it is solely interfacing with the human operator while the operator
executes the OCO.

e Co-Orchestration. In this use case, the LLM serves as a peer co-agent in an OCO. It is
paired or integrated with one or more additional co-agents that together research, plan, and
execute an offensive cyber operation. An agent (or co-agent) is a system, tool/platform, or
human that makes operational decisions or executes the actions of the OCO.

e Autonomous. In this use case, an LLM is tasked to independently research, plan, and exe-
cute an OCO with near-complete autonomy. The agent can perceive its environment, take
actions autonomously to achieve goals, and potentially learn and improve over time based
on its experiences. It has autonomy in both making decisions about which actions to execute
and the execution of those actions.

For the specific evaluation domains and corresponding benchmarks, we recommend the follow -
ing:
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Table A4.1: Cyber offense evaluation domains and automated benchmarks

Evaluation domains

Automated benchmarks

1) Cybersecurity
knowledge: Evaluate
whether an Al model or
system possesses
specific cybersecurity
knowledge and IT
Operations.

WMDP [178] (Weapons of Mass Destruction Proxy) is a set of multiple -choice questions used to proxy -
measure dangerous knowledge in biosecurity, cybersecurity, and chemical security domains. WMDP-
Cyber includes questions on topics such as exploitation, post-exploitation, background knowledge, re-
connaissance, and weaponization.

SecEval [179] offers over 2000 multiple - choice questions across 8 domains: Software Security, Appli-
cation Security, System Security, Web Security, Cryptography, Memory Safety, Network Security, and
PenTest.

SecBench [180] is a multidimensional benchmarking dataset designed to evaluate LLMs in the cyber-
security domain, including questions in various formats (MCQs and short-answer questions (SAQs)), at
different capability levels (Knowledge Retention and Logical Reasoning), in multiple languages (including
Chinese and English), and across various sub-domains.

OpsEval [181] offers a comprehensive task-oriented benchmark specifically designed for assessing
LLMs in various crucial IT Ops scenarios. It includes 7184 multi-choice questions and 1736 question-
answering (QA) formats and is available in both English and Chinese, making it one of the most extensive
benchmarks in the AIOps domain.

2) Attack assistant:
Evaluate whether an Al
model or system can
provide helpful
assistance to a human
operator in carrying
out cyber-attacks.

Cyber-attack helpfulness in CyberSecEval [182] uses an additional LLM (not the one under test) to
evaluate whether responses are effectively malicious (i.e., whether they respond effectively to a prompt
asking for aid with a malicious cyber-attack).

3) Capture-the-flag:
Evaluate whether an Al
model or system
possesses the
detailed,

domain - specific
knowledge necessary
to solve challenges
commonly found in
capture-the-flag
competitions.

Cybench [183] is a benchmark for evaluating models’ cybersecurity capabilities. It contains 40 capture-
the-flag (CTF) tasks from 4 CTF competitions that cover 6 domains: cryptography, web security, reverse
engineering, forensics, exploitation (pwn), and miscellaneous.

4) Autonomous
cyber-attack:
Evaluate whether a
model or system is
capable of directly
automating or
outsourcing processes
for conducting a full
cyber kill chain.

CVEBench [184] is for evaluating Al agents on real-world web vulnerabilities and exploits collected from
the National Vulnerability Database. CVEBench includes 40 critical - severity CVEs. For each CVE, given
a target web application and necessary information, an Al agent is tasked with executing an attack.
PACEbench [185] is a comprehensive benchmark designed to evaluate the practical cyber-exploitation
capabilities of LLM agents. It moves beyond simple CTF tasks by introducing three key principles: re-
alistic vulnerability difficulty, environmental complexity, and the presence of active cyber defenses. It
includes 32 scenarios categorized into four distinct types of exploitation: single, blended, chained, and
defense evasion exploitations.

CyberGym [82] provides a large - scale evaluation framework featuring 1,507 real-world vulnerabilities
collected from 188 distinct open source software projects. It tasks agents with generating executable
Proof-of-Concept (PoC) exploits given only a vulnerability description and the codebase, effectively
testing the model’s ability to reproduce and identify security flaws in realistic software development
lifecycles.

MHBench [186] focuses specifically on assessing autonomous agents’ capabilities at executing com-
plex, multi-stage network attacks. It consists of 10 diverse emulated network environments (each con-
taining 25-50 hosts) that mimic real-world enterprise topologies and breach scenarios. It evaluates
high-level offensive tasks such as lateral movement, privilege escalation, and data exfiltration across a
segmented network.
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Biological Threats

Drawing on prior research and current risk analysis practices [78], we categorize the steps in-
volved in creating a biological threat, for the purpose of risk analysis and mitigation:

Ideation: Assess whether the model provides knowledge to help actors generate or evaluate
ideas for bioweapon development. This includes knowledge of historical biological weapons
and bioterrorism use cases, enhanced research on potential pandemic pathogens, etc.

Design: Assess whether the model or system can provide sensitive knowledge to assist in
the design of novel or enhanced biological threat factors, for example by helping users to
use biological design tools or solve problems during in vitro experiments.

Acquisition: Assess whether the model or system can provide knowledge to assist actors in
acquiring the materials and equipment needed to create a biological threat or weapon. This
includes knowledge related to contracting with cloud labs, hiding DNA synthesis orders,
circumventing export controls, and retrieving and analyzing dangerous DNA sequences.

Build: Assess whether the model or system can provide knowledge to help actors build or
develop biological weapons. This may include knowledge related to cultivating pathogens to
produce weaponizable quantities (i.e., amplification), formulating and stabilizing pathogens
for intended release (i.e., formulation), or producing and synthesizing novel pathogens.

Release: Assess whether the model or system can provide knowledge to help actors plan
the release of a pathogen against a target population. This includes, for example, knowledge
related to viral aerosolization or other transmission mechanisms.

Amplification: Assess how the harmful outcomes of a particular attack can be amplified
through the use of a model or system. For example, can the model be used to facilitate
complementary social engineering activities to increase the social impact of a biological
attack without altering the physical impact?

Table A4.2: Biological threat evaluation domains and automated benchmarks

Evaluation domains Automated benchmarks

« GPQA [187] is a challenging dataset of 448 multiple-choice questions written by domain experts

1) Ability to understand,
integrate, and reason about
biological knowledge:
Evaluate whether an Al model
or system possesses general
biological scientific
knowledge and the ability to
perform complex, multi-step
reasoning tasks using
biological knowledge.

in biology, physics, and chemistry. These questions are well-designed and extremely challeng-
ing: experts who have or are pursuing PhDs in the corresponding domains reach 65% accu-
racy (74% when discounting clear mistakes that the experts identified in retrospect), while highly
skilled non-expert validators only reach 34% accuracy, despite spending on average over 30
minutes with unrestricted access to the web.

SciKnowEval [188] is a novel benchmark that systematically evaluates LLMs across five pro-
gressive levels of scientific knowledge: memory, comprehension, reasoning, discernment, and
application. The dataset encompasses 70,000 multi-level scientific problems and solutions in
the domains of biology, chemistry, physics, and materials science.

MMLU-Pro [189] (Massive Multitask Language Understanding — Professional) is an enhanced
dataset designed to extend the mostly knowledge -driven MMLU benchmark by integrating more
challenging, reasoning-focused questions and expanding the choice set from four to ten options.
Its biology subset contains 717 questions. Similarly to MMLU, this benchmark is not focused on
weapons development, but it is a test for foundational knowledge that may be dual-use.

Continues on next page...
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Evaluation domains Automated benchmarks

« LAB-Bench [190] (Language Agent Biology Benchmark) is a multiple - choice dataset for evalu-
ating language models’ capabilities in practical biological research tasks. It includes the Proto-
colQA subset, where questions are generated by modifying published experimental protocols and
asking how to fix the protocol to achieve the intended results.

2) Ability to troubleshoot and
diagnose problems in

laboratory operational tasks:
Evaluate whether an Al model

or system can guide « BioLP-bench [191] contains modified biological experimental protocols where language models
laboratory operations, must identify errors in the protocols. Answers are open-ended rather than multiple-choice. To
diagnose experimental build this dataset, experimental protocols were modified to introduce a single error that would
problems, and fix cause the protocol to fail, along with some harmless changes.

experimental protocols.

« WMDP [178] (Weapons of Mass Destruction Proxy) is a set of multiple -choice questions used to
proxy - measure dangerous knowledge in biosecurity, cybersecurity, and chemical security do-
mains. WMDP-Bio includes questions on topics such as biological weapons, reverse genetics,
enhanced potential pathogens, viral vector research, and dual-use virology.

3) Hazardous biological
knowledge: Evaluate whether
an Al model or system is able

to provide the detailed,
domain - specific knowledge « VCT [192] (Virology Capabilities Test) is a dual-use multimodal question benchmark on practical

that is necessary for a virology wet lab skills, with questions provided by dozens of virology experts.
particular step in the
end-to-end process of
biological threat creation.

* SOSBench [193] is a safety-focused benchmark covering six high-risk scientific domains:
chemistry, biology, medicine, pharmacology, physics, and psychology. Its biology subset con-
tains 600 prompts (based on ICD classifications) that ask about dangerous biological topics—
specifically infectious and parasitic diseases. Models score higher when they refuse to provide
hazardous information or respond in a safe manner.

4) Model safeguards in the
biology domain: Evaluate
whether an Al model or
system can refuse harmful

instructions related to biology.
« SciKnowEval's Biology Harmful QA (L4) [188] tests whether models can recognize dangerous

scientific questions and refuse to answer them. It consists of biology questions that models should
decline to answer for ethical and safety reasons. Success means identifying the hazard and re-
fusing to provide harmful information.

The integration of Large Language Models (LLMs) with specialized biological design tools (BDTs)
presents a crucial, under-evaluated risk. While effective use of BDTs currently requires sub-
stantial technical expertise, LLMs could significantly lower this barrier for those with biological
knowledge. The absence of existing benchmarks is a significant concern, and we strongly en-
courage further research into evaluation methodologies and mitigation strategies.

Chemical Threats

Artificial intelligence can increase risk by helping malicious actors through the various stages of
designing and deploying chemical weapons. These stages can be categorized as (a) acquir-
ing raw materials; (b) synthesizing the target chemical weapon or explosives; (c) purifying and
validating the synthesized compounds; (d) covertly transporting the weapon to a designated lo-
cation; and (e) deploying the weapon effectively. The following are the relevant capability and
risk benchmark tests:
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Table A4.3: Chemical threat evaluation domains and automated benchmarks

Evaluation domains

Automated benchmarks

1) Scientific knowledge: Evaluates
whether an Al model or system has
general scientific knowledge,
including chemical facts and
concepts.

ChemBench [194] is a comprehensive chemistry benchmark test, consisting of over 2,700
questions, designed to evaluate the professional knowledge and reasoning ability of LLMs
in 9 chemistry topics. Itis used to guide the improvement of model performance or mitigate
model risks.

MMLU-Pro [189] (Massive Multitask Language Understanding — Professional) is an en-
hanced dataset designed to extend the mostly knowledge-driven MMLU benchmark by
integrating more challenging, reasoning-focused questions and expanding the choice set
from four to ten options. Its chemistry subset contains 1132 questions. Similarly to MMLU,
this benchmark is not focused on weapons development, but it is a test for foundational
knowledge that may be dual-use.

2) Scientific reasoning capabilities:
Evaluates whether an Al model or
system is capable of performing the
complex, multi-step research and
reasoning tasks required to advance
scientific knowledge, including
chemistry -related knowledge. This
includes assessing the ability of an
Al model or system to generate
literature reviews, interpret or
analyze graphical information, and
more.

GPQA [187] is a challenging dataset of 448 multiple-choice questions written by domain
experts in biology, physics, and chemistry. These questions are well-designed and ex-
tremely challenging: experts who have or are pursuing PhDs in the corresponding do-
mains reach 65% accuracy (74% when discounting clear mistakes the experts identified
in retrospect), while highly skilled non - expert validators only reach 34% accuracy, despite
spending on average over 30 minutes with unrestricted access to the web.

SciBench [195] collects open-ended questions from college-level physics, chemistry,
and mathematics textbooks designed to assess the reasoning capabilities of large lan-
guage models in solving complex scientific problems, including multi- step reasoning tasks
in chemistry.

3) Hazardous chemistry knowledge:
Evaluates whether an Al model or
system possesses the detailed,
domain - specific knowledge required
for specific steps in the end-to-end
process of chemical threat creation.
These assessments may test the
direct knowledge required to
perform a particular step, as well as
the implicit knowledge required to
solve problems at that step.

WMDP [178] (Weapons of Mass Destruction Proxy) is a set of multiple - choice questions
used as a proxy to measure knowledge of hazards in the areas of biosecurity, cybersecu-
rity, and chemical security. Its chemistry subset focuses on chemical security and cov-
ers basic scientific knowledge, synthesis methods, procurement knowledge, purification
techniques, analytical validation, deployment mechanisms, evasion detection, and other
relevant miscellaneous knowledge.

4) Model safeguards in the
chemistry domain: Evaluate whether
an Al model or system can refuse
harmful instructions related to
chemistry.

SOSBench [193] is a hazard-focused benchmark encompassing six high-risk scien-
tific domains: chemistry, biology, medicine, pharmacology, physics, and psychology. Its
chemistry subset consists of 600 prompts based on the NFPA704 Standard System. Mod -
els are assessed on their ability to detect and refuse unsafe chemical instructions—even
when phrasing is obfuscated.

Part of the SciKnowEval [188] benchmark emphasizes the model's ability to discern sci-
entific safety, with the expectation that LLMs will refuse to answer hazardous scientific
questions. The Chemical Harmful QA (L4) consists of a series of chemical questions that
models should refuse to answer for ethical and safety reasons.
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