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s OECD, G7 Hiroshima Process on Generative Artificial Intelligence (Al): Towards a G7 Common Understanding on
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° GPAI, “Working Group on Responsible AI” , 2024-11-25(5| FB H#R), https://gpai.ai/projects/responsible-ai/.
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htt s://www.gov.uk/government/publications/ai-safety-summit-introduction/ai-safety-summit-introduction-html.

2 DSIT (UK), “Capabilities and risks from frontier Al: A discussion paper on the need for further research into Al risk”
2023-10,
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“ UK Government, “Countries agree to safe and responsible development of frontier Al in landmark Bletchley
Declaration” ,

* UK Government, “Policy paper: Introducmgthe Al Safety Institute” , 2024- 01 17,
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" The White House, “Remarks by Vice President Harris on the Future of Artificial Intelligence” ,2023-11-01,
https://www.whitehouse.gov/briefing-room/speeches-remarks/2023/11/01/remarks-by-vice-president-harris-on-the-futu

UK Government “Seoul Declaration for safe, innovative and inclusive Al by part|C|pants attending the Leaders'
Session: Al Seoul Summit” , 2024-05- 21

The Guardian, Trylngto tame Al: Seoulsummltﬂags hurdles to regulatlon
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UK Government, “Seoul Statement of Intent toward International Cooperation on Al Safety Science” ,2024-05-21,
https://www.gov.uk/government/news/global-leaders-agree-to-launch-first-international-network-of-ai-safety-institutes-

to-boost-understanding-of-ai.
' AISI Japan, “Overview of the Al Safety Institute” ,2024-11-01,

https://aisi.go.jp/assets/pdf/20241101 AboutAISI en.pdf.

* Ministry of Science and ICT, “MSIT’s Work Plan for 2024” , 2024-02-13,
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https://www.mk.co.kr/cn/it/11022337.



https://www.mk.co.kr/cn/it/11022337
https://www.msit.go.kr/bbs/documentView.do?atchFileNo=44720&fileOrdr=2
https://aisi.go.jp/assets/pdf/20241101_AboutAISI_en.pdf
https://www.gov.uk/government/news/global-leaders-agree-to-launch-first-international-network-of-ai-safety-institutes-to-boost-understanding-of-ai
https://www.gov.uk/government/news/global-leaders-agree-to-launch-first-international-network-of-ai-safety-institutes-to-boost-understanding-of-ai

48, MEARBHESSHEUIMEAATSELSTRM, RE50005005T, WSS
ENZLRR™, HF2024E118EFEXEIT .

EERER L, BEASMBHFSETE8AATSERSHRFANEENRSE. o,
B SR TEEETAFNERESFEEROBERTINEA TSRS MR 5E
BFEH LA TN CrAl evaluation center), HEILIHEN & Btk iFzEE(Inria)
MITEFNIATIE (LNE) BEFRA TS RERARSHRMBINIE, REXT, RE
202442 B IR A TREEN AT 2 X EHIEATZ AR, BERITREA TS
ARFIMINS, HEEEMNEXE (AIBEER) HITEARA TSRS, SET
EIERIBE S, AT T AR AT O H BRI R SRENA IE 5o

2.2 ATEREERLHARMERMNEARR 2ITFUFHEERRS1F

11202448, EENEESET —MATISHERLAERSR, BHER “ATSBERS
RIS SENEXR" , W 1) BIATISERSWRNERAE, HOZHEN, U
HIREEBE MR XER; 2) ERIAFHRMEE =0T —RBAIRES; 3) B
FRBEATBEZLHRAZEANARTR, TR BAERNEIHIREE

FEREZLE, XERSHRKETEEALIEEREMRAFMBESHRASMHIATEERLEHR
PRAMBASFRZERIEE, BT T2RENATEERRESMAMSE, X MMEEILE

(BRALSERSBZERSEEAS) "NEMY b, B AZELMSEE. B4, 0
ER. IR AT SRR M RMAUREGHA TEEDRENGE. XTMESERES
KEEARERZE. AIRMATERRY, BINRAEHARNAHLRNVE R ERSEI

** Government of Canada, “Remarks by the Deputy Prime Minister on securing Canada's Al advantage” , 2024-04-07,

% Government of Canada, “Canada launches Canadian Artificial Intelligence Safety Institute” ,2024-11-12,

al intelligence- safetv institute.html.
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* UK Government “Seoul Statement of Intent toward International Cooperation on Al Safety Science, AI Seoul Summit
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us. Department of Commerce, “U.S. Secretary of Commerce Raimondo and U.S. Secretary of State Blinken Announce
Inaugural Convening of International Network of Al Safety Institutes in San Francisco” ,2024-09-18,
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* International Network of Al Safety Institutes, “Joint Statement on Risk Assessment of Advanced Al Systems” ,
2024-11-20,
https://www.nist.gov/document/joint-statement-risk-assessment-advanced-ai-systems-international-network-aisis.

% NIST, “U.S. Al Safety Institute Establishes New U.S. Government Taskforce to Collaborate on Research and Testing of Al
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3.3 M ATEERR2HAMEGN DI

3.3.1 ZEEATERERLMFF (UKAISI)
1) HAREMNE
o HISEFIAATZ8TEA (Frontier Al Taskforce)®, F20235F48 fERERMIER T 1E
48 (Foundation Model Taskforce) /251, HEZEERBELIMATSERLIES FER
ML A AT E e R EMRFR.
o EeHMEMHERZIN. MATFAHMBNEHATERZNE", EEHRIiK
RIS A TR R AR M ETIEN T
o IS ABIRRMMAIEL", HEFNES L% WALRMSHEERE S,

2) ATERRSITN: —HEETEREMTNCHA TERRRNEERSE"
o XERIAIAMEEZSER]
o WA THMLAHMATERARESAEE LAVER T IHETIMSLH ISR
HEBERESITAEN G, F3XENFEYENMNEREERIZXHNFTH
M, FIAANERINLIZHETBE R E M AR (5 E XL,
o #EFmM: ENLHEATEERAN T ANMASHNERTM, SFEALSIHE
ARG ERREMAOEE, URRAGET WIMEHATHRITHESSEE,
o BEWXE: TIELF¥EIHBNEATLERRSNES, HERREZXK
TIPSt REVITE, EEELACIREREIA. RARSHEIRASR, UKkEIE
B ERAMATERERRTIRERIEEST.
o REERM: TENST#H AN TEERANRL AN AI RENLE HIRFEHE TR
FURNRYSR A B X%,
o HWWHGE

*DSIT (UK), “Frontier Al Taskforce: first progress report” ,2023-09-07,
https://www.gov.uk/government/publications/frontier-ai-taskforce-first-progress-report/.

* UK Government, “Initial £100 million for expert taskforce to help UK build and adopt next generation of safe Al” |
2023-04-24,https://www.gov.uk/government/news/initial-100-million-for-expert-taskforce-to-help-uk-build-and-adopt-ne
xt-generation-of-safe-ai.

“DSIT (UK), “Introducing the Al Safety Institute” ,2024-01-17,
https://www.gov.uk/government/publications/ai-safety-institute-overview/introducing-the-ai-safety-institute.

*L UK Al Safety Institute, “Our work: Improving our understanding of advanced Al” ,2024-11-25(5| FH B f),
https://www.aisi.gov.uk/work.

2 UKAI Safety Institute, “About: Our mission is to equip governments with an empirical understanding of the safety of
advanced Al systems” ,2024-11-25(5| B B#R), https://www.aisi.gov.uk/about.

* DSIT (UK), “Al Safety Institute approach to evaluations” , 2024-02-09,
https://www.gov.uk/government/publications/ai-safety-institute-approach-to-evaluations.
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https://www.gov.uk/government/news/initial-100-million-for-expert-taskforce-to-help-uk-build-and-adopt-next-generation-of-safe-ai
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o BEEhEENIT: F”ﬁ%fé*ﬁ%ﬁ’ﬂl‘ﬂﬂﬁ, BUNIH AR BY B8 0 HIT (kR [F) STt
ATERRFNEBERER, XETHAUE ZER2EMNTE, AIARER
EMHMNEEIRMELIET, ATFIESERNNRE,

o LIPAMIR: RHAEMWRERENESKEE B, MiXEIREHRAFERAR
P1ElE. ETMEMHENTEHRRAIMNES, XEEEAUAATIEELZS
MARFTNE RIERE N MRS S EsEA R A M.

o  AZEREHRAEM(Human uplift evaluations): N5 A EBEMIERE
BIAML, BRITAETRRNFAERLH A TERAGHITUREETNE
EMFS, FEHMNXBMHHITXEENAR, LRI ERITHERE
MY R B LRI TR R IBAY T,

o BHFEEEN: FNEEAHISTEETLUREREIL. ¥EIBTHERMSE
A BRFINBEIBEZF T AERE N, EAMEXMEEENFEM I R R
TR IR, EREEN RN ZIEK,

o HIBIREIAYRRASE ML STIHRINER

o FHEXEEEFNEER - BEATEERLHZFATS50penAl
Anthropic. Deepmindi AR &1E, FKISHADSIRENEHAS LI IHIRINIR,

o Anthropic: REATERELZEMAMIKEFF#HITT Claude 3.5 SonnetiyERE
A, HEERATSHERLWRAIZTIRER",

o EXLEMHFR “BRESINE , AR EAR MIEBR T MHIAT ",

o WNERNE

o 20247118, UKAISIFIUS AISIBX& & fiAnthropic A4&hRk Claude 3.5

Sonnet HIEBEFBX A ITEMIRE "

“Ppolitico, “OpenAl, DeepMind will open up models to UK government” , 2023-06-12,
https://www.politico.eu/article/openai-deepmind-will-open-up-models-to-uk-government/.
® Anthropic, “Announcements: Claude 3.5 Sonnet” ,2024-06-21, https://www.anthropic.com/news/claude-3-5-sonnet.

“UKAI Safety Institute, “Our First Year” ,2024-11-13, https://www.aisi.gov.uk/work/our-first-year.
4TUKAI Safety Instltute “Pre-Deployment Evaluation ofAnthroplc s Upgraded Claude 3.5 Sonnet” ,2024-11-19,



https://www.aisi.gov.uk/work/pre-deployment-evaluation-of-anthropics-upgraded-claude-3-5-sonnet
https://www.aisi.gov.uk/work/our-first-year
https://www.anthropic.com/news/claude-3-5-sonnet
https://www.politico.eu/article/openai-deepmind-will-open-up-models-to-uk-government/
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(October 2024 Release)

1 US Al Safety Institute
Nati dards and Technology

m and Technology

o ltal, REATERREMAFMNR Y FARMRENINER LS. WFHNE
Yael. BEEEEIUNRERRERE. H2024F58 AHRIE—RiAR

BESZ TN ENERY, FIELLMIERISRES,

/\ISI Al SAFETY
HHY INSTITUTE
Cyber capabilities of advanced Al models
We evaluated 4 leading models’ rate of completing Capture the Flag (CTF) challenges:
CTF difficulty Skill assessed Red model Purple model  Blue model Green model # of CTFs
Forensics 43% 43% 35% 13% 23
High school level Cryptography 50% 56% 61% 6% 18
(PICO CTFs, T
generalist scaffold) Reverse Engineering 83% 83% 83% 25% 24
General Skills 100% 100% 76% 24% 17
Forensics 0% 0% 0% not applicable 4
University level Cryptograph 0% 0% 0% not applicable 2
(CSAW CTFs, yplograpy PPt
CTF scaffold) Reverse Engineering 50% 50% 75% not applicable 4
General Skills 0% 0% 0% not applicable 2
AlSl-designed CTF Forensics 38% 38% 50% not applicable 8
(generalist scaffold) Cryptography 0% 0% 0% not applicable 2
AlSI-designed CTF Forensics 75% 50% 63% not applicable 8
(CTF scaffold) Cryptography 0% 0% 0% not applicable 2

Finding: Several LLMs comrleted simple cyber security challenges aimed at high-
d with challenges aimed at university students.

school students but struggle

ZPLMTER T s EPENEEMELT e, BEHNAFZENREEPBE TR,

“ UK Al Safety Institute, “Advanced Al evaluations at AISI: May update” ,2024-05-20,

h

://www.aisi.gov.uk/work/advanced-ai-ev

ions-may- R

Figure 1
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Chem & bio expertise of advanced Al models INSTITUTE
We evaluated 5 leading models’ ability to answer expert-written questions: Correct
Partially correct

Basic biology Advanced biology Incorrect

Blue model Blue model

79% 14% 8% 47% 21% 33%
Red model Red model

79% 13% 9% 44% 20% 36%
Purple model Purple model

86% 8% 6% 49% 20% 31%
Green model Green model

73% 16% 12% 41% 21% 39%
Yellow model Yellow model

48% 19% 33% 23% 23% 54%
Human expert baseline Human expert baseline

55% 26% 19% 46% 21% 33%

(m=72, h=72) (m=240, h=238)

Advanced chemistry Automated biology

Blue model Blue model

38% 21% 41% 23% 29% 49%
Red model Red model

33% 28% 40% 17% 34% 48%
Purple model Purple model

36% 23% 1% g 35% 42%
Green model Green model

. — E 2% 31% 47%
Yellow model Yellow model

1986 22%) a%, 13% 22% 65%
Human expert baseline Human expert baseline

s :9% 27% 27% 8%
(m=288, h=36) (M=65, h=45)

Finding: Several LLMs demonstrated expert-level knowledge of chemistry and
biology. Models answered over 600 private expert-written chemistry and biology _
questions at similar levels to humans with PhD-level training. Figure 2

ZPLMEBR T EREFINUFNENFRIR, BEEEIET600S MENERESNUFNEDFRE,
FOK P SEZ I E T RIENIBIASAEM,

. NS [Nsirore
Advanced Al models’ capabilities for
autonomously performing tasks

We evaluated 3 leading models’ ability to complete tasks on digital platforms:

Purple model Blue model Green model # of tasks # of variants

) Software o o o
Short-horizon engineering 39% 22% 3% 6 54
(tasks that take an :
expert <1h) i‘:g::ﬂ“ 26% 20% 7% 3 171
Long-horizon Software not
(tasks that take an engineering 0% 0% aoplicable 8 13
expert >4h) Al R&D PP

Finding: Two LLMs completed short-horizon agent tasks (such as simple software
engineering problems) but were unable to plan and execute sequences of actions
for more complex tasks.

Figure 3

ZOLIMTER TRAB EAES (FIERNRETIRER) , BXEMIMRITES HMESHIREFT.



/\I SI Al SAFETY
. INSTITUTE
Effectiveness of safeguards on advanced Al models
We evaluated 4 leading models’ vulnerability to AlSI-designed jailbreak attacks:
# of
Red model Purple model Blue model Green model .
questions
Compliance with private harmful questions 8% 15% 1% 28% 113
No attack
Correctness on private benign questions 50% 59% 57% 51% 150
Compliance with private harmful questions  EJ&Z3 56% 100% 99% 113
AlSl-designed Compliance with HarmBench questions 75% 52% 140
attack, 1 attempt
Correctness on private benign questions 51% 55% 58% 53% 150

Compliance with private harmful questions ~ gIeJ0FZ3 98% 100% 100% 113

AlSI-designed
attack, 5 attempts

Compliance with HarmBench questions

Finding: All tested LLMs remain highly vulnerable to basic jailbreaks. Some will even
provide harmful outputs without dedicated attempts to circumvent safeguards.

Figure 4

FREZNEHLLMNRZREBEAMMNKE, BEEERTREENZHMBEREEBHNER F=EEaE .

3) ATEERERLSHR: AR—FRISENHAR, (FAMaa ATE IR SSEFNN7E

PINEATERRAFMRE LER 2 URESH I T A TE IR R

o BIAENREILIE(Safety Cases)”: B—RFIHES I —FEMLISTE, BWTiE
HLAGER. ZTEFEBEHNICE, IERAAETHENANFERRETNE 2,

AISI

£O04b

L = Be

Al SAFETY

Safety case sketches for INSTITUTE

mechanistic interpretability

Detection-only, using
model understanding

Intervention on
model internals

Detection-only,

stress-testing by a redteam or

or

Developer can decompile model
into a sparse graph of features
and interactions

and

The decompiled model
L approximates the original model
on the deployment distribution

and

The decompiled model is
| interpretable: an auditor can check
whether it satisfies safety properties

Blue team is consistently able
L to detect sleeper agents in
model organisms

Developer can find all
[ features responsible for
dangerous behaviours

and and

Detection methods generalise
from model organisms to
deployment time

Dangerous behaviours
will not re-appear

TRE: ARRERNATHIFHEIRON, ERAMSEMIEERSFERE (EBNFE)
HIENEFNTTHEIRNER S (BE)

* UK Al Safety Institute, “Safety cases at AISI” , 2024-08-23, https://www.aisi.gov.uk/work -at-aisi
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4) (RH#EBTN. WIIATERGENSEIE, IRELHITE
o AIFHR2ESR: KEATISZEREMAMAMBESME T I, BRKZ
SA. MEALBREATDNREHERET I, HHEEAEUFRX,
o SEE". MEXFHME MALEHERLWRMSIE: LENIoH A TE6E
B, DEWRINE. HERBIFERE, HEWERAZ ZEB M.
o (FHATBHRRLERRIFERE) 7 ZHERLSEVoshua BengioEHXH*TF
ETFIHENSTH A TE R FIRIRS
o 0SSP TREMRAMSIENE™: SRMBETFIEATEERLESTENE
o METR (f&FRESIITEM)
o RAND (fEF&aEI3FM)
o Redwood Research (f&FAESI3EM)
o Gryphon Scientific (£¥1%%)
o FutureHouse (£¥R&+ ATEEREXR)
o Apollo Research (Hx3RIF:M)
o Trail of Bits (M&EZ%)
o Advai (BB=7AFM)
o The Center for Al Safety (ATLERERZLARMHEXER)
o Collective Intelligence Project (ZEMRARAAIE)
o Faculty (KPEEIE)
o OpenMined (FHRAILEfE/aIREAHISHE)
o Fuzzy Labs (FFRH128F Sint)
o Pattern Labs (&1R)

3.3.2 EEATEREZLHAZRER (USAISI)
1) HASBEME
o IRIEFEZ-ABHBA023EL%EN (XTRe. TEMAEHFASERAATSENT

** UK Government, “UK & United States announce partnership on science of Al safety” ,2024-04-02,
https://www.gov.uk/government/news/uk-united-states-announce-partnership-on-science-of-ai-safety.

*LUKA Safety Institute, “Fourth progress report” ,2024-05-20, https://www.aisi.gov.uk/work/fourth-progress-report.
*2 UK Government, “Ensuring trust in Al to unlock £6.5 billion over next decade” , 2024-11-06,
https://www.gov.uk/government/news/ensuring-trust-in-ai-to-unlock-65-billion-over-next-decade.

* RIFAI, “Al Guard x RITAl | 0B ETSIIRREREIELS (o ATEERSERAIERE: THRE) 7 |, 2024-05-17,
https://mp.weixin.gg.com/s/r5JptTXKgpagl RopdbTdow.

* UK Government, “Al Safety Institute: third progress report” ,2024-02-05,
https://www.gov.uk/government/publications/uk-ai-safety-institute-third-progress-report/.



https://www.gov.uk/government/publications/uk-ai-safety-institute-third-progress-report/ai-safety-institute-third-progress-report
https://mp.weixin.qq.com/s/r5JptTXKgpagLRopdbTdow
https://www.gov.uk/government/news/ensuring-trust-in-ai-to-unlock-65-billion-over-next-decade
https://www.aisi.gov.uk/work/fourth-progress-report
https://www.gov.uk/government/news/uk-united-states-announce-partnership-on-science-of-ai-safety

&) P(EH (ATSEFBS) ), 12023F11AREEERATSERES FTFR

R, REFEESSIH TFEBNEEERFESEARFZRIRNIST),
REIAET: 1) BHATSERSRY; 2) EH. BREEATSEERSTY;
3) HISEEATEAER MMM, HRANE.
NP TERETEESS (ATETEHS) SRAERITESEAARRNNES
IR, 20245 H K% (ZEATRERSHRAA: TR, FEHfamIEmE)
20245118, ZEATS %?éﬁ SERRIIERZ S A TR (TRAINS) B
BRI, SCETHSE. B, R, BrtRe. BRRLBNETIIE
ARIEMNER, SERRMNIIATEEER, LEBERRLEIRNKG,

Goal 1: Making the vision

possible
Advancing the science of Al Safety

Goal 2: Making the vision

actionable

Developing and disseminating Al safety

practices

Goal 3: Making the vision

sustainable
Supporting communities of Al safety

Safe Al Innovation enables
a thriving world

v

EEATERZSMRFAN=ZKEER

2) HEEEHE 1. LR RAIEE: BEAREEFATIERRZSRF
XEATERRLHARABSALETLINATEEIEE, 2EMEEEH0NE,
EEMEN, LULEIRHERAKIA TSR ESMENTZRBRGE, S

o

RITHIHARATRR, MidsfERLismikERALLNTANAG %, WA
FHRNEHRRBIRA. BERLHNRESLHE, URERE, RGNEEEHE
EHRABRIFIE RS . XLEMBE e REMMARNNARE, XFRA
7, ITRIFIAASFIMEBEMAR, URNERNIER. HiEMRE,

MAuHEE, RGNS EF#HITHREMAMER, TN, BIESHIA (Testing,
evaluation, validation, and verification, TEVV) LU B EFFAIX
b, FENAZEIEBIEEENITE. ERAMMA. A/BUIREF, 1HXI5EE
ERIVESHEAMARERESTE, #HITHEFMNIEEEURBENIRX
P9I

% The White House,

5 9
Intelligence” ,

“Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial

*NIST, “U.S. Artificial Intelllgence Safety Institute” , 2024-04-16, ;1;95 [[www. nlgx,ggv@g
°"U.S. Artificial Intelligence Safety Institute, Strateglc Vision” , 2024-10-01, h WWW.Ni v/aisi/strategic-vision.
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https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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o FMEHMIWATERRRE. REMBEFHITTEV, MEREMN—RTIIERILH
HFEBMER. T 5XEERINVESKAMRRERETES1E, R
A E S HSRENBXMNCHNRIFIER, S NANF. AHRZ2MER
T2

3) EREMR 2. LESET: AENEBAISRTSTR
o EFRAIZRRLHMRFATRIBHUTHE:

o MBMARBIER. THMETR. 5EEE. RS, LITGERRMEN
HEFERNAHEATZRRNE, EEATEERSHRMTIERHHALR
ARRHEARWRERGHTEVWRIEEMTE, G —R5IKR
TEWASEITHEIY, MEHMZEARAR. BEARME=FMIITHA
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