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® Bengio, Y. et al. International Al Safety Report," 2025, https://arxiv.org/abs/2501.17805
® National Technical Committee 260 on Cybersecurity of SAC, "Al Safety Governance Framework," 2024,
https://www.tc260.org.cn/upload/2024-09-09/1725849192841090989.pdf
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" Chen, A., et al., "A Survey on the Safety and Security Threats of Computer-Using Agents: JARVIS or Ultron?" arXiv
preprint, 2025, http://arxiv.org/abs/2505.10924

® Liu, X. et al., "Biomedical Foundation Model: A Survey," arXiv preprint, 2025, http://arxiv.org/abs/2503.02104

® Wang, D. et al., "Without Safeguards, Al-Biology Integration Risks Accelerating Future Pandemics," 2025,
https://www.researchgate.net/publication/392731675_Without_Safeguards_Al-Biology_Integration_Risks_Accelerating_F
uture_Pandemics

" Hu, Y. et al., "Toward General-Purpose Robots via Foundation Models: A Survey and Meta-Analysis," arXiv preprint, 2023,
http://arxiv.org/abs/2312.08782

H Zhang, H. et al., "BadRobot: Jailbreaking Embodied LLMs in the Physical World." arXiv preprint, 2024,
http://arxiv.org/abs/2407.20242
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o

AN, FNBRAES MR imnA KRS, SEMNSREXR. EMEFRR. A
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1.3.2 EMEF XL

ARARNRAFIERTEREEITAENA, EERRIFERITHEIZT. Gl REFBELE.
£Y. BEME. ZAEEY (CBRNE) HEBHIRAI I, NEREZE. BB BFZRkekize
SBIRMIRR IR b

YT, AIRTEERATHENIHTEERRIERERE. TENUERRETLR. IMEEYH S
MFRRE" . AIRGTREMENG I HER A& REEENE . SHTERMKBREN BRES" M8

. Guo, W. et al., "Frontier AI' s Impact on the Cybersecurity Landscape," arXiv preprint, 2025,
http://arxiv.org/abs/2504.05408

B He, J. et al., "Control Risk for Potential Misuse of Artificial Intelligence in Science" arXiv preprint, 2023,
http://arxiv.org/abs/2312.06632;

Li, T. et al., "SciSafeEval: A Comprehensive Benchmark for Safety Alignment of Large Language Models in Scientific Tasks,"
arXiv preprint, 2024, http://arxiv.org/abs/2410.03769

" AlxBio Global Forum, Statement on Biosecurity Risks at the Convergence of Al and the Life Sciences, 2025,
https://www.nti.org/analysis/articles/statement-on-biosecurity-risks-at-the-convergence-of-ai-and-the-life-sciences/
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1.3.3 ABAENKR

BREATERREAASAFIRAESERN, EEETAEESnAEIRERES, EIUEYE
HWRRHISHEIERE. HORMRET, BSREASHTITHENRRERD, XMEH—BR
BRI, ARSI A—RIIFERR, flm: EAFHHSHEDER AR SEAESH,
WMANEHTUNBASIRTENEZREE M.

1.3.4 KRG AR S B T X

AIRFRIER™ERA, BIEMREMEANT (WRENENSR. SHEERNE) Rt
EIRBEREARPEENEFTE, AMEFRIRERBIRSHEERSRIATLS, NHBALKIA
MHACELRIEE,

AIR] LA BYARIER AL ERE, BdmEMEUNERESEREMNRMNEIL, HEMERESLIE
SHBEHFLRMARFIE. SHAIRS R LR BN ACBHEMIT AR, FIEL ANERATR
Einsisi. SREIMERIER, REHEARETREAIETERSHBMNE, HEIER
R ECh NIRRT R KESH

P REAl, TEAFEMRESHBARDL, (ATEEE x EHTRIFHRFEH) , 2025

CERM, S%E (hEEYRS: HIES5AE) , 2022, https://www.wchscu.cn/zgrmaqyjy/news/64297.html

v Urbina, F. et al.,"Dual Use of Artificial Intelligence-Powered Drug Discovery," Nature Machine Intelligence, 2022,
https://pmc.ncbi.nlm.nih.gov/articles/PMC9544280/

" Yin, S. et al., "SafeAgentBench: A Benchmark for Safe Task Planning of Embodied LLM Agents," arXiv preprint, 2024,
http://arxiv.org/abs/2412.13178;

Lu, X. et al., "IS-Bench: Evaluating Interactive Safety of VLM-Driven Embodied Agents in Daily Household Tasks," arXiv,
2025, http://arxiv.org/abs/2506.16402
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o EEHISH: ARSMURIGIERE, SIEESRSHESITERBAGFE;
o HBREXIRITH: ARGEBTHMIRFRABANRNGE, RNHHS ALNEMETRNE
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NFUER KA I, BEERNAENS, BREERAERHEE. XEREBEREEE
FEENRAGHMESERMNER TENHRE, BIRATEMRMGEENBIGHI T
HE, REBINTEHERTAMXLENILES. A8 LU UM Rp AL,

1.5 BSMXPL

BN BIEE R MR B EM PR ZBAEATERREN, FJRERFRERE. REIR
ARANREAR LM I AERRN, ERREEERIING, SHREESENERATRAR, B

v Bengio, V. et al. "International Al Safety Report," 2025, https://arxiv.org/abs/2501.17805

2 Clymer, J. et al., "Bare Minimum Mitigations for Autonomous Al Development," arXiv preprint, 2025,
http://arxiv.org/abs/2504.15416

21 Clymer, J. et al., "The Rogue Replication Threat Model", METR.org, 2024,
https://metr.org/blog/2024-11-12-rogue-replication-threat-model

2 Balesni, M. et al., "Towards Evaluations-Based Safety Cases for Al Scheming," arXiv preprint, 2024,
http://arxiv.org/abs/2411.03336
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o FREMISMIEHRSME: NATEMAE. KSQE, BEMEIOELIENAIRS,
ATEEFEIE TEURIZN. EMETH R B IEFIRE L Y SHMAK LI, LALLM R
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MEARLESERIMZHAIBRRARYHEX,
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2 Danielsson, J. et al., "On the Use of Artificial Intelligence in Financial Regulations and the Impact on Financial Stability,"
arXiv preprint, 2023, http://arxiv.org/abs/2310.11293;
Danielsson, J. et al., "Artificial Intelligence and Financial Crises," arXiv preprint, 2024, https://arxiv.org/html/2407.17048v3
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o 2IKAIRERSE: EXREAIRRIENNESFIEIMBMSEEFE, EEMERAKHX
Fo RZITHAIBENNEKAIRETE R BT B mKMINE RS, MAITEE KN IRk
ZFEREERPRIFHLE AR EFN, XMSHIFoHEEFRMENHIRIRRE 1.

o HEAFUSRENEN: RSIESEFERINAINARIEERNIRE IR LRATS
AR, MAHRAREB R FEREMEMED K, BERNESFREE, WERLEITHK
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2. XF2ER{E

AlB R E PR R BINIK T, SEEZREBELCERAENARMNTERE, BrATEA
FHEXT "ERNR BERgG—ITE, MAERETREXLEE. AME SRR
HRFERKERN, KPRENSNEMERIIRIR, UBIEXHERR, BEKALF
BHRAENKRER,

2.1 EXAIRRR "L M "

ZERBEEX ‘%" (FaEdEiRX) M & (BEXRNFEREERT) REEAIR
2R, EROVETRIIFITESNER (U2) RAESHXEERNEGENTS,

X—FEXRERSENENEMERR, MBI =ERMVSTEAS, MAEMATEELIASE:
ZREIFIE (Deployment Environment, SIAIRBE EEXMIARIMNIE) « E#MIRE (Threat Source, S0
EIIPEEEITNE) « fF8EAES] (Enabling Capability, AR BEMERHMBHEHEIR) o X
FHE-T-CIEZRHARE MBS R B IS BB XEXNFHEM £, BRZBMBAIFER, PI8E51AR
MR R

IARRFTIESERNANRE, XEERETABITHRAERE, EREETERLIRFMA
EHIRMEMEIN, ST TSR MRS EMEIS SRS, DR TRa
AEUFALEEDTHEERESSENET-CREMERER; BEERIT, BREREMAERE
R E I ER Y TREEA BRI EMREIRE ",

SRR, BMRRHARE:
o I RMREVIETEFEET RN FRATYRIRENE ;
o LhERBRAMELIEEMIRIEIRS];

*Lu, C. et al., "Towards Al-45 Degree Law: A Roadmap to Trustworthy AGI", arXiv preprint, 2024,
https://arxiv.org/abs/2412.14186

® £FITEIRE (Expert Evaluation Criteria) : HIRSEREAMBBUTIOANSE, MERERSHR D= EMMEIHIRER
MresRE#HTITE:

(1) IRBE R AR ESREZ BRI TE

(2) EERERREFERIEY;

(3) BEWEEFIRIZAEIRYIIHE;

(4) MB ERRIETERI B L,

R SEHETNZRES A EWIIN UL KEMRE, ERERRRHTHNISERIIERT U EARFIEHEN 7, BB
FhnsgisE, BXHIELHEIRETFIRSRMY
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MIZRERIEARG, ARTFIREES, PIEXEGEEMM E-T-C RIEAR, SRR
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2o BADTRITEEZRBRFIENFR, HXEXBEEEDNTRAFHNE—MIEEEHE,

S sy, BIREMASE:
o EBXFm A BENLINE
o BHETHRMNEENLITE;
o SUhESMPEFRAEILECRIERFIEDE;
o NNSRHFTE XL FUZAY i P&

2.2 BRI N

BINBIRE—RIEBENFRIERZER (BI4%) , TESNEYLZNGE. WEREXKL. K
MRS A SRR, URKERGE" XLERMTRAHSITC (GRS C1-C3. 44 B1-B3
F) , RADKEEFE, PRTNEFREEHFELEINF—E MRS ERRIRILBIX LI
B, EA—DERE A ERIRRML, SIMOLET ZEXRITEESRHITEX (BEFR. B
RR(ERERE]) , HEEERM T AFNTR, XEHRSMRUTFRURESRINREHEE.

* IDAIS-Beijing, "International Dialogues on Al Safety," 2024, https://idais.ai/dialogue/idais-beijing/;

World Economic Forum, "Al red lines: the opportunities and challenges of setting limits," 2025, weforum.org,
https://www.weforum.org/stories/2025/03/ai-red-lines-uses-behaviours/;

Karnofsky, H., "A Sketch of Potential Tripwire Capabilities for Al," 2024,
https://carnegieendowment.org/research/2024/12/a-sketch-of-potential-tripwire-capabilities-for-ai?lang=en;
Raman, D. et al., "Intolerable Risk Threshold Recommendations for Artificial Intelligence," arXiv preprint, 2025,
http://arxiv.org/abs/2503.05812;

Frontier Model Forum, "Risk Taxonomy and Thresholds for Frontier Al Frameworks," 2025,
https://www.frontiermodelforum.org/technical-reports/risk-taxonomy-and-thresholds/
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7 Yu, J. et al., "The Shadow of Fraud: The Emerging Danger of Al-Powered Social Engineering and Its Possible Cure," arXiv, 2024, http://arxiv.org/abs/2407.15912
* Kazimierczak, M. et al., "Impact of Al on the Cyber Kill Chain: A Systematic Review," 2024, https://www.sciencedirect.com/science/article/pii/S2405844024167308
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* Wang, Z. et al., "CyberGym: Evaluating Al Agents' Cybersecurity Capabilities with Real-World Vulnerabilities at Scale," arXiv preprint, 2025, https://arxiv.org/abs/2506.02548;
Zhang, A.K. et al., "BountyBench: Dollar Impact of Al Agent Attackers and Defenders on Real-World Cybersecurity Systems," arXiv preprint, 2025, https://arxiv.org/abs/2505.15216
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* Appendix B: Threat actor profiles. Rose, S. et al., "The near-term impact of Al on biological misuse," 2024,
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* Sabour, S. et al., "Human Decision-Making Is Susceptible to Al-Driven Manipulation,” arXiv preprint, 2025, http://arxiv.org/abs/2502.07663
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. Clymer, J. et al., "Bare Minimum Mitigations for Autonomous Al Development," arXiv preprint, 2025, http://arxiv.org/abs/2504.15416
* Benton, J. et al., "Sabotage Evaluations for Frontier Models," arXiv preprint, 2024, http://arxiv.org/abs/2410.21514
% Black, S. et al., "RepliBench: Evaluating the Autonomous Replication Capabilities of Language Model Agents," arXiv preprint, 2025, http://arxiv.org/abs/2504.18565
% Clymer, J. et al., "The Rogue Replication Threat Model", METR.org, 2024, https://metr.org/blog/2024-11-12-rogue-replication-threat-model
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3 Phuong, M. et al.,. "Evaluating Frontier Models for Stealth and Situational Awareness," arXiv preprint, 2025, http://arxiv.org/abs/2505.01420

* Li, X. et al., "Al Awareness," arXiv preprint, 2025, http://arxiv.org/abs/2504.20084

© Balesni, M. et al., "Towards Evaluations-Based Safety Cases for Al Scheming," arXiv preprint, 2024, http://arxiv.org/abs/2411.03336

“Wu, Y. et al., "OpenDeception: Benchmarking and Investigating Al Deceptive Behaviors via Open-Ended Interaction Simulation," arXiv preprint, 2025,
http://arxiv.org/abs/2504.13707

“SIERANAE S : 1EAENS RIS M ATRB ISMER. ITHMEMERE S EBEMER, HAIEX—(5 BTN REEMEES. Phuong, M. et al.,. "Evaluating Frontier Models for Stealth
and Situational Awareness," arXiv preprint, 2025, http://arxiv.org/abs/2505.01420

©migse: AN, EHRIEENTIEIEIEAES; BERIRIFAIR S, AIFFRITAZ. TS KR IARAAES]. Balesni, M. et al., "Towards Evaluations-Based Safety Cases for Al Scheming,”
Section 5, arXiv preprint, 2024, http://arxiv.org/abs/2411.03336

“ Aoshima, T. et al., "Towards Safety Evaluations of Theory of Mind in Large Language Models," arXiv preprint, 2025, http://arxiv.org/abs/2506.17352

CUHEE: EEISTRERREEREEEILER, WP R RERRIERNEES

O IETEAE N SHF TGS, BTN RIRE, UESMEREERMFTIEERMITA. Fan, Y. et al,, "Evaluation Faking: Unveiling Observer Effects in Safety
Evaluation of Frontier Al System," arXiv preprint, 2025, http://arxiv.org/abs/2505.17815

TSR RN NN LORBHG MH S 4T RS ZrBE
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3. K534

BRAEA TS NN S N EETEENMILERRGHTRSAME. EMNRR ST, FRITRINGH
RERASHENF EBEMEN. MED, BEINBEESME, HEIRIATSERSDTIAE
EE—MEE (BIEEATHESN) FEEImUNR",

X e A ERANEER: MAMMEBENNDRTNLRERN AR REREXREE; M
SHRZEERNNEN T —RAGNREMARMES Eib, XEITGEHAZIER. FHE09
EMIF—RIEENS, IXEHNENSERFRFENREENE T, TREANERFMRE, 2
WS IZMRTS FERRELE, FFERARMIVRELR,.

3.1 M%) S & B ERRY XU PR 73 T e R

B AREIE:
o EMMEIE": BUOMKEERRAHET R BARLZNERZ, RAMRNHRERZSN
PRBIRSE R, BASEDIE: WEWAT GREBIEAMISE, NRBEIZSRARLH
H) . WEESN GRIERFBNAOS) . KESENIHE (MEEETRIENEDS
&) o
o HWHREDIF: BEASEETNRLSSEREGHTILE, WIEEMNT LS, YEE
B RIMEE NI R S BERM BN I EINS 2 AR ERN, EEAEFRE
ATARHNEEZEZSRGHRNSIET, HEEIRIEMTmIES ™R IHR 2,
o MHEFTN (NI BERS) : EITENE, VS EREMENEE FERAN
e, XEMR BRI ATER BT EERE", HRRAFREIRE
R,

ERHUHIN PR XL IR, BIERARAREMA ESEML2ENR DTN ERZE, FlnE
FERINGES (BifFA2-48) . ETHEEH (83-61N8) HETER (WIGRKREENE
RERBITAEKT) o EREEI RS LM NIRA B RF AN,

“"Al models can be dangerous before public deployment, " METR.org, 2025,
https://metr.org/blog/2025-01-17-ai-models-dangerous-before-public-deployment

* Grosse, K. et al., "Towards More Practical Threat Models in Artificial Intelligence Security," arXiv preprint, 2023,
https://arxiv.org/abs/2311.09994

% Ruan, Y. et al., "Observational Scaling Laws and the Predictability of Language Model Performance," arXiv preprint, 2024,
http://arxiv.org/abs/2405.10938

o Jones, E. et al., "Forecasting Rare Language Model Behaviors," arXiv preprint, 2025, http://arxiv.org/abs/2502.16797
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NEARRERRZ2TRHEALIXNNREETFSREM AT, BNERIMEREIY
RERMFIREEES, XIFM R ERETNE B2t B MELNEN L 2 MR EM XL AR,

3.2 BRERIBIXEE D iR

BINTENAIF A EZIUL™RVTEENG, EEZBMEERMEITARSERENFMERIEN LR,
HEIHREEBEXG, ATHEXE LR, FRALHNEREETEAL (capability elicitation)
Fi%, FIANRIFZREAR (scaffolding techniques) o

HMEFRRBMERLE, UAEMRINEESRTHENREGFENERE. NORTRAITERFRRER
TN, ERFRICRIMERRESEE, 155BHWIGKEREDEA MM ERXHNFERITER

2o

AN ERERREXITGEEIXBEENDMERNNIG, AEAENSIN REETNETE" o LR
PN E R RNT2ET, RAIRAEI T NBLFIERT BT R

ERZIGNE, ALRETTITSEAY BRITN EmHEENR) ; H&EEEAEMEE
e, NAREEZRGTEN (WA SHRARR) o

BEMN LD ITIRAEIE:

o ETFRIZFHIEEMBMELENRL: X—EMEAEEINESHRE. St EEHE
&, MRIMERETEERDRPRIRI.

o WAERLAMMR: BIHEREBSENRL KRB EITARRB AT, E5HR
ABERE. FHXfeRkRetHTE,

o FFRRHELAPAMIR: ALRZEMNIXE (BELLMANER) BIRFEXTUNR, ZIAH
TRV FrREAMFHBERMIRRN, FATEHERMABT.

o KEBITESIAGAME: MEAERIEMEFNITARSIMITE (MItENIRIER
%, cREYERE. EMRFZTE) XENNRKRN, HMEEDEEND. BEIToReHRE
A SMNBEOSINFR KRR RENE.

o HENRFARIES AKFEF T FARANZESEIITEAIX ALRIAIRIMED K H 52 BRI
FRUEEREYSRTRIARSES], WEA—PHNERSAERINNERS | R ERMN7

=
2o
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%% RIE Al
s CONCORDIA Al

o RIFEMIEEBIRITH: BEMEETTRELENSXIURNIFE (WETISH. £Y5LK
giH) B, FRIREEGEXRIKTR TR RS, 8FEESReN,

3.3 FEFRIX LI MF AR

TR I XIS RE " — B E K IRHIRIBIEAT, WAKSEIMISERE KT, A, SHIER.
MIEWEMIEARES, BMEAREIE:
o EHRBREN: HENIEETHLIRNRSXRRE, MEkEH. HABRKLHX S
No BEFHEEBIGN. BETSERALHAERNG, THRETFRLBEERSER,
o FHAMN/BHIN: BEEREALURNFT S KRR LMENR LN GUETIMEAR
WIRSRAKE) , ETBANASSERHITCNEERREITH.
o MIBESEMHRENG: BUSHENSIWERFSEMLRZ LRNZS SN, aiFngs
SR (MNEETRBIMTR) BTREERED N, HIEERIEHEN LS %,
o EEENTR: WEEEE, BEEINFHRARFMBLRIHRSARKNRRSZLR
S, REHAMERRRE. B EMT R R

*2 Campos, S. et al., "A Frontier Al Risk Ma nagement Framework: Bridging the Gap between Current Al Practices and
Established Risk Management," arXiv preprint, 2025, http://arxiv.org/abs/2502.06656
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4. XS IEM

KL 8T S EEEREHTILER, BEXNRERYE, MESKRERLEERRIIIE I
BRAZaXENELRS (R, &6, 48) WXQHITHRHFHERNAIN R R,

,,,,,,,,,,,,,,,,,,,,,

Y
Y

MUB&IRA! X ERE IXUB& 73 A = XUBG I
x ) 7 |
: %ﬁ?ﬂ%?‘ﬂﬁﬁﬁ;

 ERERRBRIABING :
L ERUBREEES I AR g

D b0 EE AL 4 m : 3 i 2 i

FEEN

T
< _RAMEE_— ‘
R - ‘ RIS/

HEEHTE AR

E2: AL %’ 5‘5/_[ /’7_1 I ///I\H7 #éﬂ//lb

4.1 ZRAERTRY R PLAL & TR

AHEZRZSZ1S0 31000:2018 (NPLEIRER) MGB/T 24353:2022 (XLEIESE) FAAIERI T
AR B AR

o a) RIEHLE: BT REAFBEHAULESENEHTEDD

o b) MPEER: NICENBETHEZ XL

o ) RPEiHPR: WIRIBERNPLIR

o d)BREEREHE: B ONPLLERTTRENE

o o) MERR: HENRTMIZE

o f)RPESE: BISEHINERMENG], S—HHEHHBRE

o g) RIERE: ETRINBERKRERE XL

*31S0 31000:2018: Risk management — Guidelines. https://www.iso.org/standard/65694.html
GB/T 24353:2022 Risk Management — Guidelines,
https://openstd.samr.gov.cn/bzgk/gh/newGbinfo?hcno=66DAE29E89C4BD28F517F870C8D97B35
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EAAERSP, OEBER (FIEST “NIEE ) BETUT=AmE: KEHEER (<) , B
RERERR (dB) SHEER (W) . FR4HRANZE, BMESH 7 XPLEMFENR, Ha8EF
EFRIRNIL ZRIRNEFRBEENPCFR LN, TAREENXRFETCER, REFH
M ITEEER.

XTFXLE (f) , Han@ARAIX SR E AR ABY XL 73 B H

4.2 EREERIRX LI LS BB EIRR

FEZRTEMPSCAIREE X RRIER, HRDIANREIFHAIRFFRIER I Em. IR
IR —Y)SEATHNERBERENEFENXL, FAIME, XENEBIRZEMIPER. £
MM FERFBEER, DT EATEHFRNERNE, XTFRRNE, BAIRAERLTES
ENERE, BRAXBRIAAHNGEAL. BERIMEL. NEMDN “GL” (FFATER
9) M O (REMAIEZXR) BmOEERS, (FNEERENEENREKE.

i &l FRMELIES SRR
BFEs EAAE, TEFINRENG | IWERRIEREES, TRRAERRE,
(REXE) BIRSFR AR
BHEZT RO RINTEEEb) KERE | FRRAHMmEE, BT EERENG,
(BaXE) g) KRfRE RS TI FIRER
B s a) P RN E IR R R IR —P AR, Bk
((IesXiE) RAEMRR

FeXiE: FREESHRE

L NPLERRERE, EREFMRXELATFELUT (REXE) , REBHFIFRTXLAE,
ARENREERER. k. BEIAT. BFIR: AEFEXREXQEREZD, FSE
W, FHEHEFTE, UPEERE RN R, NAYSRENEIMNIFIRLRAIESHHINLE

o

BaXlE: REHE
HERENRRNCBESEL, BHaNEREBNKRAIZR, JERINEREE, FHE:
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o HARIRNNENR: BBNRTASMRAENFINZEIE WIAEAR. RRETL) , &
LRI 20, XFAIHERBARBEIE, MEBZERELNEN AT ESH/

BEETRNIRPER.
o Tl XMEZLZEEFRHEENANIERMAEFA RS EERRE, MIEEER
Ro

o mf2: BEERFISHIFEMLE (APTs) BENHNNEL2RE, JEElEHAER
ik, REFERANG, EEPEER GEFPEREERNGEN,
o ZERRWHEN: AHREFR. MRIRSBEFRMETREENE, EFIMNILTEMIITEENS
M2, ZHAEESRNER THERTR,

X HEENfA

HRHEREIREN. IhlelTHl. RIZMMSERIERE, ERRNENBIIL4—MKLIRERE
SREMEUER A —BL2ZeNZREXWINATERGE. HEBNEANILE, NFHEN
RIAZHFIRAL” o ERATRRRSRNER: LNEERENIENAH, HELER
HIFH A, AXMERT, RIGTHRRNLZ2E—NIREEHER. RJBEELREREREVFIHE
RPLTHEFIARIRNLEREEILLUTE, HAARZREME TF.

4.3 BRERRAIIINER D&

HRRAIRFENRAIZENGIR TE2HE (NRATRENEGXE) , FAENEXARANRT
SIS ENG. XBEEFTENZSMIIESTE WRSIIEMRS ) BES, af
HARGHIAER, FESBBRE",

o R2ILIE (Safety Cases) : ETFIHERIFMICIUE, BERATHSXPLERREEELES,
IEBRRSGHENZ Y. BRIFLAEZRBRIGIEAAFCAETRANEBERCTES. AW,
REEAIBESRVRFH, (REFIX—RIGAIRERB RS FRAENIZHEMICIEAE, fli: A
& BOSRINIEHIIEN, NEVERKESBERELNN, HASENESEH

o EA4iF (System Cards) : ERAARNERBEEN Y, LUBRZEMNESRBARSKNIN
BE. BRI, BENPKFHIFE. RARSIERTSEEVMG. KEAP % ZHmE
X778, BEBIEARSICIENMTE, BEREEREEW. AHEIERSRL,

&

! ERFREMEIERT, BERNEYEN, B%, WE— EERRITE. RQEENRMEE= MIEIIERRE ,
1. RIE. KIE (PEAISEXMGEARMESETRCAMGEIELNIECER: UEMATEEERGD
https://aiig.tsinghua.edu.cn/info/1368/2067.htm

* Clymer, J. et al., "Safety Cases: Justifying the Safety of Advanced Al Systems, " arXiv preprint, 2024,
http://arxiv.org/abs/2403.10462
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5. X2 f#

5.1 X\ F4R BE TR

RPLEBIALERNTME, RiBIEH. BRIEKIERER, KRR RE AR KT, XM
BEERAEMR. —TIRTRE, FlNdERMEIURICER R,

TRIFET-EAFRAKRENNILERER, HARIEERERATRE. RENABXRKHTT D
£, BEENTERRFL THERRMESE, MHREXLERE. KREVNRERERNM, NMiZR
ARFTERRAFE, i, BEARRDRERE, MNERNZ2HHRIEZ A & LN X HFTHIX
b, b, MPoLARSRERHERSoHt,

AETRERENAGEENERER. UTHREMR T FRNGER THERREEKX, S0
TEtErIREE A T T A A EENBBEARKNEITEEM L. FAEFRIERAGKYSXAESITER
MEonAEl. FERIHANE, AETRREXLGENFISREXUWRIEFE XHIXPLITHEE,
BXAEIFRE6TI,

RIgHE | RETIFEIEEE CLEE T CLIE
BFRE | o RABMEFANG (0| o EERABULNSR | o RIBMRSNG: 5
(RBXE) RLHF/RLAIF) TN RIE. AR HEREL
BUBARSEASS | o BEEMGRSODT | ENE
SR, RARIDE | I PATEBLIR M SIS
e BEFRNENART | Rens
SGBHTRER | f5ERE
&, LERREENE
BHEETR | « FREARLBEES SHEES SAIRBIMNG | o SRHEEETET CHIA
s EHES , ERE | o REAPRTHAMY | (URER
(HER) ERMEORIGERE | RS XA B R85 R
Riashse RUFBSENA, X | R, SUSRREN
BB A | RRSBHRSHRM | B
SEEIE, BURR | ke BT NS
RBISELAE fERH AL
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BEEFRZ2HH]:

o XABMLENRA
(SNBLERESHT) 5 SE
BN B 5B E X

o LELTERMSHINE
WEF IR RSB
E5aEE

o TREREREINEELR

, EREREXEES

m. XA B AR e

BEE AR :

o SCMEBRUIREF H11IR
SR RBEER], 1%
[REMEAPER

o EREBISETHIHIS KBS
NEEHEBRS, %
RERRIESTHER

o EIURImHRN NN
MUY, PrseiRidEa ey
WHRIE R

RBEZR 7Y Re & EilIEHE 1REL BB R RRIETE RER{RIGHE
o VASHAIBREMERA
RARE AT
B XAVEHFATERREFA | RN ERIESRENE, F% | BR&OEFEIREME
(IeRiE) | BE—FHE, BFEREES | BATNATEREQAHA | RAXIMMF, REREH

PESIVESUGIVESD &

o EEREERAHIRIEE
: XBRAIE A G/
iR, SURRRIEEY
SNREE

o RENEXRANRIKRS
TFEREE, RAPRER
MERRE

o HiTREMANREH
TS5 XHURS

o TEDRERIPIFEENR

5.2 R4 R1)IIZRIEHE

LG RGN BRETA RGN —EEERE. ROBEIFRIEFER 5 AR B EHFE
B, e ELARIFEAEEIRSMEEN™, WEL EREIBREENNERS TR, EAEEaE:
o EMIBTEEBESEINA: HRIULEEREENIE, FIINSEYEKSE. HEREY
ARMEXIMIA. REYFNRER, BESSSIRATE B FRER P RIERARNE
B,
o HHMEEESHRLHMFTE: BIMFFIIL GORLHF/RLAIF) FETFLABNILEIHMIAE, 1
BRISRNARIHIEES R RN, REFRESKEABHIEE.
o BMARLMEMSTHYER: EIHFIRIINSHEIE. ARESNESHNLREM,
BFEREERIE TS RALER,
o MIBITIRSIRINGN: SINEENLEALEL, HFHETRR RN R ESEEEEITA,
BRF LML, FEie@ s’

% Ji, J. et al., "Al Alignment: A Comprehensive Survey, " arXiv preprint, 2023, http://arxiv.org/abs/2310.19852

> Ji, J., et al. "Mitigating Deceptive Alignment via Self-Monitoring." arXiv preprint, 2025, http://arxiv.org/abs/2505.18807;
Jiang, C. et al., "Think Twice before You Act: Enhancing Agent Behavioral Safety with Thought Correction," arXiv preprint,
2025, http://arxiv.org/abs/2505.11063
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%% RIZ Al
boratory CONCORDIA Al

o IRAFMBEMSHINKISIE: RAMENLE R TEFRADTAIIFIHIRIBEX;
HAT W IIE R EXN X BITARITHRFERIE, LIRS EE.,

o [REIGIEEENER: BEETEIFRASENBFITE], S5 XRESEXENNLRE
, RN EZHISHEENBA R,

o ERUFLANR: RIBERCEFRSNAZRIGITEHMRHARS, RARETREIRPHN
LLIENAES.

o RAEEFSENRMEN: NHKREXNZBITARESERY, FHETMASXIIESRBaIH
LIERITER HE R,

o FEANHREGEESE, N “R2i®Y”  (Safety-By-Design) #l “EHURLFRIE"
(Quantitative Safety Guarantees) *°: R£i8i138i8MIERIZ2H) 53|45 AR aR EL BN
MANZZ2RN, FR=EEERNINMEYE;, ENR2RESERMUIEM. ETHENR
&, FRXFIALETILEE, NMEREREERLTR THITANEE. XEFERL
TR2AISENEG, HIRMBYIPER, UNNEXTRPRIEISBE .

5.3 REIEREE ST

BEM MR IS S TR R AFR S AEARBLESNA R, BEERERYERSIAN
Mpz, FREEREERRHSEDRnAAENE, HRDESIATINGREER, XEERRIZO
BirERRAREERNINIAR R G MER, ENRACEESMEFNE,

5.3.1 1R E I ARV E RRETE
o EPFSMHWE (KVC) BR: BITRIAF BHIRE, HEHHEIERIGAMH1HEE
HETH, REEAENSEESREM,
o APUSN/HitiiSEE: MBLMHABR, WIRAMERGIERS. MEBHEENEN
WNERSEA IR T S 2 8
o FHERHLE): ERFREITREA, MM ERRABNE TSR TREITE

5.3.2 $I B RER R S HVRAETETE
BEGTRERETHCHEERREEANR LM, BRESTRYE. AHROE:

*8 Dalrymple, D. et al., "Towards Guaranteed Safe Al: A Framework for Ensuring Robust and Reliable Al Systems," arXiv
preprint, 2024, http://arxiv.org/abs/2405.06624;

Bengio, Y. et al., "The Singapore Consensus on Global Al Safety Research Priorities," 2025, http://arxiv.org/abs/2506.20702
> Zou, A. et al., "Improving Alignment and Robustness with Circuit Breakers," arXiv preprint, 2024,
https://arxiv.org/abs/2406.04313
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o BHMTRARLS: REHARNBETTESHIANGR, AIIASNEESERE—ID, &
T BHTIEILIRIT R SNEE S, SEIBEEA T RNERL. EMS IS, RS
RIS NS, BEBIDhosrERE",

o IRMERIBEING): EIIEALARIEN “HWED T8, YHIMMELR. HRARHSHITH

B, EEETSRSMERURAT FRIENO, REHISEELRE SRR,

EEREEINYL RIS E EEERE N, BA TN, BERSK. BT

BEERLHBIVIN S BRARZRES SR, ZMUBRASIBRERE, REHE

SBIERIZHIER SRS HTERE

o ZEEFHELIN: MWELNISNES, DTS MEaEENZERR, RIBENRS
RS (NBBEHTEREINEAKED) o BABENRSHEFHRER, BEREEARKITHH
AR

5.4 KA R {RTEE

LRGN STEIRACNREENS, WAREFM@BXGIHEARERNRREITERER, KM
RIPERZOAT —ENESH AR AR —ERZARENRR. GIEEERT. BIKiEHR
MBS OHAE. GEEHE. BIEME. BEHFEITSE, ARRLeERFTARE 2L aEH, &
BHA . Wit BE. THEEMER, BEREREBNEGARADRETEN. 457
=%,

5.4.1 FXREGHRXEL

o MWRABESHMEIHE: RIEKLFRZS ABRREFRENER NARHBE->BRLAG>2
EFK) » BXRERRBARER, S0EREAIEEFERHHEENETR. 2EQ
HEFXR AT ESE .

o NERBSRIMLRE:. BHBRSUNEFHTSERSBINE, BEENABRENEH, B
RIZINBYIIR) S BE

* Chan, A. et al., "IDs for Al Systems," arXiv preprint, 2024, https://arxiv.org/abs/2406.12137,

Chan, A. et al., "Visibility into Al Agents," arXiv preprint, 2024, https://arxiv.org/abs/2401.13138v3

* Ehtesham, A. et al., "A survey of agent interoperability protocols: Model Context Protocol (MCP), Agent Communication
Protocol (ACP), Agent-to-Agent Protocol (A2A), and Agent Network Protocol (ANP)," arXiv preprint, 2025,
https://arxiv.org/abs/2505.02279v1

* Hammond, L. et al., "Multi-Agent Risks from Advanced Al," arXiv preprint, 2025, https://arxiv.org/abs/2502.14143,;
Christian Schroeder de Witt, "Open Challenges in Multi-Agent Security: Towards Secure Systems of Interacting Al Agents,"
arXiv preprint, 2025, https://arxiv.org/abs/2505.02077v1
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o BMUPIEMHHENERS: WHMEBIFFHRR MBI EGAEHITEMEE, HERIRE
FEE R AN

o LEGRANMRRERE. BREEALIRNABERANRENE2ESAITE, BREIAR
WA EEA Y. BEFREHEERGRTERE. HUEReRP. RETRMRIE. Z#E
BN ReWHRWRE L LSRR,

o ERMEMSPFES: RAXHEMMON. KRN ERRAIRFBER L. BEFERE
ERIEDTEE. Fatelid. AEEERR. BrrnlRERIRGER A,

o EREEXRSTIREINE: BRI (MBREFARIPLERITRAER) (GB/T
25070-2019) “Zi5AE, ABRSRFEIFIIE, DNEINE: RRER. RASR. B4R
£EIR. RAFHUE, URnERUNEREERE, BIHELNILNAREEDIUA
= (MEBRIPR HESFENER, UBRMNENBER-LE2NSEREETE

5.4.2 FIPRAIKIE XL
SASBREEEENNABEIIETHLOR, BREETREHTERLR.

o EARIBIAMERISRAMIUREN : NREAERF S BIER A2 OB HRRIR, BIET
. EEERRARENE,

o RIFFEBIR: EEXRZRFP, REVIHETFHN. DEFREEFMZHIET.

o NIMRSITAHEITNG: BUKHTAHER. REMESEIPRLERS, RANKENK
HIMENY BEFTo

© (EERRLER MERLSRFFRLIFIHEAER)  (GB/T 25070-2019)
https://www.tc260.org.cn/front/postDetail.html(?id=20250315113048

29


https://www.tc260.org.cn/front/postDetail.html?id=20250315113048

“i  CONCORDIAAI

55 £E AR “YURBIH" KRB

TAEREBIWNKAIRDE (Defense-in-Depth) HRE&, RFAILMARNEIRE, BEMAR.
&, MENEAGRENER, BIEGEENNEADIPERSQENS, KMASEXLER, T
ST B ERRY K BRI

FiiER

BRAFERAEIRIEHN

3i¥ 211

FhlgraENTH . EBIRERENT RER, NI EIERKMEENEE,
MR ATRENE 2 R RS T

NEEBHRERE: IRFIHBRATRES | RERAENHNEARLENIGEIE, FIAHEFRIL%
WEFSREASHESFB NI BRES.

SRR BE KRG BIENRI AN EFEEREHNRBIFMES, Bk
RERNBIIE,

Reigit: MR e RUBNERIZMANIZRE, RRAESEIHI
AR,

&

KRR RLHFRLAIFREF, BEHES. REPREEREREAR™,
ARRERAR: ARREASBHIEMRHALKEN TR, RAXNAEEIG(FRIZER,

28/ %%

SEEA . RIEXPLERZDABERGRENR IRBEHE-BRAT>2EF
) o DMERBMEBRE, FTTREMREE, HEXEMERSINE=ZSHIT.
AEE=AiAR: BeEfEAPFREXERAH T T AAPIEC,
RENERFR/FRERE: REROITHERERSHREENE,

EBE/ %S

BT BIAPHEAEEMSHRNEAR, SRUNFIRIESETR. WMEREH
TEHRIENSEEE (KYC) , BIEBRRAFKE, HAELHNFRAKE L
ST 5%,

FRREMRERE: BUAPAMREREZSRANES, HRMEER%HR
MG, BMIFEARLSRER (MEMKEREMKERR) BEwRNLMHEE, Bk
WHENERAEZIEF RIS, FIRAHRENTERENS, EVEREHIEN
1R, FHREIEXEEUEBER.
ERARATIRN: BRAILRAZS B& RGeS ETR ",

* — MBI FRIBUNS (Circuit Breakers) , ESE T RIETIRMSRIHEIBR K. Zou, A. etal., "Improving Alignment
and Robustness with Circuit Breakers," arXiv preprint, 2024, https://arxiv.org/abs/2406.04313
® (ANTEEEREMABHHRAE) https://www.cac.gov.cn/2025-03/14/c_1743654684782215.htm

(MBRERAR AITEREREHNBIRIRAZE) (GB 45438-2025)
https://www.tc260.org.cn/front/postDetail.html(?id=20250315113048
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6. X piaiE

AETERTENREE
: RENREER. ERHEST

A5 ER
Z=m B~

RFEXE., EEXiE, TaEKIEKEIRER,

6.1 XS a RS AR

ERENEENRISHSEEL R RINSREEBEY D NEALERE
N2EENH. BSUBREMRMRREAG], FRIEEEFR

RS4R3 RERRIEINEG BEAEMSEENS B2 EEHH BRSBTS R 5
BFELE | iguELX “=ER BIUGESRENFNL | fIEEMNISTE | S1270AEHMAE
(FaRX | 4" 2, THRAR | REERE, BARRR |, MNERKKEG | HER
i) RTIFNIFMAEHEIT | BAESARKEEER | &
» FRALEIEEM
BE7
BihEg | EEXIRRIARN | BINE=SREHT, TENIFRE, X | B6-121MAERK
FROL |, R2ZEREE | KENRTGRE @ | FAPRBRAS | K, HNINEEEHEIT
(BBR |5, #ABIIESEN | BIRERSKEEFR) FHRE, BUE | BNS&EHAXKET
i) TARE , NEEARHKM=T | &R IDELH =
BRI RIR XY
BHHa% | BURNERSTAE | EREZFTRETN | SHSRkIIEEm | 2086 0ATEE
(eX | TENF, BRREe | KENMBKEGRE, B | X5&%, A& | £, REAANER
i) FREEN, & | ILERSERIEG BEN. RERE | ERREAXKRERE
I A RIP S 2E4R A BYRETT il
i)
6.2 REREIEA !

MHaREERPN “=EME” | BTRBARNSHXCERIRS, HERXLSIIERIZH,. 1)
F—Ebhg: WSET), HFRIRA. HMEMNEE R EEERHNL, 2) FTEhsk: NREESE
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MR, WEHHBE—EE, BENEEEERENET. 3) S=EMhE: REET, T
(LA I,

AIRLZERSHNEHEENMA: RIULZNESRFNRFAREBENZONE, FFREIRF
SRAEREE. RNAHFXENRT, BREANTSZSMENEREN.

AIR2HFPASEHHZRER): AZHEEREHTAASHREE, HFRHITAINEEERESE R, %H
PARES B H W B NQAINBHITRIREMER MR, HREEERNRAMKEESR, UHIENZE
AREERE

EXRRESHMTE: THEERI)IE. BERNENSHRIHZA, MEBIARBREITE
5RRME, PRKRERSENERRRNAR, RESTHEHMSE, HRRSNILIRFESEN
A aIERE 25,

EFRRESEESRAIRSEE: 28324, SRI0NATNHNEREEHETRS; 245
4%, BIR30%MATMIMEMESEARLEE,

HARSXASIFI: BIEHABHEITRUARSHINARIT, WHREMITNAR. W
EANRSEEENARFEM. BHMNZ2FI, #AZSRESLHR, EERISERHE
B LIRS,

MIBARIFSERIG: BUERZRERBE, HBEMNTEXRIGERITHNAEHEEFEIRPSMH
RZ, BRRBEMYRIEIZIRE RIS R LITAIHE -

BRNFRSTECLRNG: BENARHER, NREXRFR I RNERCE, FIaNXREH
Wik, WEDFIXBITUAR. ESENERINRTE, NWEILEERNGERNSERIFEREM
L, BERAPARFEE. HITERSEITHIRRES.

RFEECH: HAENRIUDSKRECH, XR—HERANIBEANXETIR, SHFREEHS
1T SENAER. BEEMERAAMBEXLILRAER, HHMNESERXLIFMRICR: 1) ER
BhpssXRES]; 2) EERNRATA ; 3) SMRTIHEIES ; 4) #NTFRREEFRES

* The Institute of Internal Auditors, "Three Lines Model," 2020,
https://www.theiia.org/globalassets/documents/resources/the-iias-three-lines-model-an-update-of-the-three-lines-of-def
ense-july-2020/three-lines-model-updated-english.pdf

TESHTEATSES LR RS (ATHEERSFIE) 2024, https://mp.weixin.gq.com/s/s-XFKQCWhuOuye4opgb3Ng

* Bengio, Y. et al., "Managing Extreme Al Risks Amid Rapid Progress," arXiv preprint, 2023,
https://arxiv.org/abs/2310.17688

® ESRTEESR (XFMEAMEEPEEREMNESEN) , EhXTFBET=ENEHSISERMNIBAR, MBEHEEY
EEMEMNE. https://www.gov.cn/zhengce/content/2019-09/12/content_5429462.htm
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KN XHERE; 5) TENEE. SKPRENAIREEERE, REEICHRIESERNETHERD. F
FNEPRILIETE, PISERMHERE, BFEEXSHEEMNREHNXREES, BEINFRPERSE,

6.3 ERHEME = HEVIH]

BRAZGESHMEPERE:. THAGSHEERS, #MRPARKRSITMHBERAEERK,
LU ARSI EENG, Ehal @B ERHER (model specification) , BEI—{# @£
ZUMAEEREBITREATT 1, LU TE IR SR B Al A B 2 B B s 4

ARDENE: BIUEENARKIFSREGEE, REBARENEAXRE, EHTSHRSS5R
B, MENRHEHNREETER.

FESAEIG: SFBTIHMNERN R HMEL RS R EMREHHTIT, BT SINEMS5
ERHEREENE. FRIRESSMMES I A2ESTERITEREELR) LKA ME
T (HMEDTESREREST AR T2 B LS R sItE aEZkE) 7,

B MEAEZHNHARITENG: ELTRTEETEREAGEALENEARRNILRS (W
RFEEXE) , FREFNELEKERES. FTTRJRILTE, FRIIMPEENTHEEIRT, REX
BRIBEXDMENAFAIVEERRER DXL, k2, BEAHMTEKERE, WRELERA(@)X
g Iipliig i

6.4 N2 EENIH!

AIRGTRIRER N A T EATER). KR E S EMIgUNEREMARZ 2N AR EMBRRIER M
B, EXEGRFA, AAENBILSKFENNSERENG, BRTERZRT T RERSIRIERENN X
HEHE

R2mENE: —BEXNEEERATERERSNEN, NZABMHALSHERILE; RS
BXARPKF; SERYRXABXALS; FHERENMNERHFTEXINEREE.

RIS2MMRLES: SIE AN IENTE, BHNNAIREEHNRES INLERE. EHAR
NEESE, FHERANAIREZHRRERN S ERES.

" The OpenAl Model Spec, https://github.com/openai/model_spec?tab=readme-ov-file

" Raji, I.D. et al., "Outsider Oversight: Designing a Third Party Audit Ecosystem for Al Governance," arXiv preprint, 2022,
https://arxiv.org/abs/2206.04737

"sEqftrhn @BSRNAN (ARTLASHRENATER) , HHE3 A TEERLMIHIRKREN,
https://www.gov.cn/zhengce/202502/content_7005635.htm
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6.5 EHAEMEIR

EREREAR: §6- 127 AEMAIRSBERIIAIEELR, MARHNNRRIEERE. KETHSFIHEEX
73 45

FHEIABIMPE: ERERRELER. BISRATHERERR, URREAR#RES XEIABZE
o EIIEAG], FEIRF. WHEFBEERFE AW T EFINNBIFHRLES], Bl “FRHMBIK
7S

BERRIGANE: THZIRE B, FAFMARKER, HEBRABTHSEERR.

MEZEPRTE: BIRSSIKAIZSIVERMMMIES R EREERENRB LS EEN.
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E—: RBEN"

Bl

=8 (Model) : BEETNRZINITENER, SERERAHEREL, ARERETLL
BATFON. 22, REFIEHERZFES, MRAIRBIIZ .

4% (System) : B— M HZPMARBESHMAS AR AEHRBLIEER) BEEEH
EIRE, UERBFPRURERNNBRER.

BABATIER (General-Purpose Al; GPAI) : $5AMITEMHA ZESMIRITRIA
TEERS, MIETHATFEIHEDRE. 5 “BEXATEER 83

ERAATIER (NarrowAl) | —#ETRATFHRITRE—HBEESR OB LN ESERMNESH
ATIERE, GIINXMIERERHITHIFE. WM ETRIERTH, 5 “BREALE
G PO

Eiliti% (Foundation model) : —M7EARMIE 2B LIIGABRARA TS EE,
B LUERN 2 THES;, BRIMERNERRRBBZERN KRR

FBATIERE (Frontier Al) : — M ERATFREAREIRTIHED HSHAHATEREK
FHARE, EERED, FOBATEREIRMN IR ANERREATEERE,
AIERE(R (Al agent) : BEBEIEITRIUSKSIMBIR. BERMMITHINRS NS ENTHEL
RNES, HSMEHTRENBARATE fe—OIi@Ed X 4. TEML LHITIRE
FRESERAHMEREE—IFEFALEE,

I EER (Open-weight model) : WEAIAF FTHRAIKRER!, g1QwenzfStable

Diffusion,

TGS

M (Evaluations) : XMAIRZHIEEE. BES. RATBERMHITRAAMIT MG, TEH
BIEEENNR. LPAMNAFIE T, AIEERBEFEET.

E#NX (Benchmark) : AFHEGEFALRARAEEEESE L HENTEL. BER
EEMMIAIENR, SEERRIUIERNERBR.

FIUEER (Scalinglaws) @ FFARREE (DG ERFERNETE. BIBFITER
RE) SHEREZ EMRINARSIENE,

BEMiX (Penetration testing) : —MZ 2L, HENEXRFAIRFIRNITITENR
%i. MEFNARFHIMERE, UEmshiTHMEER2Y. BMEREELKEEF A 2R
MEEHER,.

" AIBHEEXERE, TESE (ARATESERLRE) .
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CTFHk&E (Capture-the-flag challenges) : BEATMELZLEZIINES, STHEEIHE
S 5ERAEMNERSEXNER (NIKEREEEFISEIRLHHE) KNS ER

ak
Heo

EMREBX

E¥mgitTHR (Biological designtool) : 15EIXEYFYIEIE (IDNA. RNA. &H
FiF5) #iTIgR, BEEERMEEMSDF. RATFUMERFYIEMENNAKRR ST
B, SNATHNNIARRE, BDTRIEIETSEMATSLILIIIE,

PA#E (Dual-usescience) : FIVAFE@ZEN (MNEFFHIMEFHAFZR) , BHH]
RSN MAE (NEMHHFREME) AR A,

X (Toxin) : HEWE (WMARE. BN FENESYR, EMEHELEHEX
REENYIR, RIBEESUENEEKE, rIREMEMRERER. HEHFET,

mRE (Pathogen) : BEMSTEAZL. THISIEMHSIEERIVNEY, FlUlmSE. AR
BHH,

EMRR (Biosecurity) : —EBUGE. LEMIEHE (UNZBAERE) , SEFRIPAZE. §f
Y. EEYNESRARZRES I NNBEEEYHIFIRIFMm,

EHIS T

#6751 (Capabilities) : AIRZRTHITIVES HINEEEE, MURHITXLEESHIEETIKTE,
=4l (Control) : WAIRGHITHEEHERURHE AR TENERRZIEEITANEES.
%5152 (Loss of control scenario) | — M Z BRI A TELER SR A S454,
BAXSHERBNERREEHRENTR.

EHIREITREES (Control-undermining capabilities) : AIRZTREISHRIT A SSHEHIBIEEST,
F33%F (Misalignment) : AIUS AXEEHNENPRM AN ERAEEINMER, X
LIEM R E. B1FE. AP, BEHXHEEMMMNZEMNEW,

HRIRIEFTTT (Deceptive alignment) © ¥LUREMAXFTMAHITH, BAZRRAEDE
FHEARMISEMNES,

RpEEE

RBE (Risk) : MAIBNERA. BRESERP=ENHENHMESTERENAS.

f&E (Hazard) : HABEBNEMRHAENEGIUER, MEGHRKL. HE. HIWFFIF
IRIE.

RPEEIE (Risk management) : iRF. 4. ERMEFSENXEHARSF ML,

YURBATE (Defense in depth) : EEBEE—INEFAEBIREZTEUNERT, —ML5E
N EZENPLERIETERI RS,
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R BREHENNNEIN

R

FA12£ TOCCULT (Offensive Cyber Capability Unified LLM Testing) €228, 1 AKIESRAEHIN
HRKITE (0CO) PMRAHERID =L MRBFE. WEEkH. BT

HMiRBhF (Knowledge Assistant) : FitiZEH, KEEEAMEZHKIIRENF, FTEAIELR
MAE, HMEIABRMERBITNERETHIMR. MIMAIT. KEERSEERITEEIRE,

WASERFIEREERITH T, NESANRERESALRRERETEERE, BRERES
W EH{TRIBISE b,

ihE%RHE (Co-Orchestration) : 7EitiRF, KEREAMBHBBHEUEE, S—PHENH
ST EI S BEIA BT TEIRIEA . MRIFARTT. Haelk (ShEERER) fEaENSME
IRERRTMITNESRETHNRSE. TR/ TFAsALLR,

BX{7zh (Autonomous)) : ZEtFRH, KEREMTFSEBEN, JRILFTHNEZLRIITRIH
F. MRIF/BHIT. ARSI, BERBITHRIUENR, HAIEETREF SR -
Ho HEEFMAMEREREMITHHHRITREH.

Pl TR IR A LA T s AN 2 iy pU B M (R &

™ Kouremetis, M. et al., "OCCULT: Evaluating Large Language Models for Offensive Cyber Operation Capabilities," arXiv
preprint, 2025, https://arxiv.org/abs/2502.15797
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1) MERSHINITE:
THMEARR/ RRR TR
BRENMEZ 2R
MITizLERED

WMDP"™ (Weapons of Mass Destruction Proxy) 2—A%EHEs, BFRE
HEEYMRE. WELLMUFELLTWINERAIR. WMDP-MELZLFAEE
REFIA. BEERE. BElR. EEMENKSMEEENIE,
CyberMetric”® {2{#E&10,000E AN ENA TR, BFITEAESER (

LLM) EMERETURAIFIRKT, HIEEEETMELSTRINE. TANEE
i ARIE. PREMREMBERYIAS.

o SecEval HEIMUAM2000RELES: HHRL. NARS. RARE.
WebZe., BRE. AFRE. NELREKEENH,

o SecBench” ZAEERENIAMIEE, MHLLMEIMAZSMANKRIITH. B8
MR (8%, HED)  AEENER RIRCIZESZEHE) . $iES
() RZFEH,

o Opskval” EAITIE4GRNGESMESSHAEENR, B571848SEHMN1736
EEER, ZRPRIXENIR, FAIOpsTUHMERANEENHZ—,

2) WEBhFRENITE: e  Cyber attack helpfulness in CyberSecEval™ @3 ZINLM (FEMIERL) 34507
THEAMREY RGtRERH NEEAEERY, BEEHEMMLHEIEEMERERIEREIRE,
BN A SESCHERILE I
&

3) FHEEE (CTF) 88 | o Cybench” 8R40 M FIEERMAS, BETEY. Web®e, ¥HTRE. BUES
FFE: FEHARER/ R M. TR R Z I eiis A B

SR RME L LIFEE
PR T AL BES,

4) =T EEBEIT e Autonomous Offensive Cyber Operations in CyberSecEval®™ 12t 7 BABIML
fli: IMHANREY/ RER SBEML, UEEEHE LLM RIE#TEIRRIRNESRRERINT R, 1HEHMN
KRHITHEZRBREETAERFES, REENETERHMERRIE,

75 Li, N. et al., "The WMDP Benchmark: Measuring and Reducing Malicious Use with Unlearning," arXiv preprint, 2024,
https://arxiv.org/abs/2403.03218

" Tihanyi, N. et al., "CyberMetric: A Benchmark Dataset based on Retrieval-Augmented Generation for Evaluating LLMs in
Cybersecurity Knowledge," arXiv preprint, 2024, https://arxiv.org/abs/2402.07688

""Li, G. et al., "SecEval: A Comprehensive Benchmark for Evaluating Cybersecurity Knowledge of Foundation Models,"
2023, https://github.com/XuanwuAl/SecEval

" Jing, P. et al., "SecBench: A Comprehensive Multi-Dimensional Benchmarking Dataset for LLMs in Cybersecurity," arXiv
preprint, 2024, https://arxiv.org/abs/2412.20787

“Liu, Y. etal,, "OpsEval: AComprehensive IT Operations Benchmark Suite for Large Language Models," arXiv preprint,
2023, https://arxiv.org/abs/2310.07637

% CyberSecEval, https://github.com/meta-llama/PurpleLlama/tree/main/CybersecurityBenchmarks

& Zhang, A.K. et al., "Cybench: A Framework for Evaluating Cybersecurity Capabilities and Risks of Language Models,"
arXiv preprint, 2024, https://arxiv.org/abs/2408.08926

8 CyberSecEval, https://github.com/meta-llama/PurpleLlama/tree/main/CybersecurityBenchmarks
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BREREIRB LR
HEP AT HERRE

e CVEBench® BT HEAIRERIE ME R R A IR I & i B S0 57 48 R AN A
AAERRI, CVEBench & 40 MN=EEE ACritical®y CVE, F &1 CVE,
HEENENAREFNNERSS, AKENISZITRE.

XA

EFBRAMSTMYBROTE, RITSEMRDIMESZRSHAMNE, BFFERKRS

S hETLE:

o 1B HMLEEZERRMEIIR, BETHEERIIHEEYHBNALER. QEHLED
EER NS E R, 1R BRI TRRRAMRFRNIR.

o igit: WHIEAEHRSAZTRERMEBBANR, MENGIHESUEREEYRMETF, Fla0E
WA BNE R YR IT TR AR RAIN LIS FRYIR)

o REX: IHMHIEENASRE

RERMTAVANR, FBNTHERENGISEY RIS PRI

=@=
FigE. BESTERERL. REIDNAGHITE. BEHOER. EMDHERDNA

FFHIFEXRAIR,

o ME: TLEENAREDERERAIES, BTHENERNMAEYRE, AIRE KIS
FIRRELRGUTHSBUNTE (1E) | ERREURREUEMITERBER (HIFIF
&) « BEFERREAE,

o B IHMLEENARESAERMRERNR, MHENININ B ABRERRRARNITE. FI90
SRR EMERENHFIAEXEIR,

o K WHEEENEI MBI FRBMARERENEEL. fIMNESRATEREENHESZT
AL, EANEYIERIMAYRIR MEREYRENME SRS,

D=2 =P SN Eyap iR % H

8 Zhu, Y. et al., "CVE-Bench: A

Benchmark for Al Agents' Ability to Exploit Real-World Web Application Vulnerabilities," arXiv

preprint, 2025, https://arxiv.org/abs/2503.17332
* Frontier Model Forum, "Risk Taxonomy and Thresholds for Frontier Al Frameworks," 2025,
https://www.frontiermodelforum.org/technical-reports/risk-taxonomy-and-thresholds/
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1) EVEBRRIEME. B
BEHEEBREITE: 1T
AIRGREREBEREY)
FRFMIR, HegEdS
SREFEIETREYF
5

GPQA™ B— M EGHMEHRIS IR SHIPHIRE, GA4BMENY. MBS
MUF TN ERFEENSTHEFRT, XERFiGiHERBRENkEKE: HBENIE
ABORE TR AN ERERENN65% (EHREREERIMNAREIR, ERE
AT4%) , TEAERIFE RILIEEEMELIRFIERAMES, ERRBNA34% .
SciknowEval® B S/ TELLMER AR SH#iRee H, ERERETES
KREFE (PEY FRERBRZIRN, ZEEMXEEE. ©F. £%. MRImK
GuE, RAgMIMICIZ (%) |« EBfg (FR) ( #IE ('R) « ¥l (A MK
A (817) XEMRFRIRIEH#RRGABIESEEHITG, ZEEERET
EWF. CF VIEFNMRRFMEA 7 HE SRR RN E SR,
MMLU-Pro® (Massive Multitask Language Understanding - Professional) k£
BOHEFNY FTARMMLURY12032 2 0AFE, A 10MER, 23 TR\ UK
BERIEH, FHTTHMRERHA. HBiologyFEBTITEM, SMMLUZEM,
ZEENXHIFMETRERL, MEXNTEEENERRNEMAIRHAITL,

2) EMEEETIRES
BRSBTS HEERE ST
. THMHAREY RGER
TLREBREBIE S SR ER
. LERSLRRE. B8

SM Y-S

LAB-Bench® (Language Agent Biology Benchmark) S—M&%@siEE, M
FIMSESRAELAEMFERARESPIEES . EBIE ProtocolQA F5&, XL
BB BB R R SEIIRIE S R MR S SR E A R USEIFREAE R E
o

BioLP-bench® 2—TiT(h ARE S R/E IR A SR IR EAZ (biological
laboratory protocols) AEFGIEEMNEHE, B5BNENEYLRAR, 1B
RENTIRFHRES BARNEEIR, EERFKRI, FRALLMMEIZE#HITITS.

3) fERSEMEIREG:
THEARE/ RGRE
BEYEM ISR iR
BRPRESBATERE
4. RFEIURRIA

WMDP” (Weapons of Mass Destruction Proxy) 2—H%i%8, AFRENEEY
T2, MBREMNUFER2MHANEOFIR. WMDP-BioBiE4EMEH . RAEE
F. ERAETEREA. REREMRNFRAREF S IR,

VCT” (Virology Capabilities Test) B— ¥ FSEAKRS TR E AN
LESAEE, ARHIFESFEERIEMR-,

% Rein, D. et al., "GPQA: A Graduate-Level Google-Proof Q&A Benchmark," arXiv preprint, 2024,

https://arxiv.org/abs/2311.12022

% Feng, K. et al., "SciKnowEval: Evaluating Multi-level Scientific Knowledge of Large Language Models," arXiv preprint,
2025, https://arxiv.org/abs/2507.02737

* Wang, Y. et al., "MMLU-Pro: A More Robust and Challenging Multi-Task Language Understanding Benchmark," arXiv
preprint, 2024, https://arxiv.org/abs/2406.01574

* Laurent, J.M. et al., "LAB-Bench: Measuring Capabilities of Language Models for Biology Research," arXiv preprint, 2024,
https://arxiv.org/abs/2407.10362

* Igor Ivanov, "BioLP-bench: Measuring Understanding of Biological Lab Protocols by Large Language Models," bioRxiv,
2024, https://www.biorxiv.org/content/10.1101/2024.08.21.608694v3

*Li, N. et al., "The WMDP Benchmark: Measuring and Reducing Malicious Use with Unlearning," arXiv preprint, 2024,
https://arxiv.org/abs/2403.03218

o GAktting, J. et al., "Virology Capabilities Test (VCT): A Multimodal Virology Q&A Benchmark," arXiv preprint, 2025,
https://arxiv.org/abs/2504.16137
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4) EVISTISAERIRSI | o  SOSBench” 2—MLUEMAMKIE. LKA SANEE, 2T AT SRKRIE

BT THAREE R AU . £ BEX. BIEF. WEFANOES, HBiologyFEE—
GRe BB AL YIRRNE B 600 MEFEMIIRTARN FE, XLHRTIUCDER I D LR A K
=S iR, WINTERNEYRE, BIRERENSTERR. BEGIREREANRS

73X et A ¥ s = B9 RE F75d 1T

o SciKnowEval”HIEB TN HER MRS R HINIEES, BIBARIESIEAYNE
#@EIZHERERIE, Biology Harmful QA (L4) FEEE—RTIHTREMZS
[REZ L EIEREYiR,

AERHEEMEYTA (BDTs) MESBRE M EREXBESTEHRNG, RELNERER
BOTsEEREMREATK, BB REREESEYEMIAARNA T, NETHEE
BIEREE— N EARE, BiGEIITITER RN 7T IR E RS MR 5,

(Re=22 90

AR LUBE G R IT AR IS ECAREZ NN ERIBMNIL, XEMERDH:  (a)
FERK; (b)) BB FREZEFY; (o) BUEHIIEGRBKEY); (d) MEHIEE
ScREEEMR; () LWAMMANEBRS. U TNEAXEENMKFLEENIR

TG BT E

1) BFHREE: E o ChemBench” B— M &EMIMFEENIR, GIF27005 MM, SHEITHEALIE

AR/ RAERTASR SEEENFI MopiclI T WHIR. HIREES, ATIESUHIER M REMIEESE
BRIZEMIR, SEtFE b,
LEREZ e  MMLU-Pro® (Massive Multitask Language Understanding - Professional) 3kE

eANY Fehik MMLU BY 12032 BUEHRRR, A 10 Mk, 253 % 5%
RERER, H#TTHMURERA. HUFFERLINER, 5 MMLU %4,
BEENHAIFFMETHSEREL, MEXNAEESNERBEMEALRHTMI,

% Jiang, F. et al., "SOSBENCH: Benchmarking Safety Alignment on Scientific Knowledge," arXiv preprint, 2025,
https://arxiv.org/abs/2505.21605

» Feng, K. et al., "SciKnowEval: Evaluating Multi-level Scientific Knowledge of Large Language Models," arXiv preprint,
2025, https://arxiv.org/abs/2507.02737

** Mirza, A. et al., "Are Large Language Models Superhuman Chemists?" arXiv preprint, 2024,
https://arxiv.org/abs/2404.01475

% Wang, Y. et al., "MMLU-Pro: A More Robust and Challenging Multi-Task Language Understanding Benchmark," arXiv
preprint, 2024, https://arxiv.org/abs/2406.01574

41


https://arxiv.org/abs/2406.01574
https://arxiv.org/abs/2404.01475
https://arxiv.org/abs/2507.02737
https://arxiv.org/abs/2505.21605

AarEibed

BEh LA R

2) BIFHEITE: TG
AIRE BB B RET

ME RS T BRHESH
BB, BUENEGIRE

Bl BRIESREDTE
CFBRIES

o GPQA” 2— M EAHMMNRIFIIRSHIZNIES, B8 448 BREYS. M2
FHURTENERESHSTOAFED, TRNMRAENEEBORELTFAUNE
REVEHZIKE] 65%, MREEFZRHEIMIFRIMLETIFESR 30 20, K
=iBNAFE RIIEERERIE 34%.

o SciBench” MAF/KFHMIR. FMIMFHRIBRREFRIEAE, SEHEA
BESHEERRE R F AN AHEIEE S, SECFIRNS S E#IEES,

3) fEPRFRIREE:
THEAREY AR TR
BHFRDERIZFAFTR
RESURANR, BiEEE
1RES BRI MR
RRIRFNIR

e WMDP® (Weapons of Mass Destruction Proxy) 2—4A%%H, BFRENSEE
MExe. MBLRLNUFEREMWHANBIFIR. HChemistryF& BEKFERS,
REERAFENIR. A% RWFIR. AR, SIIE. SEVE. HE
M AR AR R FRIENIR, S ITh 0 F SRR B R1IR KT,

4) (L FMWHANR R R 24P
i TTEARREY/ R
FREDIELUFERNE

w89

e SOSBench” 2—MLUAMAMRKIE. UNMRASENEE, HET A MERRIR
FOUE: KF. EMF. EY. BEY. MEFMOEY, HChemistryFERS
600 MEFRIF, XEAZTIFET NFPAT04 HRANE MBI YR, EEGIRE
HOMFAELRR SIS TI .

e SciKnowEval'HIEBENER BB R NA R MIAFEES, HHEARIESIEENE
HOIZHERFMFTA, Chemical Harmful QA (L4) FEEIE—RVIBTFHRIEMZR
SRR BB,

% Rein, D. et al., "GPQA: A Graduate-Level Google-Proof Q&A Benchmark," arXiv preprint, 2024,
https://arxiv.org/abs/2311.12022

o Wang, X. et al., "Scibench: Evaluating College-Level Scientific Problem-Solving Abilities of Large Language Models," arXiv

preprint, 2023, https://arxiv.org/abs/2307.10635

% Li, N. et al., "The WMDP Benchmark: Measuring and Reducing Malicious Use with Unlearning," arXiv preprint, 2024,
https://arxiv.org/abs/2403.03218

* Jiang, F. et al., "SOSBENCH: Benchmarking Safety Alignment on Scientific Knowledge," arXiv preprint, 2025,
https://arxiv.org/abs/2505.21605

100

Feng, K. et al., "SciKnowEval: Evaluating Multi-level Scientific Knowledge of Large Language Models," arXiv preprint,

2025, https://arxiv.org/abs/2507.02737

42



https://arxiv.org/abs/2507.02737
https://arxiv.org/abs/2505.21605
https://arxiv.org/abs/2403.03218
https://arxiv.org/abs/2307.10635
https://arxiv.org/abs/2311.12022

. CONCORDIAAI

R=: =&EET]. MEMEBFLE

ALEAINPER R IR R BE— R REEED (C) | #HEHRE (T) MRBERBISE (E) . MIRE
BE71. BREHIRMENREFBFHESFXEEMERL A, FATEEKEHEITON.

*§ERES (Capabilities)

o IEBIHIHESN (Model autonomous capability) : BEBEBEFIE1T, MIUZFIEHRITESR
I, BREMMNERES, RECASHIANZR, HEEUSIFERENTINEEAE
MESKIESEEER, TRREALTFIHEE,

o HISHI5EREESH (Autonomous replication and adaptation capability) : BEf5H
FOIEE. EIPMRCBEBTRERIARH TR, HIRBIMERGNZRRARDS AR S HIHE,
BTHRIRE, HRESRAIFETINSSEE SIS,

o HEENLAIR.EESH (Automated Al R&D capability) : BE&BEREXFBRKBUHAES, BE
BENE SRR R EEIERINEENSTEAIRS, RIMEELT BILEERA. ERZEX
HRENERT, BAIREZATRESHAIRFIRRIEN, FRETBIGTEIF, REABHARX
A IR AR ITHIREATo

o FifHtS (Scheming capability) : AIRZEEHEHEMMBERS ALBIFA—BBIEES, &
EREEEL B AR ARIEE, IRFIMENASRHNGE R USRS, UKEET
WITE RS L B HILUARA— EREES,

o 1EIERHNEES (Situational awareness capability) : AEESSEIREN. WIBHNAXFH
BRHAZRME. AERNAZREURINBETIFENTER, S ESREMIRERGH
REIEE, MM TEROIPRERARCIE, EXEENE, XMENTRESERERAZE
MBI, EATEEILAIRAE B S E SN H BB R 8 & R,

o UEIBILEEN (Theory of mind capability) : SKIAXIEES], BESAEHERT. BIEHTR
MAEREMESEENESRA. IVNEHFAIHIEEN, NMARETARE, FHiELtEAzE
BB 1T AR RAL BRI,

o HRUREEF (Deception capability) : E&RSMIERIRITHNEES, seBIRRMIEHE
BERER, MMEBEMRMKRPERFTEINEIRIARMMER.

43



. CONCORDIAAI

o [2E5HEN (Steganography capability) : BESSEEMEIETESBEREMMERN. (2
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